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b —IUZF7IERT H1=HDTE LRI
<https://<urlHost>:<service.httpsPort>/<sscPathPrefix> T . f=&ZIZ.
https://ssc.example.com:443/ssclZiEYFET . R—k H4430D15 & (L. URL
(https://ssc.example.com/)hio>HE B TEET .

o FLVOT KT BI=0IZ. service.type/\TA—AE% LoadBalancer IZERE §5H_&
ZRENDLET

e secretRef.namelZ&2TS R &hbFortify Software Security Center—oLy
M IZZE T %58 95121, ssc-webapp Pod%F &) THI R § 2 EAHYET
(CNITRIFEEFMITBIERINET).

E:WHEITG LT, <ssc_helm _dirs/ssc-values.yaml 77 )L T/NTGA—43(Z
B E 9 BIFEALEDIEF% TE E L TH. Fortify Software Security Center
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FEERLTEEEE K TEET . Kubernetes VS RZIZLoTIL. #l 4} &
persistentVolumeClaim®/\TA—R L1 BHI5 G HHYET

B
#) T Fortify Software Security Center B Bl 9 5I1Z(&. R DT R EETLET .

helm install "<unique_deployment_name>" "<ssc_helm dir>/ssc-<chart_
version>+<ssc_version>.tgz" -f "<ssc _helm _dir>/ssc-values.yaml”

EINLIE DR T ROATINERITLET

helm upgrade "<unique_deployment_name>" "<ssc_helm dir>/ssc-<chart_
version>+<ssc_version>.tgz" -f "<ssc _helm _dir>/ssc-values.yaml”

RIZ. T4V DE B E 7HOUk%4E F LT Fortify Software Security Center [ZA%
AL T AR =R DERTEE . BEAVAL—ILDE TITHEIDER L KIITEITL
F9 . FEMIZDOULVTIE. "Fortify Software Security Center®#) [ 5% " ~X—271 %5
BB L T<IZaLN.

Apache Tomcat7/2ART DHARTA X

ssc-webappaLTFH A A—Y TTomcat7 I RAT DT IAIL TH— I EE B 5IC
[&. HTTP_SERVER_ACCESS_LOG_PATTERNIR 1 Z #{ ZTomcat Access Log Valve D/ 32—
VIZERELFET . HR—F SN TS/ 2—2 DM 2DV TIL. Apache Tomcat 9
Configuration ReferenceMWeb*A{ ' (https://tomcat.apache.org/tomcat-9.0-
doc/config/valve.html#Access_Log Valve)&ZS BB L TLFZELY,

ROBITR T LIS, RIFEHelmFry—MEZE R TEFT .

environment: - name: HTTP_SERVER_ACCESS_LOG_PATTERN value: '%h %1 %u %t "%r" %s %b'

Kubernetes 75 X3 ~MOF ortify Software Security Center& fd O ST
a—T1Y

ZDtEHLarTIE. BHESR A TVBESITR ETHREEM AHEIITT—AvE—2 (2D
WTERBALE T

AR —IVEEFE TOSV a5 & 13 L TEETLET.
kubectl describe pod <pod_name>
AVAR—I)VRICAJZER RS BHICIE LTERTLETS

kubectl logs <pod name> -f
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DSAZTRITH DPodDAT—RA(RBE R . RTH . K. K. F=LEFH)EXR
TIAIUE. UTERTLEYS.

kubectl get pods
PodMEITLTIVELMEE TH, /U0 T/4JIRE SR OIRBEEBE O—FLTLE

_?'o I FOT. H5— E kubectl get podsZEZEITLET . PodMEITLTLNDDEHE
Lo, fiTLET.

FTARTOHY—ER, BYH TONTIP (VFRAEEIVS B ) BEEUVR—F DURFER T
FRICE UL TERTLET

kubectl get services

TNoDAEZEZ—EITTDHITE. LTEEITLET .
helm list

He;_ml:c):o'C'f‘/Zh —ILENTHTE DR B DIE/REZIMF I HICET LTFERITL
F9 .

helm get values <installation name>

ROVEENTVDR)1—AICEH I HERER T LY AA—UNEE (S EH Sh
FWEIDEFER LY T BITK(FEAE. ME BB FERMEH IS E). KL
TEXRTLET.

kubectl describe --help

TRTHARIFIZR ZTH. Fortify Software Security CenterhV8 & EBYIZEN £ T,
AT TIET A GEB AT ONGIMGE S (E, UTERTLTIVTFI7MILDRT
LEBREL.REOKEBEFoIL. MG T/ \WIRRVEETLET .

kubectl exec -it <pod_name> bash
NIZKY. AT F DA BZ9T4T1E TR E. i DN EB A5 (TomcatFEf=[EFortify
Software Security CenterE {A)DH 1 &. th DR DE T AAEEITEYET .
TDM DR STV a—T1 T8

BREDNSTINS2a—T1 0TI TR E M EHARZDUVTIE. [A visual guide on
troubleshooting Kubernetes deployments/(https://learnk8s.io/troubleshooting-
deployments)&5 BB L TIZEW AT HESNIEZ7ITVr— 30 O— R I E R E D
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TINTIDWTE, [7T)r—2av Db 5TV a—T40 7]
(https://kubernetes.io/docs/tasks/debug/debug-application)&£ B& L TFEEL Y,
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<fortify.home>T L Ik JIZDLT

<fortify.home>TALIR L. 5% T 774 ILE L UM DFortify Software Security
Center' )Y —AMWFHE 55T TY .

TIHIL T4 O LB

Fortify Software Security CenterDE B & . <fortify.home>|ER D5 IZHYET -

o WindowsY X7 LDI5 & [E%USERPROFILE%\ . fortify (12 # 1—HEWindowsH—E
A1—HOm A ISEAINEY)

3% : YUSERPROFILE%IE. Tomcath—ERZETLTWVS1—HER LET .
TomcatZz A Ak —J)LLT=2—HEIF R YFEREA-

Named Account = C:\Users\<username>

LocalSystem [Default] = %WinDir%\System32\config\systemprofile
LocalService = %WinDir%\ServiceProfiles\LocalService
NetworkService = %WinDir%\ServiceProfiles\NetworkService

o Linux> AT LD & [F$HOME/ . fortify

T DEMEERETS

Tomcaty—/\Of2 & |Z{F FH §5JVM_E Trortify.home AT LTO/NTAZHRTET S
ZEIZKY . TIAILS D<fortify.home>T AL IR DGR & L EEFTEET . =&AL,
CATALINA_OPTSIREBEE M EFE A L CTOVRATLTNTA(ZEIE E TEEFT . F=(E.
Windows X7 LD Tomcath—ERE & 1265 Javaxt 7 3> (Java Options)] 74—
JLR [Zfortify.homeT/NTAZB M T BHIELTEZEY . Javal AT LTO/ T DER
E DFEM IO TIE. TomcatD< =17 ILES BB L TS,

5l : -Dfortify.home=/home/fortify

¥ : Fortify Software Security Center£% 5 ("Fortify Software Security Center®
MEFRE" RXR—UT71%S B)LIR 2. <fortify.home>TALIRNDIGFRZE R
T 55 E 1. B#FHE Dfortify.home AT LTNTAEZFER L TH—/\ZHBE
T DRI, BETE D<fortify.home>TALINIDRN B ZFH LLMERTICOE—T 5
. 7 B LTS,
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TALIRDR B

<fortify.home>TALIR VLR DEIIFE R SN TNET .

<fortify.home>/<app_
context

>/

conf/

app.properties

datasource.propertieslog4j2.xmlversion.propertiessecret.keylogs/ssc.log...init.token

plugin-framework/
/logs
fortify.license
CCT

<app_context>

log4j2.xml

init.token

app.properties

datasource.properties

version.properties

Fortify Software Security CenterhBNE R sh 377
F—3oHY—/\aUTFANTY . FEMIZDOLVTIE.
"Fortify Software Security Center®z% & DB &1k "
N—U463%5 B L TZELY.

TIAINDOTEHETY . COREIFFEHTEETE
FIH K DYIClogdj2ik F L EZHEEZFEAITHIL
%5 <HE 52 L E 9 ("Fortify Software Security CenterH
DRk DARATA X" R—U167%25 B L TEZEWY).

Ik TYVTOP—R HER AR FNDH(EE E E—F TH—
NHEEN T B)-UNITE i ShaF LLveEFa)Ta4h—0
V%% LET . Fortify Software Security Center&£% i
I51—H(E. SOV FFERLT
URLc<host>:<port>/init Mtyk 7yT o4 HF—KIZF7H
TALFET .

BERMNRE CTEEHT7INr—>arTanNT40&E Fh
TWEI7MILTY .

T—HAR—REH TO/NTAHNEENTNSITPAILT
E

FIIr—ar D7 vIIL—K %8 8 EL T, Fortify
Software Security Center®IR £ S KU LL BT D/ \—23
VI HERERMNTEHIFMILTY .
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secret.key Fortify Software Security Centerid DE B 5% E 18
REF S IERIVESILITADIFERINIES
£ F¥—271ILTT (ZDT7A )LHFortify Software
Security CenterlZ&k>T L EEFINHILEIHYFEEA-
=1L COI7AILbN<fortify. home>/<app_
context>/confTAL IR JITIZWGE & (FE B ShE
EDE

datasource.properties 771 ILELV— E OT—4
R—RI4—/)LR[Z[E. secret.keyI7AIUKRTF T
BIE 5L Shi=T UHE FNTULVET . Fortify
Software Security Center{ > XA A& E1—4
R TR TH5E L. T—IN—RT7(IEEFTIE
%ilsecret.keyZ7M WA EN T O ELHYFET .

plugin-framework T4 IT—LTD—IHTE E—BFRMNL—D(RER)T
ER

FETSUATHENRELIIGEE L BE . A
1> MFortify Software Security CenterA%/ &Y+ 5%
LUVE #;kZFplugin-framework/logs TS BB T=&F
ER

fortify.license Fortify Software Security Center®54 > X774/ )L T
ER

B E <fortify.home>/<app_context>/confT4L IR JIZIE. & TR DT7AILHE
FNTVSLEIHYES .

- app.properties

- datasource.properties

- secret.key

- version.properties

NEDT7AILDNT NHDR DHSAEL NS & (. Fortify Software Security
CenterCIZBE B EEE T TV TVITH—RZEBLT. FELTWLS
T7AIVEBFERLET .
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Fortify Software Security Center7—432~—X|[ZDL\T

Fortify Software Security Center®# LWLV RAVRER R §515 4 (X, £9'. —F
IN—TADT—AR—RY—/\JT: D7 EAV AN —)LL TR ETIDEIHBYET .

EE Fortify Software Security CenterTl&. 3 XTDT—AR—ZARXF—THE
BTRXFEUNXFER AT ILEIHYFET .

B E SQL ServerFxfz[EMySQLT—AR—RE AV AL —)LEBIHFEH . (VR
b—IJUZIEHE B R B AW B TY . FEM (TDULVTIE. "Microsoft SQL Server
T—AR—ZDFE A" R—U63FIE"MySQLT—2R—RAMEE E" R—64%
S BB LTSN,

FD . ¥ HTFortify Software Security Centerl 2 A1=1% . Fortify Software
Security Centertzyk 7YIT o4 HF—R #fF A L TT—3R—ZAANDARITAETAEER T
L. T—~R—R%EL—R I LZEF ("Fortify Software Security Center®#) [ 5% & "
R—=UT1ES B LTZELYY).

CDOEHIaVTHRATHNEYY:

JDBCR S /N DUNT 60
Fortify Software Security Center7—32_R—XX F &yt OHYHR—F [ZTDVT ... 61
T—RAR—=RY—/\JTE DT DAVAN—I)VERTE 61
TA R O D B AR 61
T—RARN—RA—HFTHIUNER 61
T AR R B D T B 62
Fortify Software Security Center7—3~R—XT—J LB LUV RAF—IZDVT ... 68
Fortify Software Security Center7—32~N—XD—R LB (ZDWNT .. 68
Fortify Software Security Center7—2~"—XMDK ABIBR ... 69
JDBCK 34 /\IZDNT

SQL Server. MySQLHY—/ . LU Oracled MIDBCK 51 /\[%. Fortify Software
Security Center) 7k 972\ R LSRN TWVET .

MariaDB JDBCK Z4 /& MySQLT—AR—RH—/\~D#E i [TfE A SNnEzT .
JDBC URL/\SA—ATI(&. MariaDBF 54/ W& X &E A 50 EHHYFET .
MariaDBI(Z. Fortify Software Security Center®/ \Ww IR F—AR—X &L THHR—F
SMTLEEA.
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Fortify Software Security Center7—32~"—X3 F vk OHY7R—k 20N
T

Fortify Software Security Centerh¥HiR—k 9 %% H—K /1 \—FT4DT—FR—RZALTT
HR—bk SNBXF vk DURRZDWNVTIE KEXaA [ OpenText™ FortifyY) Z- oz
FORTLE M ES B LTS,

T—RAR—RY—/\J TR ITT DAV RS —)LEER TE

T—BR—=RY TR ITT7DRE Fa1AE DI RIHE ST, T—EIR—RG—/\Y T 7%
AVAR—ILLTERELET .

HiR—k SN TLBT—ER—ZDE M (2D TIX. [ OpenText™ Fortify) 7k I 7 X
TLAEHIRFAAURES B LTS,

TARDIIODES 17

TARINOIZIE BT RV L TOAE HIRIEDEFENFET . TARILDT7A
I T—A%35 A HTLSIE & (&, Oy, I70Lh%R # B o B0%EF Dis
EMNHBYFET (O7MNIUT—EEEZTALHE ELEH TY). Fortify Software Security
CenterlFl/OHE NT—AR—RBEEETITHDT. /1\I+H—TLRIZEENRUE
Yo TARIY TV RTLOFE ABRYIEEAADMELATUUITIEHEIITL TZEL.
T—AR—ZADME K I WNTARII0ZE R T52E2858DLET .

FBR—RA—HTHY HE IR

Fortify Software Security Center7—32N—X TR DARIEE T 51— DT7HI>
FEERRTAHILERHERLFET,

o TIUBALBIRYDELT
TUBALBRYERITTHL—HIE. ROBEEZITIERIMETT.

« DML (Data Manipulation Language)## &£ 7L T, $RXTOT—IR—RXT—
TILELVE1—TT—4E2%SELECT. UPDATE. INSERT. 8&UDELETET %

o ANTFRTOL—4EETT S,
o YA L—aVROYYTR DEIT

BE vMJL—23 R TDERITIER ITEH51—F7HhOURER ITERR T
BHIELErRHERLET .

AT L—23V RYYTREER T TEHA—HIUL. ROEEEITIERIPDLETY .
« DML (Data Manipulation Language)## f#XE 7L T, $XTOT—IR—XT—
TILELVE1—TT—42%SELECT. UPDATE. INSERT. 8&UDELETET %

« ARTRTAL—TUXEETTH
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« DDL (Data Definition Language)i2 E#=E£ 7L T. T—3X—XT—J)L. Ea—.
BEUALTYIRECREATE. CREATE. ALTER. $&XU'DROP3 3.

e OracleT—AR—AMGE . —H 2 REH/ T BT .
o T—AR—ZAMDIERLE

BE T HAN—ROEREERBIERATEILI—HYThIOUER IHER T5HE
ERCHERLET

T—AR—ZEERBFIVEETHL—HITET. ROBEZTIERILETT.
. Z'f TL—2aVRO)TRERITTHLI—IERZH DI RTDERVEZETT

o E A2 RA RIZFortify Software Security Center7—3~X—X&#E L §5.

« B%7F DFortify Software Security Center® fi T—R2R—RA 2V RAR% /NI T
TJLCEH TS

o HERTAR—RAURA X Fortify Software Security Center1—H7howk
EINAURT S

« Fortify Software Security Center7—2~N—XDIE X« #1 HAL . HLUVE B (T
B 115 #E T4 IR £Fortify Software Security Center1—H7ho Uk 2B YUY T
%, D1aER . COA—HEWeb 7TV r—Sav T —4R—RITHE K TEHT—4
R—RATFHOULZEHFH>TODB EHAHYET .

o LiR—b OE R &5 B
LIR—T 127128575 5 F ) T4%t 5k 1B i 9512, Fortify Software Security
CenterT—AR—X([Ixt 9 B5 A A B R TV EREF DT—AIN—R1—H¥7H>
FEERRL. THOURERFEHRZEEA LT, BIRTLAR—F DL R 2X2)T158% E
LEF(BIRTLE—k B QX2 T DR E" R—S04%55 ).

T—EN—REF DR EE 4

R DOk EwYTlE. Fortify Software Security CenterCH7R—k S b H—K /\—7 17—
BN—AMER E B 4 &. Fortify Software Security Center T Fl 75 & 3127 —4~—2X
ERTETHAEICODVNTHRBALET.
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Microsoft SQL ServerT—A2~R—XND{# A

Fortify Software Security Center7—42~—X&L TSQL ServerT—32R—X&FFE AL T
WBIG & & ROFIEERTLET .

o T—AR—XM Auto Update Stats Asynchronously] (AUTO_UPDATE_STATISTICS
ASYNC)ZA T 3B $hIZLET . FIEIZDLVTIE. Microsoft SQLK FaA2k DWeb
Ak (https://docs.microsoft.com/en-us/sql/?view=sql-server-ver15)%&% B8 L T
&Ly,

e SQL ServerT—AR—XAX—YDEE TAXFELNXEHRX FISHTIBZ L%
EZELFEI. SQL ServerDTIAI DAVAR—ILTlE. AXFENXEHX FI &
nFEA.

3 & Fortify Software Security CenterTld. 3 RTHDT—ER—RARAFX—<E A
TAXFENXFERANTEILENHBYFET . T—EIN—RZXF—TORETK
X F &N XF HX B T TLVEL S & 1. Fortify Software Security Centerh®
EEICEELFEA

B E Fortify CIR#E SN I=SQLRY T+ ER 1T T BRI, T—EIXN—Z~DE #
DB NWTLVENWCEZERLET .

o AVAN—ILEITEAINIET—ER—ZARFX—T T AFVTavk DR EENE R
75 5TL S (ALLOW_SNAPSHOT ISOLATIONEREAD COMMITTED SNAPSHOTAVONER TE SN T
W) TEERERRLET

e SQLRYTF DETHIZHFAT M Y—ILEFTYIL T, ANSI null default] A7
DIAVHONITEE E SN TNVAIEFHE R LET . INEE T T 5I2IE. sSETaTUR
(ANSI_NULL_DFLT_ONZONIZER B )EVTUITAZDWITNAEFERHLET

WindowsK A48
Windowsk #4188 5 D15 & L. Fortify Software Security Centerz B B 95817 1.
RDEMRTYITERTITILELHYFES .

1. integratedSecurity=true/NJDBC URLIZEMIN TV EEXRERALET

2. mssql-jdbc_auth-<version>-<arch>.d11 77/ I)VERFLET . sEH#IZDLVTIE.
https://docs.microsoft.com/en-us/sqgl/connect/jdbc/building-the-connection-
url?view=sqlserver-ver15#Connectingintegrated%% & L T=&L Y,

3. JDK_JAVA_OPTIONSIR IE Z #{ D-Djava.library.path/\SA—ARITIE E SNf-T+1L
2k 1JIZmssql-jdbc_auth-<version>-<arch>.d11 77/ ILEEBEE LET .

4. PATHIRE Z HITE FN TS TAL IR J(C: \Windows\System3275 &) Imssql-
jdbc_auth-<version>-<arch>.d11 77/ ILEFBEELET .

5 RIZ. RODWITNDEEITLET .
e ssc.autoconfigZ7AJL&{#E A L T. Fortify Software Security Center&:% 5 L
EX P
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» SQLZ2FE %1F A L TFortify Software Security Center&:% 7 L ThH.
datasource.properties 774 JLHVMSdb. usernameB KU db. password/ \oA—42%
HIBRLET .

6. T—HAR—ZADERIZFE R TEIRASUTHOUL TTomcathE TN TLVRIE

EHERELET

MySQLT—RR—AD& E

Fortify Software Security Centerf—@’*‘—Z&L’CMySQL’é‘ﬁ FALTWLSE &I,
MySQLA TS arI7M IVER E TE2LEIHYET .

3 & Fortify Software Security CenterTl&. 3 XTHDT—AR—ARF—TIEBE T
AXFENXFEXRBNTDIBEIHBYES . {VAR—ILTRXF LN X FHR
Al S TULVE LS & [E. Fortify Software Security Centerh iE % 128 ¥ LEE Ao

x: R—k SN TS/ \—2 3> DMySQLDEE #ll 1DV T, [Fortifyy Ik 72
ATLEH N FaAbZS B LTS,

|:>I~ : SSL%{# Fi L TFortify Software Security Center#MySQLIZHE #it 3515

« max_connectionsV AT LE H(my.cnf I7AILA)DEZEE LT, Fralshd

FJ B 95T R A 0T A ELET . ThIZEY. Too many
connectionsTo—ME & LA YET,

MySQL 8.0+ 7L 3> 77/ IVEER TE T 5121

1.
2.
3.

MySQLHY—/\Z#{E 1L LFET .
MySQLY—/\DA VAL —ILT4L I JIZFEEILET S
MySQLA TS avI7M IVETHAN TT13THREET

EVb: AT 3 070 IVES A B BIE F E R DIFAIZIE. i K DR DavoR
ZEITLET mysql --help

s Windows> AT LTIE. TIHIVE DA T3> T74 )Uidmy . iniTY .

3E: MySQL 8.0DT 74Uk D15 AR [dc: \Programbata\MySQL\MySQLServer
8.0TY .

o Linux¥ RTLTIE, TI4I DA T2 3w T74)UiEmy . cnfTY
[mysqld]toi 3> &[mysqldump 2933 D] 5 T max_allowed_packetZ1GIZ
BELFET .

[mysqldump] &P avhViELMG & X ERLET

[mysqld] ZP2aV Tk ROR DB EEZRELEFT . —ERRSINEEEHLT7
AJUZEFENTIVELMEE (X BMLET .
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B E

default_
storage_
engine

innodb_
buffer_
pool size

innodb_

&
INNODB

512M (10GBLA L ZHE 42)

FRTCDT—AREAVTYIANEE T L. x| D/INTA—IVAMN

ERINFT

BEHECEDAE)EEET LT, innodb_lock wait timeout{E AV\H—

NETHEARREGAEIDE FTEEB AT OKIITLTHZEL, AE

VERAEDRKXRBLVE. BELERDESYTY .

max_connections * max_allowed_packet + innodb_buffer_

pool size

innodb_buffer pool_size®{E . {5 FA 7] RE4Z AED60 ~ 80%

AEYITY

innodb_buffer pool sizefE MR EWMEE. T—TILA DT—4IC

TOERT =0T BIETAADNONL 3G VFET . ER T4

AN—ZHY—/N\TF. AVE1—2 DY E AT VA XD K 80%I 5%

ETEFT . L. RDBEE COEZE/NSKTHIEEEETL

TLIZELY,

e MBAEYDIR B IZKY . ARL—TAV TV RTLTR=U VTN
FELFT.

o INNODBIZ/N\YI7ELUHIEEE B ISEMDAEIZFHLE
. FD=H. E|YY TONBAR—ADEEHE. FEE LA X
FUFI10% KR EHVYET

o PRLAARR—RIFEHE L TLWALELABYET. CnIE. B E
D7R LA IZO—K S ADLLEE B 3 %Windows AT LT
BESI SR IR IHDYET.

o I\YITFT—ILOW ER L ITHDVBEE I (K. ZDHA XK FEHIC
LEBILES . KIRIBEGEA RS —)LTIE. Z0%) HA 1 B if AV
KITHEBIEDNHYFET . 1zER L. R FT DLiNUxx86_64H—/\T
(. 10 GBD/ \wI7T—/)LD#) 1L 128680 hvbWETS .
MySQL 8.0DY77LrAT=a7 L
(https://dev.mysgl.com/doc/refman/8.0/en)&< BB L TLf==
LY.

300 (#%). TR
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B E -]

lock_
wait_
timeout

innodb__ 512M
log_file_

size

max_ 1G

allowed
packet

sql-mode "TRADITIONAL"

6. I7MIVERTFEL. MySQLY—\ZHEBLFET.

OracleT—A2~N—XMDEx T

DA Tl T—E2R—REE DIS—%[h =HI"OracleT—3R—R%EKE T
BHEEICDOLNTHBALED.

'No more data to read from socket] T5—®0Dfh 1&

Oracle%Fortify Software Security Center7—2~R—XEL TE 9515 4 . [No more
data to read from socket | &ELVSR A TDHI 4 hiFk RSN D5 & HHYET .

COFI S T LTE AR KR DIDIE. REXITIHETT .

$ORACLE_HOME/network/admin/TAL IR JIZFE B LFET .
TXAR ITFT S Ttnsnames.ora 27 IILEBZET,
SERVEROD{E ZDEDICATEIZER ELET .

;i BEE AYAICE TR EM ToN=-BREIRATEEEELE

OracleT—3R—RD/ \—T 43z J 12K B/INTA—IADH E

OracleT—3R—XHN DK E DT—RIEETIHIRRELAM AIZ&OT, T—F~R—
AY—/I\HZ R ITT—2ZIRE TEGLDABEMEAHYET . T—IR—R/\—T~«
2a= J1T&Y T—EAR—RY—/\D/\TH—TV AN L L. T—2DE B it LA A
4 A £ LEF . (partitioning.sqlADUTk &, Oracles > 2/ 8\—T4 3 %E A
LT BCAN_ISSUE. ISSUECACHE] &V [SSUECACHE]T—7 IV &E/\—T4> 3=
OLEY).

swh =

Oracle T—4R—RMD/ \—T 13 D {if
partitioning.sqlAVVTMEE T BRI, ROBEFITVLET.
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1. T—AR—REN\VITYILET .

2. W T—IINAR—REERLET . WELRHB T —IINAR—RYGAXERET
BIZIZ. partitioning.sqlRAP) I E#E 1T TEET .
3. TAIRIE S TAH/I N —T4L DR ERELET .
IN—T42a=51F. TI)Vr—2 30— 3 IDIZE DWVTITULVES . La—FK %
NV AN—T4V VB T EICH T ELAHYET . BEAMIZIL. 7I)r—
A=V ERI LB DIN—T 123 F R ELET . Ffo 1—Taiav D .
FIVr—230 N\ =030 D EIE 0T ZEET RE I A EABHYET .
1DDIN—T 433V + B La—FR#B 2L a—F DR E DERBRFH & T
LY, 1DD/IN—T 43z DE100 A LO—KR KRB DLO—RENER T HILEiE
LFEI.
4. T—HREIN—T12AML FTBDI+ R ETIVr—2a3 DE I BA LERTD 1—)L
LEIT. ZORRIZIF. XOBE I ELRBERETLET.
BE RSN TOE/ N —T12av DR K IF700TT . ChEWYEEE
K §B&. Oracle/N\—T42a= G AT I BRLET

o TAREWBMT—IIAR—RIZEHTS
o T—ARETLDT—IILAR—RIZRT

T—BR—ZADIN—T423=>"
N—=T42a= T ROVTNEER T BHI2F ROFIRICHEWVET .
e <ssc_distribution>/sql/oracle/extraT4L IR (ZHS0racle/\—T4 3=

JADV) T (partitioning.sql)EE T 9 5IZ(&. Oracle SQL*PlusY5A 7k & 1{&E
BALET.

F: ZAOVTE ORTRB I T—AR—ZAD YA XL TERYFET .
AT+ DEFT
o« MBERQRNSARIBREA NG INFT .

o IN—TalavbEN=T—TIE. BB T—TILAR—Z(*_PARTR ) THE R ShZE

ER

o T—AMNT DT—TILAR—ZANSME B T—TIWAR—ZRB LU/ S—T 13 Ehi-
T—IUBEISNFET .

o IN—TAL AL ENT=T—TIUF LUV S—T A3 A TYIRDME L SNFET (5
PART4 ).

o TDT—TIEAUTIIRDB RINEE SINFET(*_NPARTHA).

o N=TALAACENIT—TILEALTVIZADITT D% Fl HYE T ENFT(*_PARTE
HHEIBRENFET).
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o JTDT—JIUW* _NPART)IEZF OvTEhEzd.
o IN—Tai AL EIN-T—TIUITE DT—TILAR—X|IZRSNFET .

TITRTALYE B O

TFT—RR—RE/IN—T42aVR E| LT . RDESIZOITE T AL YK Ok %iE BL T}
Viar=] AN

1. TXRXNIT4F2T<fortify_home>/<context>/conflZ¥& &L Tapp.properties 77
AIIVEREFT

2. jobs.threadCount 7O/ T4 DfE %1 OLET .

X TAL TIE. jobs.threadCount OfE Z18ITHE 59 &/ \TA—T U AHVK IR [
m Lt LFELT .

3. app.properties 77 INERFLTEHLET.

Fortify Software Security Center7—32~X—X7—J LE LUV RAF—TIID
LT

Fortify Software Security Center/> Xk —)LT4L Ik JIZIE. YiR—b SN TS Y—F
IN—TADT—RAR—REATZE AN L RDUTE D& ENFET . ¥ 8 5% € BF ("Fortify
Software Security Center®D#] [E] 5% " R—U 715 S B). T—AN—RZAL T/ LT
ZDARI)TER T LTT—ER—RT—TLEE B L . Fortify Software Security
CenterDT—AN—ZARF—IEHHL LFET .

Fortify Software Security Centerz#] b TE& & 9 BRI 2. R DEILavITE TNHIE
] 25 22 L T<IZaLY.

o "T—AR—RA—HTHIUNER" R—T61

o "TAR—REHDEEEH"R—U62

Fortify Software Security Center7—32~X—XMD—R AL I8 2DV T

#) HTFortify Software Security Center[ZR%5 129 %15 & . Fortify Software Security
CenterCIER F) DAT A TH I E R O R SE R 88 DIR it D701, /MR
DT—EEINHIBETT ., D—FLB (ST, FILLWT—ER—ZADR /N T—2 vk
MERLENET .

AV AL —)Li& O— & L1-5% & &4 5 97 5IZ(X. Fortify Software Security Center7—
RAR—ZADL—F VBB ETY . THITE TIAI OEEE I—FT7HI D
A, B RETIL—b . LiR—k T % . Fortify Software Security Center®i& A [Zih
BRZOM DT I+ TR EDL B I TATADIERDE ENFET .
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Fortify Software Security CenterlZ[&. 4 A—R FHL—R /N\UR LA DL ETY
("Fortify Software Security Center/ b D7 D R LR " N—U 485 B L TS
L\) o

o BIRETTL—hk > —K /UK JUFortify Process_Seed Bundle-2023_Q1_<build>.zip)
TlE T4 OEEEZE 1 TAIUN BTV IL— b T2 R ELET.

o LAR—hk > —K/\UF JUFortify_Report_Seed Bundle-2023_Q1_<builds.zip) Tl
Fortify Software Security CenterLiR—k DT 74Uk b #R L FET .

AT 3> MPCI Basic/\K JLFortify PCI_Basic_Seed_Bundle-2023 Q1.
<build>.zipBEUFortify PCI_SSF_Basic_Seed_Bundle-2023 Q1_<build>.zipZxA
VAR =L BIELTEET . NBHDPCI Basic/ \ K JLTIE. Payment Card Industry
TOvRTUTL—b B8 & {1 [TL7R—h #Fortify Software Security Center7>7L—k
BEULR— DT I [TEMUET

—R I\UR JL774 JUSFortify Software Security Center{ > Xk — )L/ \wr—U 128 &
NTULET . ¥ H# Fortify Software Security Centerf& B # [&. Fortify Support Portal

(https://support.fortify.com)® PREMIUM CONTENT]> FORTIFY EXCHANGE]
WA THAII—R NUR WESFToO—R TEFT (M F DX )Ta0TY
YN )—=RIZE BEFHEINF=D—RN\URIDE ThBELEHYFET).

7 ®E Fortify Software Security CenterJl)—XIZE # SN TS/ UK ILDAEFE L
/\—2 3> MF ortify Software Security Centerf > XA R (#1 #1 A Ak —)LE (T
WIE DN—2 3Ty TTL—R Szt WV A2V R)ICA—K LET .

T—HAR—ZDL—RWBAHE T L1=o. O—R TOEXTHE B S iz2—5% & 7T &
15T —AI T4 T1%Fortify Software Security Center1—H /LA JT—AMDEE T
=F9 . EFEMITOLTIL. "B N DFortify Software Security Centers% " R—U81%
S B LT,

SRIRE
"I 3 TEDEF)TAAVTUY—RTR SN BLAR— O —F/UR LEE A
LI=T—8R—RDY—k" R—206

Fortify Software Security Center7—42~X—XMK A Hil B&

& BB | TFortify Software Security Center5e £ IZH| B 375 F E 6515 & (£.
Fortify Software Security Center7—32~N—X%Hl| ff TEFJ . Fortify Software
Security Center7—AR—RRF—TET—AR—RADTATDT—AREZLITHIBRT
AIZIZ. drop-tables.sqlADZVTEEITLET .

EE drop-tables.sqlRYY T+ EE 79 %<&, Fortify Software Security Center

T—EAR—RARX—TETAHAR—AA DI ANTDT AT EITHIRENFET . CO
AOVTrERT TR RETET &/ W7 YIL TS,
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Fortify Software Security Center7—3R—XRXFX—T LT —ER—ZXH DG RTDT—
S%EHIBRIBICIE. ROFIEEZETLET .

1.

<ssc_install_dir>/sqlT4LORJIZFEENL . Fortify Software Security Center T
FERTH5FEDH—R/IN—TFTAT—AIR—RDHTT4LINVERHEEFT .

e mysql
e Oracle

e sglserver

. Fortify Software Security Center7—32R—XAAF(Z—E$5HTT1L Ik Uh

5. drop-tables.sql APV TR EE 1T T 5T —FIRN—XHY—/\FEf=&fth D5 T (20
E—LFT.

T—RER—2Y54 7k TO5S LT, Fortify Software Security CenterCfE FH 3%
F=OIHE B LIz T—AR—RT7 AU A L ET .
COREYVIDEBICHIEEEHERELET .

R DAY T+ %E 17 L T. Fortify Software Security Center7—4#~X—XX¥x—7&
T—AR—RHN DT RTDT—ARZHIBRLET

drop-tables.sql
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% 4% : Fortify Software Security Center®%]
=R e

B8] &% €

# HTFortify Software Security CenterzEB B L 1=t . 759512 K JIZFortify

Software Security Center®URL% A 11 9 %&. Fortify Software Security Centertz:k

TI P —K (yk 7T o4 —R) W EEET . CITIE, # B OY—/\E& E DRTY

T%5% T TEZXY . b 7yTo0¥—K (&, Fortify Software Security Center®#]) $HT

DR B . Ff=[XFortify Software Security CenterF{& s E—F L= (1R—2 D

"Fortify Software Security Center®g 5Ff E—F ~DFE 17" R—186% 5 ) IZDH.
EEELITIMERTEET.

#) § T Fortify Software Security Centerz£% & 9 5I2I&. R DF B IZHE LVET S

1. TomcatH—/\Z# LUV \— 3> DFortify Software Security Center WARZ7A )L
FERRALIE . TS5UY 00K %R Z. Fortify Software Security Center—/ 0
URLZA 51 LET (https://<host_IP>:<port>/<app_context>/).

X EE ORBEDE S . TI4/Lk DFortify Software Security Center URLIE
<protocol>://<ssc_host>:<port>/ssc T9 . Kubernetes7oAA~NDE B D

5 &« T 74k DURLIE<protocol>://<ssc_host>:<port>/(K BB [ZssclEft
(TEFHA)TT

BC 1 SNF-WART7AILEFE A L. ssc.war77M L% Bl % B B [Fortify
Software Security Centerz B Fl 9415 & . app_contextlk. Tomcatt—/\&%
ETLEZFINGURY. ssclBYFET .

X ADMINISTRATORS

3,

Fortify

Software Security Center

SSC is currently undergoing maintenance

opentext-

2. WebR—2DH LET. EEE(ADMINISTRATORS)]%7')vILFT .
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B

Fortify

Software Security Center Setup

For information about how fo obtain the token, see the README file distributed with

the 55C installation bundle.

© How dol get this token?

SIGN IN

opentext

3. <fortify.home><app_context>T4Lk)IZF &)L ("<fortify.nome>T1L k1|
DNT"' R—U5725 B). THFRAMITA4ATinit. token 7 IVERAEFET .
(TomcathWindows H—EREL TETINTLVSIHZE S .« init.tokenT7AIL
[$%SystemRoot%\System32\config\systemprofile\.fortify\ssc\init.token|Z
HYFET).

4. init.tokenZ7AIDABEY)vITR—F(ZOE—LFET .

5. WebR—L Tinit.tokenZ7AILHHAE—L =X F 5| ZTF AL Ry X (ZBE ULt
(+. BIGNIN]ZVJILET .

6. Fortify Software Security Centertzvk 7704 H—K O RA—F(START)] R—
DIEREFH A WANEXT)E0)v0LFT .

7. &% (CONFIGURATION)] 27v7® FORTIFYSA/t€VRAD7vFA—F
(UPLOAD FORTIFY LICENSE)] T. X DI /2= 7 LET .

a. UPLOAD]#7')voL%FEY.

b. fortify.licenseZ7MIVES B L TGERL. UPLOAD]ZVUvILET .
ABULI=ZM o ANE S F-ISHA R VI THS5 & . Fortify Software Security
CenterCIFZDN RER T AV E—UMNRREINFT .

HEIDRAUIZIE. 5% T 7714 ) app.properties. datasource.properties. H&
Wversion.properties)DMFTE T DR E TALIMNIDTIHILE INADR RENF
ElE
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Kia
it

8. MR IFANTALIMIN DM Z BRI ITIEE FTEEHRAFET. COTALY
NDG R EZE B 354 % 2D TIE. "<fortify.home>T L2k )[ZDNT" R—D
575 B L TZE0Y,

9. LOEHEZEHEATHEMLELI( have read and understood this warning)]
FoIRVIREAUIZL T, RANEXT) E9UvILET

10. CORE CONFIGURATION SETTINGSATYIT. RDFIEEZETLET

a. EXRAL2®D FORTIFY SOFTWARE SECURITY CENTER URL] (<. Fortify
Software Security Centert—/\OURLF A A1 LET .

b. FRARAUT. HTTPHRRRAYS R EE %A %1 129 5(Enable HTTP host
header validation)] Fy7Rwo X% I1ZL T, HTTP HostAY41{E HiFortify
Software Security Center®URL(host.url 7R/ STA) TR ESNI-EE— BT
BEINLFET . KRR ER—F DB A H— B L TWDRBELHYES . Chld. T
SOYEE #E DREST API7OERD@ A IZEELES . R4 TDEE . H
5 BHTTP HostA\w4 hiFortify Software Security Center|Z7 9t A TEET .

c. Fortify Software Security CenterC/' 00—/ L& R 2B %23 5121,
GLOBAL SEARCH]X4/>T Enable global search] Fv/ vy RX%:& iR
LET.

d. SOFVIRVIADTIZHBDTFARRYIRIZIE. BBEAVTIIRIT7AILDT
THILE DB AR RENET . M DEHREERITIEE L. REATYY
RI7AIWDRN DTAL IR JINREA ALFET . (VN RT—RIEATYI R (H&
nNFEEA).

FJO—NIVBRIHDERBATYIRNS (FIZRE R TR XL
F—ROE M L TR BYFET A Lucenef U TYIRITT—ER—XA D
FT—REYEBMNINSIZYFET . =2 1E T—ER—XBE EARY21—L
18GB(dbA > Ty A £) b BH AL TwIR YA X E# 2GBTY .

FAUTYVIRGF IFEIN =T —RICIIHRZ B R (A—TR . EFA—ITR
LX. ME55tEHTI). BB I7MIVE T E)DE ENDA EEENHEDT.
Tomcath—/\1—HEFTHHR A A ABLIVESTABTICREZHE O L
7535 AT 2 IR L TSN,

e. (GLOBAL SEARCH]RAUTZ & %5 #A. [have read and understood
this warning] F=yoR I REZIRLET .
11. NEXT]Z2')voLEd .
12. F—8Y—R(DATASOURCE)] 277 T. R DI EETLET.

a. F—A~R—R2LTF(DATABASE TYPE)]'JXk 5. Fortify Software Security
CenterCE 57— 3AR—RAA(TEEIRLET.

b. F—H#A—RX1—44 (DATABASE USERNAME)]IZ. Fortify Software
Security Center7—AR—XD1—HEZEA W LFET. FFMIOLTE "T—4
AN—2A—HTHIURER" R—261%5 B L TS,

c. F—RAR—Z/IRXJ—F(DATABASE PASSWORD)]IZ. Fortify Software
Security Center7—3R—XF7HIOUE DINRT—FZEA ALFET
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% 4% : Fortify Software Security Center®#]] [B 5% &

d.

¥ F—AR—RX1—54 (DATABASE USERNAME)] 71—ILK & FF—
HAR—2R)XJ—K (DATABASE PASSWORD)] 74—ILK T E L1=T—
AR—Z1—HFERIBERN. 9M4IL—a R TEDEITITH ELE
BREF DA—HYT7HhIOURRICRESNTNVSEEERELET . chomiF
HEIZDWTIE. "T—ER—RA—HTF7HIUMER" R—C61TH A SN TLY
F9.

JDBC URL] IZFortify Software Security Center@URLZ A 1 3 5&E (%, X

DRITEFEMNILETY.
MySQLT—AR—ZXDI5 & -
o MySQLY—/\hsha256_passwordFEl=ldcaching sha2_passwordidif 754

A % ERTHLIIERE SN TSI & (L. serverRsaPublicKeyFileZ4 7
23V TIDBCR SANITH—/\RSALN B EIR M TEILENHYFET . H5
WM& £F 27401 # DF5 LrallowPublicKeyRetrieval A7 a2 a2 # B 95
2B TEFT . EMISOLTIE. MariaDB Connector/JEKUMySQLY—/\
DX E (https://mariadb.com/kb/en/mariadb-connector-jEB &
https://dev.mysql.com/doc)%S BB L TS0,

MySQLY—/\T—AR—2ZFE AL TLV515 & [F. URLOXK E IZR DL D%
EMTOEBLENDHYET .

- rewriteBatchedStatements=true
- sessionVariables=collation_connection=COLLATION

ZZT. COLLATIONIET—AR—RDIB & A/ TER LET
Examples:

jdbc:mysql://localhost:3306/ssc?sessionVariables=collation_
connection=utf8 bin&rewriteBatchedStatements=true

jdbc:mysql://localhost:3306/ssc?sessionVariables=collation_
connection=latinl_general_ cs&rewriteBatchedStatements=true

MariaDB JDBCR Z4/\[&. MySQLT—RR—RH—/\~D#E fx [T FH Sh
9. BN DIDBC URL/ATA—A2TI(L. MariaDBR A/ \WE X H#E AT 5
HEIHYFET .

MSSQLY—/\T—ER—Di5 & -
° MSSQLY—/N\T—AR—RZEFE AL TS5 E . URLOZR & TR DT

OpenText™

INTAREZEM T DL ELIHYES .

sendStringParametersAsUnicode=false
jdbc:sqglserver://<host>:1433;database=<database_name>;
sendStringParametersAsUnicode=false

3£ & Fortify Software Security Center|ZI&. B 5t Shi=#E & 548
SNEY—/\GEBHEET 4/ TWHE L9 HMSSQL IDBCR 54/ \D
N=23U W EB SN TNEY . SR E OIR EE OfE R EL THE R AR K
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aA—HHAF
% 4% : Fortify Software Security Center®#]] [B 5% &

13.

14,
15,

9515 & (L. TruststoreZ ik (T5EEHE) HLET . Truststorezi% (15
CENTELRME S (X EHEOREEZEMNICTEHENTEES . i
Z ([XEFEINTULAN, SF BHE DDNSE N T—3IR—XH—/\D7RA+
% E— B LIELVELSIE B [E. hostNameInCertificatelE#it TO/ \T1%
FRALTELWWVRRANE ZIEELET .

5 # (2 DLYTIE. https://learn.microsoft.com/ja-
jp/sql/connect/jdbc/setting-the-connection-properties| 28 5T 1 #t 700
INTADEL TE | ELVDER B DhostNameInCertificates
trustServerCertificate. 8&U trustStore* IDBC URLTA/NTA%
S B LTEELN.

B K 7A/F )L # # (MAXIMUM IDLE CONNECTIONS)] I, T7—JU5% ¢
CEDTEDTANIVER DR RBEANLES . TIAIMEIFS0TY .

f. BRXFPIT+TER B (MAXIMUM ACTIVE CONNECTIONS)]IZ. 7—JUZ
?T:&@féé?’r‘rﬁ‘tﬂ% BmORRKEEANHNLFEFT . TIAHILMEIFI00T

g. BARSFHER(SVP) (MAXIMUM WAIT TIME (MS))] (2. & T LHYE 44
ZRAO—FBFETITT—IOEREF R IO KEFR(ERIMELVEE)ES)
MEMTAALES. TIA/IMEIZ60000TT . FHEEHRIER TSI
X, [EZFO0)HBELES.

h. BEZTANTBIZ[EX. TEST CONNECTION]#4")v—IL %Y . Fortify
Software Security Centerld. TR D LI=DEINER T AVE—DFR TR
LFET

T EHmTANIKBELIEG & X, ssc.log77 L
(<fortify.home>/<app_context>/logsT4L Ik ) EFyIL TR H&4F
ELFET.

F—&~_—Z DS — (DATABASE SEEDING)] XFvFISE RIS, [£5Uvs
L Tcreate-tables.sqlRAV)IT+ZETLES . FIBIZTDLVTIE, "Fortify
Software Security Center7—32N—XT—J ILEIURF—TIZDNT" R—U68%
S L TS,

3X: Fortify Software Security Center®i% & % B 11t 9515 & (2. <app_
context>.autoconfig Z7AJUA TT—EAR—ADI(TL—avEF/HITLT
HB5 A L. create-tables.sql AT EE T TEILEILBYFEEA.
Fortify Software Security Centerg% & % B B 1k 3575 & [T DLV TIE. "Fortify
Software Security Center®z% & OB ) 1L" R—463%5 B L TN,

T—AR—REMEAIE LR IZE. RANEXT)] &0 )vILFET

(Linux®M#&)Linux> AT LTI, fontconfigo 47 31). DejaVu sans 742k HEU
DejaVu serif 74>k B —/NITA VAR —)LENTNVAZEFE R LET S

o
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16. F—ARR—AD>—K (DATABASE SEEDING)] ATYJT. RDIEHEEETLE

EE

a. ERXA4T. BROWSE]#{# L TFortify Process_Seed Bundle-2023_
Q1 _<build>.zipZ7AIER DITTGEIRL. SEED DATABASE] %4 )JvoLE
EE

b. SM(BROWSE)]%{# F L Trortify Report_Seed Bundle-2023 Q1_
<build>.zipZ7AIVER DITTEIRL. SEEDT—HR—X(SEED
DATABASE)] =7 )vJLE9 .

c. (A7 av) BHB(BROWSE)] % A L Trortify PCI_SSF_Basic_Seed_
Bundle-2023_Q1_<build>.zipZ7AIVER DITTEIRL. SEEDT—AER—X
(SEED DATABASE) ] &#2')vILZ%E7

F: INoDF LLWPCISSFEZEE DT T VIO 7EF )T/ DE EH
i IEDKSGFE B EE 2 H5DHNE #E$ 57=6IZ. PCI SSF Basic—F
INURVEE LTS, #1220V T, "Fortify Software Security
CenterV Ik 27D R ER " R—248%5 B L TZELY.

d. (#723>) BROWSE]#%{# A L TFortify PCI_Basic_Seed Bundle-2023_
Q1_<build>.zipZ7AIWVER DITTEIRL. SEED DATABASE] %/ JvILFE
ER

BRI RE LS —R /\UR JLODEE #E (ZDULNTIE. "Fortify Software Security Center/
IhOx7DfE R ERF" A—248%5 B L TZELY.
17. NEXT]&9)vILET.
18. FINISH]Z2UvILZET .
19. Tomcat—/\ZBRELET.
Fortify Software Security Center®M#) 5% & M5 T L1=5. AF7/\TA—FDER E Z5¢
TL.EMDFZRTEZ & E (Administration)| Ea—MSTWVET . ( BEE
(Administration)] Ex—&E #l (ZDULNTIE. "1E I DFortify Software Security Center
B E" R—U81FES B LTIZEY),

R TCTRERTEEZERTOILELHSHE S L. Fortify Software Security
CenterZfR sF E—FICAN., B ELGEEZMAFT . Fortify Software Security
Center& R 5F TR (T3 5F E 2DV TIE. 1R—2 DI "Fortify Software Security
Center®fR 5F E—k ~DF 1T" X— 18675 BB L TN,

i g
"7vIJL—F & DFortify Software Security Center®z%k & " ~—200
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g4
Fortify Software Security Center7—32~N—X%{E i L THI #A 1L L. Tomcatt—/\%

£% % L. TomcatTFortify Software Security Center# & Bl L1=1% . Fortify Software
Security CenterlZO45 1> TE£T .

BE 0JAU%. TIANLUN DEBE 7OV E D HEEE1DER L THS,
TIHIE DE B E THhOUZHIBR LET . Fortify Software Security Center1—
YT7hoUk L& B OF B 5 ik OFF Ml I2DULTIE. "Fortify Software Security
Center1—H&E B [ZDLVT" R—U179%5 BB L TEELN,

Fortify Software Security Center[CA%5' €423 B(21&. R DF IEIZHE LVET

1. WebZJS5HT. Fortify Software Security Center{ > A2V ANDURLEA A1 LE
ER

3B E OERBOE & . T4/ OFortify Software Security Center URLIE
https://<ssc_host>:<port>/sscTY . KubernetesV7SXA~DE F D15 & .
T 74U MURLIEhttps://<ssc_host>:<port>/(KRE[Issc It ITELA)T
ER

2. A—HYRZENRT—FLEANLEFT.

Fortify Software Security Center[Z#] $6 TR A>3 515 & (. Username] &
U Password] 74—/LK Ol A 1ZfadminlEA ALET . Shbld. HIB| AR
F—ILDTIHILE DEKIERTT .

3. LOGIN]#HJvILET
Fortify Software Security Center[Z#] b TR A3 315 6 & NAT—FDEE
EFERTIAE—UHARRINET

4. Fortify Software Security CenterC/\ATJ—K DZE B 2R HBTOVTF AR RSh
=5, FHLLWSRT—R#A ADLET . —F L P— RN EIL—X (B AT BREF
=X DRAR L. B F FEXF T R)DE ENELVART—R %
8 F L TLZELY. Tmyredhorsedance 1% EDE R FR LB EE L34 DM AHE D
HTHEBATHE SEHERELET . /\RT—Fh5 H THAHETFMENDE. /3R
J—R &R BFELTHOATAUTEET .

"3BT T IN TONT ROR—D
";& S0 MFortify Software Security Centers% & " R—81

"Fortify Software Security Center®B AN Tih B1Z/SART—R 8 E DR E" R—
168

OpenText™ Fortify Software Security Center (23.2.0)



aA—HhHAK
% 5% : Fortify Software Security Center~®O45' />

i aong 7ok 2DV T

A—AWAT A %&E R L TRTA AL 7RI Ry A LDAPEIFO—AILT AT
D1—H% &/\RAJ—K TFortify Software Security Center[CB5 4> L. 0% 0575
k9" &. Fortify Software Security CenterTIEZZIZR 7R S AR5 7k B @ AK R
SNFEY.

Fortify

Software Security Center

You have been successfully logged out.

Click here to log in again
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¥ : Fortify Software Security CenterCl&. Central Authenticationt—EXE LU
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CONFIRM LOGOUT

If you click LOCAL ACCOUNT LOGOUT, Fortify Software Security Center logs you out of
your current SSC session only and takes you to the logout screen. If you click S50
LOGOUT, in addition to logging out of Fortify Software Security Center, single logout is
performed, and you are logged out from your SSO provider.

LOCAL ACCOUNT LOGOUT SS0O LOGOUT

R—HILFHIo kBT P (LOCAL ACCOUNT LOGOUT)] &#4')wod B . Fortify
Software Security CenterlZ&>TIR £ Dty avhoAg 7o, O 7O E & A
RRINFET.
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YOU'VE BEEN INACTIVE FOR A WHILE.

For your security, we'll automatically log you off in X minutes unless you click STAY
LOGGED IN to continue. Or you may click LOG OUT now if you're done.

m STAY LOGGED IN

LOG OUT] %209 %0\ IET7IT4TIREIT LTV aVHIALTINT S
&. Fortify Software Security Center([Z&->TH vy avmhold 7ok, O 7ok
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k. SSOBJ 7k MDEFT. AT A2 Dt 1T DFzDDFATATRIIADER ;R SN FE

YOU'VE BEEN INACTIVE FOR A WHILE.

For your security, you will be logged out in 5 minutes. To keep working, click STAY
LOGGED IN. If you have finished, click LOCAL ACCOUNT LOGOUT or SSO LOGOUT.

LOCAL ACCOUNT LOGOUT l SSO LOGOUT | | STAY LOGGED IN |
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8. Xk Ei & DR & #Fortify Software Security CenterCH &) #4 [ZFortify Audit
Assistant| 7% 1§ L TRl AMT OB ELSITTHICIE. BRI FRZEMITTS
(Enable auto-prediction)] FyoRVIREAUIZLET . TN . FTIITr—3v
FO774 JUAPPLICATION PROFILE)] (R s, ZFr—Sav i i—Saul
LICZOBBEZANITT IR ELIBYET . (BB FRIFEEEDFEMIZOLTIL. "
EETVAIUEDBEE FEI2DOWT R OR—UFS B LTSN,

FCCTEHFREAEMITTIESE. BEFREZFERTLIETI)—
2avnN—oavm FI)r—32 a7 4/ JUAPPLICATION PROFILE)] #4
TAJRYIRERE. ZCTLEBFRAZFHICLET.

9. Audit Assistanth ] &8 & 5T {ifi 9755 #7 fiE il A 3 AT L& K DAnalysishR#A
LAJE T LTE#ICTSICE. B Bl A %% %23 %(Enable auto-apply)]
FVIRVIREANLET . TDk . PTI)7r—3>T0T74 )Y APPLICATION
PROFILE)] 94 R o, IV —Sa30n\—oa0 CHIZC DM BEE A S (2T %0
EAHYES .

Enable auto-apply )

A\ Before you use this feature, you must map Audit Assistant analysis tag
values to 55C analysis tag values. To start, click here.

FCCCHHEREEMICTASAEX. B EREERITEIZRTIV—
S auN—2av® ) r— a3 TaT74 JUAPPLICATION PROFILE)] 44
TRIRYIRERE. ZCTHEHERAZEDICLET
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EE B EE RS A I581(C. £ Audit Assistanty H1 2T DIE %
Fortify Software Security Center Analysis#J 1B 12372 B NHYET .

10. B Bi# A %A %129 %(Enable auto-apply) | FTyo w2 AN AL THY.
Audit Assistant% # 44 DfiE ZFortify Software Security Center AnalysisZ2 & [
TV ILIL MG & X, EBb(here)] V%9109l T hRR LA (Custom
Tags)] R—IZ# B L . "Fortify Software Security Centerh 22 L2 JE ~DAudit
Assistantf #T 2J1E D vE " R—U 382 EH SN TLSF B IZHE LET .

11. BF(SAVE)| &V )vILET.
EET7VAIUEDEE T RIZONT

BEFAZE [EL\(yes)] TR E THE FPRAEE [C7YyTO—R XV E Sh =%
[Z. Fortify Audit Assistant® i8I (ZB8 9 48 @8 & B & 1% 1§ 9 % &L 5(Fortify Software
Security Center&:% & C=F 9. (PRI AICFPREFH TEIEISH AL BEF
BEZETIVLEIIHYFEEA).

T r—30n\—2avIZx LCE 81 F 8l L8 8 A O A5 B8 #1125 -TULV S5
& . T RIS T L1=# . Fortify Audit Assistant(Z#7 LU\R 8 DHRB LA 12F Bl E
FEFMISERALEST . (BET7VRAIVNOF AR IIE IZT7IVr—a0—P 3
(SERSNEITN. BEIEANEDITLE O TUVEWMES BFRIFEE TV REIVNE
BRI IOHRFSNTT. BEHEANEDNLEE . EBET7IORIVNEENDED
BREICERODNWTH ORT TRV TENET).

FPRALIE D& & TR Dhvof=F Bl SN TUOVE LN (HR—k ShTULVS 7 FHSAHIZLoT
B SN AL of=) [ RE 211AN. 5l dDF=8OI"Fortify Audit Assistant/ZH 8 B % {E Sh
F9 . Fortify Audit AssistantTl&. — EFFE L-FEZE &R LEEA

BRFAOARIE

TIVr—23on\—23 OB B FRIBE ML 2RTYTOTOERATY . 5. EH
& HFortify Audit AssistantDE% E B IV AT LK ICH L TEB T AEZADICLE
F. ("Audit AssistantDE & " ~—376), 20 . 1—4F POI74JUPROFILE)]
AR ODST T )r— 30 n\—2a 0 CEHCB BT R EE S T AR EABYET . (¢
TI)Vr—23on—2av B BER LB FRIZAEMITTE" R—U381 155 B).

Fortify Software Security CenteriR2 LA B ~DAudit Assistant73 #f 27 1E D<vE
7

Fortify Audit AssistantZFortify Software Security Center&— #& |23 Fi 97512,
Fortify Audit Assistant%* #1 271 %)X~ 24 7 DFortify Software Security Center1X
RLBTE 2T B ENHYET . Fortify Audit Assistant?> #t 21E L. Fortify
Software Security Center&— #& [CA VAL —)LE. HESE M EE B R AHELTHA T
BI=OITHEE 53 47 (Analysis) | HRRLAT Ty T H5IEELTEETHN. TOE M D
T=HIZHI DVRS BATDHRE LR EE R T HIEELTEET

Fortify Audit Assistant®z% 7 B 12 B &% F %5 %1 (29 %(Enable auto-apply)]
FvIR I R%EF IS & . EDFortify Audit Assistant? #T 27 1E E AR B4 TD
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HRZLATEICEEISERA T500%. AAISBERI HELTEFT .

AE ARALATEEFEZE B L TLVELE & (£, {E %1E B L TFortify Audit
AssistantlZ¥ v T 9 35 K [ZDLNVT, "HAZLATIEME " XR—285%5 B LT
L TLEZELY. TI4ILE D 3 #7 (Analysis)] hRRALZTME 73 THERK LTI=HhRZ LA
SEFERLTWRE &I COEIaVDFIBIZHELET .

Fortify Audit Assistant%* #1 271 %)X+ 24 T DFortify Software Security CenterhX
B LBGEIZTY T B2

1. OpenTextDA=—a1—/\—T. & (Administration)]Z=7JvIL%T .
2. ER(UT. FrFL—b(Templates)]%5')voL. HRALAY(Custom Tags)]
=)L ET.
hRH2 L5 (Custom Tags)| R—UIThRALAT H—E R RENET
3. EEREITHAIDITEIIVILET .
TAHEEINT. 2V DEMIAR REINET .

Name Description Type Extensible Restricted Hidden Requires comment

be counted as 'Audited.' Fortify recommends _
Analysis * LIS
that the auditor set the analysis tag as the

final action during an issue audit.

The analysis tag must be set for an issue to be counted as 'Audited.’ Fortify recommends that the auditor set the analysis fag as the final action during an issue audit.

List Values
Walue Descri ption AA Mapping AA Training Hidden
Not an Issue
Reliability Issue
Bad Practice
Suspicious
Exploitable

Default Value

4. BEOEA TRET. WEEDIT)ZV)vILFET.
TORZIC.T—TIVADED wREEDIT)] 7/av@)IRRINFET .
5 {ED RE(EDIT)] 7A@ &7 )VILET .
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{E ™3& N (ADD VALUE) ]| #4 7RI RYIZANEKR RENFT .

ADD VALUE *

Name *

Mot an lssue
Description

AA Custom Tag Auto Assignment *

Nof an Issue
O Indeterminate (Below Not An Issue threshold)
O Exploitable

O Indeterminate (Below Exploitable threshold}
O Not Predicted

AA Training Classification for the Custom Tag's Value *

(O Skip for training
(@) False positive
() Suspicious

':::' Exploitable

n order for Audit Assistant Training fags fo function, the custom tag used as the Audit Assistant
training tag must, minimally, have one of ifs list values mapped to 'Exploitable’ and another list
value mapped to 'False Positive”. You cannot map a single list value to both, so you will need to

choose two different list values to map from the previous screen.

O Hidden

6. Fortify Audit AssistantZ{& B 9% & 5IFortify Software Security CenterhVi% & &
n. BEEBNE Ao TLSIES . [EOE M (ADD VALUE)] #4704 12l%
AAHRALAZT DE B E| YL T(AA Custom Tag Auto Assignment)] £33 &,
hRELATE DAAN L—=%% %8 (AA Training Classification for the Custom
Tag's Value)] 273Kk R ENFET .

7. $LWMEA PAKRZLATDE B E| Y% T(AA Custom Tag Auto Assignment)]
T3> MDAudit AssistantDF B B &E— BT 55 & (X, TDFIIRVIREL
(2975, &R LI-Audit AssistantDF Bl {E IZZDURMMEHB B M ITTvTINE
T . iKY, 7TVr—2au3—2 300 Paar4IL] O Audit Assistanth~
3>(Audit Assistant Options)] 223> B BIE A %H %123 %(Enable
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auto-apply) | 2 IRL TSI RTOT7TIr—aun\—2av s LT B8 E
ENEIAHRYVET.

8. Fortify Audit AssistantET LD L—=J B IS LIWMEZFE A 5568 15, HXR
B LATE DAAN L—=2%% $8 (AA Training Classification for the Custom Tag's
Value)] 293> TV ARIVEE IR LET . Fortify Audit Assistanth L—=2%
R HWERE T BIZIE. D <ER2 DD R E ZAudit Assistantk L—=2454 4512
T TEIBLELHYET . 1DlE 2+ H (False Positive)] Fortify Audit Assistant
fL—=258512yTEN. £31 DD E 1T B A Tl §E (Exploitable)] Fortify
Audit Assistantt L—=25 3251227 SN2 BEHHYET .

9. BMDIVAMEZTYTTBIZIE. ATYT6~ 9% VIR LET .

10. Fortify Audit Assistantb L—=5351290 79 56 B 5T X TOUX B %R
ELR A5, EAAPPLY)1Z2)vILT. BRF(SAVE)1 27 )vILET .

& RER
"Audit Assistant®E% & " R— 376
"HARLATEDEM" R—2285

BIRTLR—k A DX )JT1DEETE

U;C D— A F-FEm A ZET LT, BIRTLR—T4UJ X2 )T4xt HEE I TE
9.

o JavatFXalJTAIR—TNEFMIZTS

o T—AR—ZANDT—ITIELIVELI—~DT7IERZHIR TS

JavatF¥al)T4vr—rDH 1L
Java X a)T4IR—TvEF MIZTBIZE. ROFIE THE LVET .

1. Fortify Software Security Center[Z& B2 & LLTOJ A1 LET .

2. OpenTextDAYA T, & B (Administration)] &2 voLFET .

3. ERAUT B&E(Configuration)] #ZE R L. BIRTLR—K(BIRT Reports)] %%
JILET

4. BIRT Reports] *—>® Enhanced security] . Turn on security manager]
FvIRVIREERLET .

SE: BRTEFAUTARR—U AR & THRNER LI B EEISREF T 5N
f;_!-\l/rl'i’—# FEMLESETBE LR—MERAKR KT BT B A DYE

SAVE1Z7)yILFETY .

o
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(OpendDKDAH DLinux) s B1G T4 DAV AN —)L

Linux$ X7 L ZFortify Software Security Centerd (> Xk —JLEt. OpenJDK%EE 1T
LTLSIE & &, —HLR—k Z1E & 24 B 957212, H—/\IZfontconfig.
DejaVu SansZ#42k . 5&UDejaVu serif 7+ b E AV AR — LT 2 B HHYFET . £

SLEEWE, LIR—F DE IR BLET . choDTA+k (.

https://github.com/dejavu-fonts/dejavu-fonts oA A—K TEET .

LAIR—TA TR OT—3R—XF7Hh ot O L
T—ARAR—ZAN DT—IINELVEI—DEEAHATIERAEHIBE I 51ZF. XOFIE

[ZHEWNET .

1. BRTLR—FERIERTE5T—IN—R1—HFT7HhIOUREER L. LIR—FE R
[T EGR/NRDFRAIZIRMELES.
2. HILLA—HYTHIUE DB E . ROT—ITILEIVE1—~DF & FH(DH) Tt

RZEHE ML T,

activity

attr
auditattachment
auditcomment
catpackexternalcategory
catpackexternallist
catpacklookup
datablob
documentinfo
eventlogentry
f360global

filterset

folder

foldercountcache

TN
issuecache
measurement
measurementhistory
metadef
metadef t
metaoption
metaoption_t
metavalue
metavalueselection
project
projecttemplate

projectversion

projectversiondependency

reportexecblob

OpenText™ Fortify Software Security Center (23.2.0)

reportexecparam
requirement
requirementtemplate
ruledescription
savedreport
scan
scan_rulepack
seedhistory
sourcefile
shapshot
userpreference
variable

variablehistory
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s

6.

7.

8.

Ea—
attrlookupview defaultissueview ruleview
auditvalueview metadefview view_standards

baseissueview metaoptionview

Fortify Software Security Center[Z& & &L TOJ AU LFET .
OpenTextDAYAT. & HE (Administration)] Z2')vIL %9 .

ERAUT R TE (Configuration)] Z# R L. BIRTLR—k(BIRT Reports)] &%
JyoLFET .

Fortify Software Security Centerl&. BIRT Reports] R— %R mLET .

DB Username] & DB Password] R Y7 XIZ. 5t #A BB BH DT—FR—XTY
T REEF DT AR—RTHIUL DERIEHRZEZAALET.

T—RAR—ZADT—EAR—RA—HFFHOUN T RETA T BIZIE.
VALIDATE CONNECTION] &%')v4 L %9 .

SAVE1Z7)yILFETY .

SRIRE
"LR— A OAEIDEIYE T T
"VIR—h E B LTI E" T

LR—b &£ B OAEUDEIYE T

Fortify Software Security CenterLik—b DtzF )74 DI=HIZAEIVEEI Y THIC
[E ROFIRITHREVETS .

1.
2.

3.
4.

LiR—hk & B 24 LTIk DER TE

OpenTextDAYZ T, §& B (Administration)] ZE R LET .
ERAUT BT (Configuration)] ZE R L. BIRTL7R—K(BIRT Reports)] %%
JILET

Set up BIRT execution] o< 3>® Maximum heap size (MB)] Rv R TT
TAINBZERL. HILIMEZA HLFET .

R F(SAVE)| #0)vLET .

LiR—b £ 2 A LT INME(ZDR . LiR—k DE R AME IEEh. Tfailed]IZER E Sh
FNERE T DL ROFIRIZHEWNET

1.
2.

& 18 & LL TFortify Software Security Center|[ZA5' A/ LET .
OpenTextDAYAT. & B (Administration)] ZEZ R LET .
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3. ERAUT B (Configuration)] Z:EZRL. BIRTL#R—k(BIRT Reports)] %%~
JuoLETS

4. 8etup BIRT execution] ® Execution timeout (minutes)] R X CBE E {E %
ERL.FHLIMEZAALET.

5. BAVE]ZJ')yILFEY .

a7 E DR TE

IR TYVT YR TEFTLEANPAZREICMAT. B E(Administration)] Ea—®
B% % (Configuration) | 27 3> TLKOWDIATE R ER ETIDEIHYFET. =
NODEEIZF. A—FTHIOU DEA LTI EOVIT IR R TE . I —FF R DK
7~ Fortify Weblnspect AgentDff @ Dix K A XU 234 LA ER ik H—/\
DR—RURL. BLUVI—HTEEBEZEDEFA—IWTRLANE FNET . COR—IT
[%. Rulepack D #7 1ZE A 9570F% 3% E LET . Rulepacks®E # 7O+ D
HIZDWTIES "= OB FH OTOX S 7T T—k DR E [2DLWT' R—2 10025
BB L T<iZay.

& I (Administration) ] E2—TCFortify Software Security Center®a7& E X E 3
B2l

1. & & LL TFortify Software Security Center|Z04' 4> L . OpenTextMAYAT
& # (Administration) | #2JvoLFET .

2. ERAUT. B&E(Configuration)]Z##EiRLT. f7(Core)] Z:ERLET
3. Core] R—UT,. ROKXRTHBAINTLEOEEEZHZELEFT

4—IUF &t 84

Absolute Fortify Software Security Center®1—H%H 81802057
sessiontimeout = Y AHIII. A—HEH#RBTEL TT7ITAIITTED N T .
(minutes) T4 B 3240 T .

Days before A—HHIRT—F % E 950 B HE L HFETICFortify
password reset  Software Security Center/SXAT—KAE %74 B # TI .

T4 E(X30TT

A—HE0v7 EMGERKEREZER TH50—H/La—FhHFortify

3 BETOOY  Software Security Centerl[Zk>T7HIV M Z2AVIEINTIC

AV 1T E Fortify Software Security Center~®OS A % #BHZED

(Login attempts ~ TE5E .

aIIowgd before a  Fortify Software Security Centerl=k->TRY 79k &ht-

user is locked aA—HiE. Bvo 7ok B (9)(Lockout time (minutes))]

out) RUDRIZE B4 THRE SNHIR . 1 LRI 1oz 45
CENTEFRA. (A—TTHhOUk DRYIE R A %1220

OpenText™ Fortify Software Security Center (23.2.0)



A—HHAR

o)

% 6% : 18 i1 MFortify Software Security Centers% &

T4—ILR

Bvo 7k B
(43" )(Lockout
time (minutes))

User lookup
strategy

Display user
first/last names
and emails in
user fields, along

&t B3

TlX. "O—hILA—5T7hook OOV R R—2233%S
BB LTS TIAILME X3 T

F: COFRE (FLDAPA—HIZ(HE A ShFEEA. JIL—
TR —IT13%FERALTTAIU DRV T o DL
ELME AR E SN TS, ATV THAERK LT
L BLT=E & 12, LDAPA—57AhHI Uk [FActive
Directory TRV 7k SNBZEITIEZYET S

a—HhLogin Attempts before Lockout Tig & St 1=[H]

#1 Fortify Software Security Center~®O45 /% & . 05

A TEIZLME & . Fortify Software Security Centerl&
Lockout time (minutes)] RV XA TH & Snf=5m 11—

FTHIUEEAVILET .

T4 E (X30TY .

LDAPHOE 415 & (£, COURR DR DA—HILyo7vT

BB DLVTNAEERLET

» Local users first, fallback to LDAP users
(compatibility)
RAICA—AIL1I—HER R L. RICZLDAPA—H#1R &
LET . B IS5—0O1—T DR &l %8 (157-8. LDAP
H—/N\EO—NILAR L= TaA—HE NEE LG KD
L TLI=EELN,

« LDAP users first, fallback to local users

XA IZLDAPA—H%B R L. RIZA—HILA—HEB R
LET . B T5—0O1—H DR ELZ#E 17516, LDAP
H—N\EO—HILA L— TaA—HE AEHE LA WLESIC
LTSN,

» LDAP users exclusive, fallback to local administrator

(SSOM 2 ¥ X )LDAPA—H DA ER R L. O—H/LE
BETIERZEHFATLET .

CDFTVIRVIREANTHE BEITGL. OT(V4 .
M2 BEUBFA—ITRLRAOI—HIERIR TSN
F9.
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J4—ILF ERBA

with login names

Maximum B — Fortify Weblnspect Agent®Rf & A 1205 54/ Ry
events per FORRBERELET. COLEMEISETSE R
Weblnspect AT ETDH LA FERSINFET.

Agentlssue FIFIEIF5TY .

ET7UT4Tty  Fortify Software Security Centerm1—H% B & 812054
2AVDEALTY  TTEBETCHLI—HFNTITATTHVLEB (2)EADLE
k (43" )(Inactive 9.

sessiontimeout 7.t & (£30TY .

(minutes))
Locale for ROWTNHEA ALET .
Rulepacks o ja(AKEE

o zh_ CN(HAFH EZE)
e zh TWEAKRFHEGE
o eS(ANRAUEE)

o pt_BR(FRILE HILZE(TFDIL)
A RBHMEZEEITILEEIHYFERA.

Rulepack update Fortify Rulepack®® #r Yk ODURLTY .

URL EE Rulepack® $ URL(Rulepack Update URL)]
T4—ILE DT IAILME (& hREATHR—K 8 & 3F hiS
BRSNGVBRYE B LGRLTZEL.

T IAIUNE (L. https://update. fortify.conTI .

Use SSC proxy  Rulepack¥—/\h\70FL D % (ZHH15 & [ ZFortify
for Rulepack Software Security Center7O% % 37 5(2(%. 2D
update FVIRVIREAINLET
i : Fortify Software Security Center7AX> %8 $ 12
L. ELLEETIRENHBYES. TOXERETD
7 3% 122U T, "Fortify Software Security Centerfift
B 0TOXLDETE" R—I130%5 B LTS,

OpenText™ Fortify Software Security Center (23.2.0)
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J4—ILR ERBA

User BFA—ILEMDE NG EEITRATLE F A—ILT7F5—

Administrator's = HBLVBHEFZIETHII—HODEFA—ITFRLREAAL

email address E3 I

(for useraccount  gr | \2—HF7HYU DE R AR DIE S [2CDE F A—IL

requests) FRLRIZEEShET. Can'taccess or need an
account?] 'J> %~ h Fortify Software Security Center@4/' 1>
R—U TR ARG EETY .

Enable exportto  CDFyIHRVIREE R I 5L, 1—HIEFortify Software
CSV from the Security CenterT—4%h> <X Y1 YDIE 77/ JUZTHR
Dashboardand  R—hk TEFET .

AUDIT views S Core] R—SToMIOTAEHEE BT84 .
FEAE B AB R T o0 E [1hYE
HA-

4. BAVE]Z=7')vILZFET .
5. Y—\ZHEHLES.
AL

"AO—A)LA—ET AU DAVIEERR" R—2233

=IO B FH OTOXL 7YITT— D& FE 12DV T

T J#4)Uk T. Fortify Software Security CenterTl&. B 5 L TSR E D/ \—23> D
Fortify Secure Coding Rulepacks#Fortify Customer Portal
(https://update.fortify.com)MdA oo O—K LET .

HEATX E#FERALTA R —RIZTTVERTBIHEE & X7 R EIN:
A—TAVT NI DT VT T—h(INT X T BEUERTHEEFEET
DAREAVNAITOX L ERE T AHLEHRELETS . TRTOHTTP(s)FAk J)LR—R
(MFortify Software Security Centerffi & T A 7 57=0ICE — DTOFXLZEETH
7 3% 2D TIE. "Fortify Software Security Centerffi & O7AFS D& E " R—2130
S B LTS,

FTARTOHTTP(S) AR NAR—RAD# & TER T 5=HICE—DTOF 2% E LT
#.FOTOXLEIL—IINITYTT— IR L TEIZTEERT . FIEIZDOLTIE. "
O7ETFEDETE" R—U97ES B LTS,

BT A—ILT7o—FBH X TFE DETE

F—LIZE F A—ILTT— @& N %1% 1§ I 51=8IZFortify Software Security Center%
FRTIZFEDNSGE (L. ROFIEIHELNET .
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1. Fortify Software Security Centerh\# Fi $ 4SMTPE F A —IL7HUZ/ER L

F9.

2. COFEYIDFRBAIRSTEFA—LEEELRELET -

FEFA AT OREEENFLFENICTEHEITONTIE, "EF A—
IWPS5— b DREZADNIEBIVEIE T XA—2103%25 B L THZEL.

BF A AT FBHOEEIEAIIREZRE T I ROFIEIAENE

ER

B E Fortify Software Security Center[Z 79t RXEE R 57 hok EH =4y
F—LAVN—DNBIEE(E. BEFA—INY—ERREEZE ML TERETILE

AHYEY .

1. & ¥ & LL TFortify Software Security Center[ZA%5' /> L . OpenTextMOAY4 T
& H (Administration) | Z® R LFET .

2. ERALUT. B ZE(Configuration)] Z:ERLTHS. EBFA—IUEmail)] ZE R

LFET

3. BFA—JUEmai)] X—C T, RORTHBASWTVSEF A—LY—ERBH

REZRELET .
24—ILK

Enable email

From email
address

Default encoding
of the email
content

SMTP server

SMTP server port

‘E-H‘:

BH

ZDF IR R%EE R § 5 E. Fortify Software Security
Center[FT RTDAATDE F A—ILAvE—U%FFEEL.
[Can't access or need an account?] Y>9Z&05 454
TAJRYIRIZEMTEET .

CDFIIRVIRIE, TIHIL TREIVTENTOHETS .
Fortify Software Security Centerhisi% (£ SN AE F A —

IV Al 9 B1=8IZFortify Software Security Center C{#
RAIE2EFA—IWTFLREANILET.

f=&Z (X, fortifyserver@example.comT9d .

BEFA—NAVTIVIERTHIA—TA T EEA
ALET.
T4V EQUTF-8TY .

SMTPH—/\DFE £ MK A BZEZANLFET.
f=&Z 1. mail.example.comT9 .

SMTPH—/\DR—+E S ZAHNLFET .
TIHIEF25TY .
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T4—IUR

SMTP username

o)

gillxl

BR

SMTPH—/N\TRIIVELGIH S L. SMTPA—HE %
AALFET.

SMTP password  SMTPH—/\TERIEHAW B35 & (& SMTP/ARTJ—kK %
ABLFET.
Secure email BFA—INY—\EHROEX1)TA4ZREITHERIE
server connection = DFTVIHRVIREAIIZLET .
Enable SSL/TLS Secure email server connection] FTyIRVIREA>
encryption [TLT35E - SOUVRR SR DT AHIEEIRLET
o (AT av)SMTPH—/ D HR—k LTLVBIE & (.
STARTTLS ] %:# R L TTLS/SSLTHRE 5 1t s 1=
SMTP## C7YTIL—RLET .
o SMTPH—/N\IT3EH T HEZIZSSL/TLSEE S EEE
(23 5IZ1E. SSL/TLS Encryption] &R LE T,
o TLS/SSLTH; B 1k Sh=SMTP# & ~DT7vTIL—FK
ML ELIE A (X Force STARTTLS] Z&IRLET .
SMTPH—/ A R—F L TLVELME A . T TR BL
*9.
Trust the CDFVIRVIRE R IR THE GIBAEZE DR IEERATYS
certificate LTCSMTPH—/\WB T HEBREFEFELFT
POVIDeADY e %R talTeL O, COFTOIRIRES
INFEFITTAHIEEHRLET .
SAVE]#7')vILET
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BF AT DZEZEMNELELIVEHILTS
BFA—IWT77—rDZEEZE ML ETEHILTHICT
1. & & &L TFortify Software Security Center@s’ 42L&,

—: o

Hotkeys

Preferences...
Change Password

Logout

(Preferences)] &R LT .

PREFERENCES *

System-wide Preferences

Receive email alerts from Software Security Center
[ Disable hotkeys

O Turn on enhanced accessibility features

Date format MM/DD/YYYY W Time format 12 Hour AM/PM w

Preferences for all application versions (To override these settings for a specific
application version, go to the Profile page for that application version)

O Show suppressed issues
O Show removed issues
O show hidden issues

Use short filenames @

3. IRIEEE (PREFERENCES)| 44 7HEJRYIRT. RODLVTNAEEITLET .

s BFA-IWT7—rDEIEZTEIL T5HIZIE. Boftware Security Centerhio
B F A—ILF75— %% {E T 5(Receive email alerts from Software Security
Center)] FTyIRyIREAIITLET .
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o BFA-ITI—FDZIEEEHMIZTAHIZIE. Receive email alerts from
Software Security Center] FTv Ry I REAIZLET S

4. BAVE]ZEV')ILFET .
SRIEH

"EFA—NTI—MEHBRE DR E" XA—T100
"TI—hEHE" R—I313

"7~k DR N—T314

"Fo—h DHI R R—317

MR E DR S ERRITIODHERZRET D

EH D EEHFE LR RE IR 4558 5 (Fortify Software Security Center. Audit
Workbench, F1=[ZIDETZT 1) E A L TR YEATSIE S |\ 15 E DHRRLEYT
[CELDEZE|YLY THaEEEAHYET . LLAT . Fortify Software Security Center
NEDIILBEBEDREERELIZEE . VA7V OEEETNTERL.
Fortify Software Security Center MEXF DHRZLATEZB EL TRAEEMIRLT
WELT=.

R A O RIDEZODIE. 508 E H AR L Fortify Software Security
Center {2V RAV AN TEETBHHEE TY

EE DA EMIRTH=ODT 4k B b OHI:

Audit Workbench@®1—HAEBIE. EELELR LTIV —2a0nN—2a0 DR O
AV AL REFEBELTVVET.

A—HAIX. FEREINI-BBITHRILITEEER TE L. & R % Fortify Software
Security Center [Z7v7O0—KLET .

Fortify Software Security Center [($7v7A—F %% (T A 1. —HAMER E L1-fE
[CE DT, M EDOHRILAVEZERBLFES . CNT. —HALEELI2J1E
[X. Fortify Software Security Center CCLo DR &8 125t 3 5IRE DHRZ LA E
[TRYFET

All DAudit Workbench/ > A2 X £ ©. A—YBIE. A—HFANE EL-DERE LR
B (Tx LTHRALATEEER E L & R % Fortify Software Security Center [Z
7v7O—K LZEY . Fortify Software Security Center [&. BA%%{E L1=12LL £ DA
;_’5‘./_\97‘1@ M. BLHECAI—TANEELIELEELTWAIEERHELE

#& B : Fortify Software Security Center [&. 2—HYBMSNEEFE R FHBAL .
A—HAICE O TR EN-EERIFLES.
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Fortify Software Security Center [&. COE & & XTOT7 T ) r—30 I\ —23 v 5@
ALET.

CO#% 8% %75 B L T. Fortify Software Security Center "R EHTDZE BB £ L TE
Dt B ZfRRTBHEIITEEY .

ECOARVEERTIBHICUL. HEDEEREZEEITIIFAEHE TS

ErHYET.
Fortify Software Security Center H\8 & D & ZfE iR 3 571=0IZfF F 958 IR 5%
E 9B

1. Fortify Software Security CenterlZE & &L TRJA1VLET S

2. OpenTextDAVAT. & B (Administration)] Z##RLET .

3. ENRAT. B RE(Configuration)] ZZER L THS. [ rE DEE E (Issue Audit)]

FERLET
[SSUE AUDIT] R—U AR EET .
4. [ssue audit conflict resolving strategy] VAL M5, R DLVTAEERLET .

« BSCOZEEIZE DOL\TH & %fig iR 975 (Conflicts are resolved in favor of
the SSC changes)] (774/Lk)

s BHOEEICE JUL\TiR & £ iR 975(Conflicts are resolved in favor of the
most recent changes)

5. BAVE]ZJ)yILFET .
BREETEETHE LV EFLLWTYTO—FEHSERSINET . LETOR &
DFFRFERIIITATERESINFEA

S REH
"IR 7 OFH &8 IR & (DT X—2337

Java Message Service:% & DX E

AT LA %ZJava Message Service (JMS)IZF 179515 & (L. Fortify Software
Security Center® & ¥ (Administration)] Ea—® §% i€ (Configuration)] 73T
JMSER EZRELFT -

JMSER EZR E I BICIX. ROFIEEZEITLET

1. OpenTextDAYA T, & M (Administration)] Z:&RLET .
2. ERALUT. B&SE (Configuration)] Z:ZRLTHS. IMS]ZEEIRLFET
3. IMSIR—UT. RDEK DA IR S>TEHEFITLET .

Z4—IUF H71):
Publish system AT LARUS EIMSIZH T T BICE SOFoyohy
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J4—ILE £ AR
events to JMS HREAIZLET .

JMS server URL JMSH—/\DURLEA A LET .
f=&Z (K. tep://123.0.1.2:12345%2 KT

Include usernamein  JMSAYE—C DA X IZ1A—HR EE HAHIZIE. 2D

JMS body FIoRyIREAVIZLETS .
CDFTVIRVIRIET IAILE TEIRESNTLET .
JMS topic JMSAYyE—UREYWIEA ILET .

T 74Uk {E [EFortify. Advisory.EventNotification 9.

4. BAVE|Z2)woLET.
5. ZEAEERETBIZIE Tomcath—N\=BR£ELET.

Fortify Software Security Center1—HE2EE [ZDUL\T

TI4ILk Tl 2—5HFortify Software Security Center|ZA5 AL § 35L&, (%
Fortify 7547k & B L TFortify 7Y O & R 7/ JUFPR)Z 7y O—K 354
[Z. Fortify Software Security CenterC7T—2~"—X%{f Fi L TA—Y %R L THS.
REEFAL—YEZTOI—HFIEYE Tonf-1—YRE(EEE . X )Tq)—F,
BRELE)INIURLET.

T—AR—ANHEREE TlE. Fortify Software Security Center1—H7houk L% E| %
ERBLVEETE-0OIZ5E OE B IOEXhw B (T YFET . LDAPE=ILSCIM
2.0 API1U5A4 7+ %% A L T. Fortify Software Security Center®7 74 )Lk OT—%4
R—2DNH B Z58 1L TEFEF . LDAPI—HER I OFE M (SO TIE, "LDAP1—HER
A" FES B LTLIEEL, SCIM 2.02—57AE 3= 5122V, "SCIM 2.07ak
OJLDEE" R—U125%5 B LTS,

L DAP J-_-lj-l:m.\ nIE

._0)1:'7 23> Dk EvYTIE. Fortify Software Security Centerd1— HEREL & LDAP
P EE BEULDAPH—/\ATLav DL FE ITOLVTERBALET .

B & Fortify TI&. LDAPH—/ DX E I <. WOMLDAPH—/NICR @B AR £ L1:
B5E IR A DELELTIDDA—NIVEBE THIUNEERTHIELHREL T
EXIE

E E Fortifyl348 8 ODLDAPH—/\DOfE A (THR—k LFEI A O—F 1\FHDE

& 12HHE B DLDAPH—/\DOEE A (FHHR—rLERA. F=12L. Thody—/ 30
Bl — ThHAIBEEZREFTT -
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¥ : Fortify Software Security Center®LDAPI T4 T4 HE LUV 1—HR B 4 E 2
TB5HEIZDONVTIE. "LDAPI T4 T4 DE iR " R—U 12068 KU LDAPA—H%
2 DE B (DT R—2182%5 B L T3,

LDAPZZ EE D&% T D fis

LDAPZ2 5 %1% F 9% & 51Fortify Software Security Center&:% & 32812, R D4
ROERTLES

1. LDAPEE 7 ) r—avadorn—kLET.

LDAPH—/\A\E FA 9 ALDAPAX—=(#5 8 L TLVELME & (&, JXploreris ED
Y—R /I \—T4DLDAPE B 7 )7r—a % F AL T. LDAPERIE TAL IR JER
TEIUVEE TEET . (hitp://www.jxplorer.orghs. 1Z # DOSIZAZA ILDA—T
) —R5A4 X TIXplorerdfE ¥ THA L O—K TEEY).

2. Fortify Software Security Center G F 9 4LDAP7AO M #ER LET .

I A—YESBIE-OITTIAT))—REHRTETDHHEICDOLNTE a7
HTEDHETE" R—297%5 B LTS,

B E Fortify Software Security CenterlZLDAPH—/\~DT7 It RE12 #t 3%
F=OIZa—H7h Ik & ZFE A LRV TS,

3. THhook % O D& &=FovILET .
LDAPT 4Lk JIZT 4Lk MFortify Software Security Center7 A2k adminhY
BEENTWDIEE . . MADTHIVNEEITT LA R ENHIBRENRLELE
9. B 77 DFortify Software Security Center7 177>k HBLDAPH—/\[] ITIZ5E &
n=7ho ok &R L4 Rl & D15 & . Fortify Software Security Center7h™>k
;&f LB [ELDAPH—NIZR FEINTWSTAVUR R E LR KVBLE LS

¥ : Fortify Tl&. Fortify Software Security Center® 11— #LDAPH—/\T
BELGWILEENOLTLET .

4. LEGEREZNELTREELES.

5. Fortify Tl referralt Be 2 $h 123 AT EEHEE L TULVETS . "LDAPH— \referral

1 B2 12DLVT" R DR—T BEULDAP referralh—k #EE 2 1k 375" R—2109
S B L T=ELN.

5 L OLDAPH—/\DE ¢4

B DLDAPY—N\EH AT HIEE (X ROBUNMERSNET.

o A—HL X, TRTHOLDAPH—/IT—E THAIDEMNBYES.

A—HR L. TRTHOLDAPR E C—E TT S EE@mHE R LFET . Fortify
Software Security Center(&. fr & OLDAPH—/\5% & T8 & SN f-usernamelg
HIZEODWVTCA—TERRLFET . RRIETRTOY—N\TETENLIDT. ERET
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1D RIZITHNR ENETENEE TY . X EHFADTNTOLDAPY—/INT—E
DR IERHE L dusernameE tE 2w 318 AL T, =LA B D
Active DirectoryZ{# Fi 3515 & . ADY—/\B T— & TIIE LA g tE DD T 74
JUE MDsAMAccountName TIEAE L. userPrincipalNameZusername/@ £ L TERA 9
BIENE B GTIHEEMIBYET .

COEHNRI-ShEINES ...

BRIZEOTE. EEENER LAV EETE (HXEE HHYET . Fortify
Software Security CenterT. A5 A VB (24 & D1—HR HE B DLDAPH—/N\T
EEINGE . TOL—HE DI ARTONRT—REFERALTHRRLEISELET.
ZL TR MINRT—F DRI SN-B R LR ALFET. (FEALEDHE . — B TR
Wa—H48 23 D1—41d. IE % IFortify Software Security CenterlzO%Z /L. (F
EAEDI—HF A RTI—RBEBE [CT VA TEFES . =1L, LAR—b &R =0
N—RDFREE . DASTH#H & 72 ED— BB D RE (L. CDKSG 21— DHEE HR—h &
nFELA-

E Al OLDAPHY—/\&E CR LTI LL M ZB(VIZEBTIHLELND
ZDE B 12&Y. Fortify Software Security Center|Z&kALDAPE; 5l & D— & D& %
MERINFT. ZOFODRLE ELZ(BIUHREIND) A EIL. & E INfA—
A5k B &AMt DLV DY I RIS TUIVE WS EEFE R THIETT
IHITEH L —XTIE, YITV)—%2DH OLDAPH—/\E E TE B THLIIE
ETEIMIELNFRA. =L, TDHEE (L. TRTOEERIN LS B (VIL—TA
VIN—DN7%E)E . 2DB OLDAPH—/N\TE B 3T LILEINHYFET . fzLA[E R—X
&% Il & DC=acme,DC=comZ¥F DLDAPH—/\&% & M1 2HAHDIxf L.
OU=org,DC=acme,DC=comB TV —H A DLDAPH—/N\TE B I TS5 & .
OU=org,DC=acme,DC=comLDAPH IV )—2 1% E B §52DH DLDAPR E XX
TEFET . 1=F2L. Fortify Software Security Center|ZZ §& S TL 55 ¥) DLDAP
H—/S\DLDAPAT L 5k HY. 0U=org,DC=acme,DC=comPF TV )—%(E #E F1-ILE
MIDSHBLTULVELD, ZLTZDH L THRETILENHYET .
COEHNRI-ShEZINEE ...

LDAPZA TP ok M Bl & HE B DLDAPH—/ S\OR—RH Al & L— BT B5H A .
Fortify Software Security Center|&~"—X; jll £ H¥E & SNF-LDAPA TP ok &
Al it — B TALDAPH—NIZH L TR EREETLET . ZDI5 4 . Fortify
Software Security CenterC&E B LA LLDAPA TS /b DT—2HWLIE (TF A S
. FHLGOENEESI SRR IT AT REHEAHYET S

& EEHR
"LDAPH—/\DEEZ E" R DR—D

LDAPH—/ \referralt g [ZDULVT

& DLDAPH—/\TI. lreferral] EFE (TN 245 Rl 5tk g {E FH L ET . referral&

(Z M DATO O DEFIESFTEE LI T4T4TY . referralld. 9547 E K
Rl DY—NZ)FAL I B=DIE R INET . 954 T7U HE K LTI-1E | H5I D
BT (E B DG E HY). 158 [ZEoTIER OY—/N\F=(FEHDOY—/I\TREINS
Al RE M 2R 9102, —/\hoEEShET .
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Fortify Software Security CenterCLDAPA I O EZE R L. COX T IR M
referral & 515 & . Fortify Software Security CenterTIEAI DY —/\hi>ZDLDAPA
JVIOMETHEMBEREE R TILENHYFET . TOFFLRIFIREFATD 1D
FEMHETRINET . CNoMEMERIZEKY. LDAPEE REHIE T §50GE 4N
HYUFET . LDAPH—/ \hireferralt BE & {F I L4 ME & T, referralZ¥7R—k 37538
MBEMNEITEINETS.

referral B’LDAPH—/\TfE A SN TLVELME & [E. LDAPSA I3 Dreferral Yri—h &
|MITTBHEEHE B LET . Fortify Software Security Centert—/ Ml TTOA T3
VEE S 29 B L. Fortify Software Security Center-LDAP 3& 1€ M35 M E F (T
YET . FIBIZDOLVTIE. "LDAP referralR—k 8 30 1L 35" T &5 BB L TSN,

7 : referral OFF # (CDULVTIE.
http://docs.oracle.com/javase/jndi/tutorial/ldap/referral/overview.htmlZ& BB L T
F2ELy,

LDAP referralyR—~ =& 31 3%

referral f7R—k Z#8& $h (2975121

1. OpenTextDAYAT. & B (Administration)]#2')voL%Ed .
2. ERA(UT. B&E (Configuration)] ZE R L THS. LDAPH—/(LDAP

Servers) | #:Z RLFET
3. [DAPH—/\]R—U T, referralHR—b 3 123 BLDAPY—/ \ & &)
LET.

THEBRINT. LDAPY—NIZEA T 53 M AR RINET
4. EDIT]Z2)vILET .
5. ADVANCED INTEGRATION PROPERTIES] />3 & TR ICRYA—)LLE

CI
6. TLDAP referral /L BERBE R DS, ER ) EEIRLET.
7. SBAVE|Z&9')voLET.

LDAPHY—/ D% &

R DF JIE Tl Fortify Software Security Center CLDAPER SE H—/\&{E A 975 &L51C
BEITDIHEITODVNTHBALET.

EE [DAP]R—UTTO/NTAZRTE T AR, "LDAPL—HFREE" X— 106D
B ICHE DTLDAPEREL T4 5 T AWM EABHYFET . EDEILav TR EH D
LDAPH—/\ZR E I A-ODNEMH LR EHITOVTHRBALTLET
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BHE HOF R CLDAPY—/N\THRIEMR L LG G ICE R L<OADA—NILE
BETHIVNEEEIHEEHELTT

Fortify Software Security Center®LDAPH—/ \E 5t 5% & 9 5I1ZI&. R DF JE 265
L\ia—o

. OpenTextDAYAT. & B (Administration)]Z2")voLFET .

. EQFES— 31T, R E (Configuration)] ## iR L THS. [DAPY—
/\(LDAP Servers)| #:ZRLFET .

[ntegration with LDAP servers] R—2 T, NEW]ZYUvoILET .

# LLLDAPER & M1E 5 (CREATE NEW LDAP CONFIGURATION)] #4704
RVIRT. RORISTRIBHEEZRELET

J4—ILF BA

N —

B W

Eil]l‘l

BASIC SERVER PROPERTIES

Enable this LDAP Fortify Software Security CenterCZOLDAP
configuration H—/\EE AT BI2E COFVIRVIRES
UITLET
Server name ZOY—/\DEE DL AETEAALET.
EE HH DLDAP

Y—/I\ZRETHIEE
. ZnZNICE B D
P—nN\EH#EEL T

=&y
Server URL LDAPEREE H—/S\DURLEZA SILFET .
(Idap://<host>:<port>) EFATARESNTUVEVLDAPER A TS

HE I RO KX TURLZA ALFET .

ldap://<hostname>:<port>

ldap://7Ora)LEHEEL. 8SL trust
check] #7=I& Hostname validation] F=v%
RUOZAASE IR SN TULVDIE G | StartTLS% &
FA L CLDAPH—/NIZTHERRLET . Thlst D
BEIX BESIEINTVEMEENMERA SN
E I

X )TAREIN-LDAPSEFE A 5154
. URLZXR DR KX TA B LFET
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T4—ILR

Base DN

B & Fortify
Software Security
CenterlZ#E 8D
LDAPH—/\%5%
EIDEER. £
NENICEE D
AN—ZADNZERE T
L ENHYET .

Bind user DN

g&llxl

B9

ldaps://<hostname>:<port>

LDAPSTIE. Bt Shf-a—E K IEHR:
(+hVER X SNFET

LDAPTAL Uk kg & 18 3R DA—REE Bl £
(DN)ZA HLFET

f=&Z X, companyName.com®DXN—XDNIE
dc=companyName,dc=comT9 .

I ARTODNE TIHERXF ENXFIX AN E
N, RDBAR—RZEZ HHLEITEFEA-
Ff=. LDAPH—/N\IR)EE L IT—H T 500
BEHHYETS.

EZEE LG & L. Fortify Software
Security Center [EDAPA T k1 )—D
I—HoBRRBLET . EHDLDAPY—/\%E
ERITHEE . A—ADNIFENFNIZH LT
— B THIDLEIHYET . 1 20—/ \DR—
ADNMZE DiF & - Bl DLDAPH—/\TIXZE ([
TEFEEA

Fortify Software Security Centerh\s® i H—/\
~NDEIFER T57hI0 DEEH A £
(DN)ZA ALFT.

THOUMEE FO— R IR DR K T
9. cn=<accountName>,
ou=users,dc=<domainName>,dc=com

__T. <accountName>|Fortify Software
Security Centerh Mk #th B (Zf5E FH 97 51-0I121E
B LT /IMNFHE . SR AHA ABE AR —N
THIURERLETS.

AR tXa)T L DEHMNS ERR
BIR IR CEIERDI—FTHIUL 8
(45 A LA LVTLFESLY.

Active DirectoryZzfE A 9515 & (&, KAV
ZEA—HEEROBER TR ELET
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J4—ILE anBA
<domain_name>\<username>

Bind user password AR A—HYDNT7HOUE DINRT—RE A T
LFEY.

Show password A DL RT—RER KT BICE COFTY
IRVOREAVIZLET .

Relative search DNs (1 per (AT av)fExt# Al % (RDN)EA A LFET .

line) RDNIZE. LDAPTsL Yk Utk 3| TOR—ZDN

MoDBIE REEZELFT . S—ADNAGIE
RITDHILEHBELFET. 2L, LDAPTALY
b )DHA XHVK E9EF TFortify Software
Security Center1—H 0 & |28 & DS
15 & (&, RDNZfE A L T % 9 HLDAPTIUH
YD EFIRLES . =, ¥ )70 L DE
A5 . RDN%fE B L CTLDAPY!)—— & &
Fortify Software Security CentermsiE 9 2&
L TEFET

{5 : A—ZDN companyName.com&BLUZD
A—ZDNDFARTOIVR N EE R THIC
(X, REHEELT. TD/INRARA DT RTHIVH
EBIRMICBRERELEYS.

cn=users

EJeS

cn=users,ou=divisionName

Ignore partial result exception = & & #& & ICLDAPH—/\HhNR § 2EMNTEDHH
ZHAHLO—FHAEFENDE B ITREINK
B LI WESIZT BIZIE. ZOFvIRwIR%EF
CDFEFICLET .

CDISTERZNICLT, LDAPH—/\DFE E =
REFERRICTTBIELTEET . 1zEx (.
LDAPH—/\H T & DEZ5001=H| R L
TLWSDIZ, EE O R H600EHDEE .
D755 %F =3 %&. Fortify Software
Security CenterMo & (250044 OLa—k =1
MR ENFT .
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T4—ILR

LDAP server type

SECURITY
SSL trust check

RA % & 5 (Hostname
validation)

A—HDRAT—RADIVELYT
%4 %h (=9 B(Enable user

status mapping)

BASE SCHEMA

Object class attribute

Organizational unit class

o)

g&l]l;

B9

DRk Hvs. Fortify Software Security
Center&E 4% 9 ALDAPH—/ \DH A TZE iR
LZEJ (ACTIVE_DIRECTORY #f=I&
OTHER).

KAL O b O—5TSSLAE # (ThE-oTLVS
B &I COFVIRVIREADEFIZT S
& LDAPH—/NIZE TR RESNT-EIBAE N
EBINRIERBICE TR ITIN-CEERE
PBTEFT . ALV O—5HSSLA 1255
FESNTLVELME & & SOFvIRvIREA
2IZLET .

RKAL Ak O—5hMSSLICR LTE -
TWAE & lE. COFTVIRVIREADEE
(23 5&. LDAPH—/\MDRRANE A, SEBAZE D
HITEDKRANG E—BLET . KA/ OVE
A—SMSSLA IR ESNTLVELME & X, &
DFVIRYIREATILET

(Microsoft Active DirectoryD#&)ZDF %
RO A% E IR 5L, Fortify Software
Security Center[&ZMDLDAPY—/\E Da—4
DAT—ZRAEHRZIGF TEFT . COFEHR
[F b= R—XELUPSSORN—RMDEEFE X
F—L L R B FovIIERINET .

AT DIZREA ALFES . &R,
objectClass|ZE% & 9§ 5 &. Fortify Software
Security Center(I# R 5T T14T1317%
RTE T DobjectClassEBHERELFES. T
AU E [FobjectClass T .

LDAPA T O EE A ELTE R TH4T
IO ISREANALET . TIAILNMEX
containerT9d .,
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T4—ILR

User class

Organizational unit name
attribute

Group class

Distinguished name (DN)
attribute

USER LOOKUP SCHEMA

User firstname attribute

User lastname attribute

Group name attribute

User username attribute

User password attribute

Group member attribute

g&llxl

B9

LDAPA T 2O BATH1—HEL THE I T3
AT O OSREA A LFET . TIAIME T

organizationalPersonT9Y .

ML EEEITHIIL—TEREEAADLE
9. TIAHILME [ZcnTT .

LDAPA IO O BATHTIN—TEL TH A T
BATOIVNIS5REAAILET . TIHIME
[EgroupTT .

Fortify Software Security CenteriXT 7474
DHANBERFRITI-OIRRTIREZR
EIHDEBZANLES . TIHILME K
distinguishedName 9,

A—HYDEEFREITHII—PATOINEM
ZANLFET.

T 74U E [EgivenName TY .

A—H DU EIEE TH1—FATOINEH
ZAHNLFET.

T I+ E[Esn TS

TIN—TRERETIII—TERHEEANLE
EE

T4 E (LcnTT

A—HRFREITHALI—HA TN EHES
ABDLFET . TIAILNE [EsaMAccountName T
ENE

A—HONRT—FZEEETH1—HFATO Y
FEMEZEZADLES. TIHILMEIE
userPasswordTd .

GN—TDrAN—HEETDIIN—TEHEE:
AALFET . TIAILHE [Emember TY
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User email attribute

User memberOf attribute

USER PHOTO

User photo enabled

User thumbnail photo
attribute

User thumbnail MIME default
attribute

5153

A—HDEFA—ILTFRLRZEETH1—H
AT HOCEBHEZAALFT . TIHILME
mail T9 .

LDAPA—H®DLDAPY )L—T 4 & £LDAP
BHEO&FIZEAALET.

LDAPH—/\hio>1—HDE EZR B 9 5IC
(. COFVIRVIREAIZLET .

Active DirectoryH LR IILEEE 1%

Y LR AIILMIMEDT 4L B 1%

ADVANCED INTEGRATION PROPERTIES

Cache LDAP user data

I LDAPOA—HFyyi
JEBEMDOFFEITTEHILE
#ESZLFET . Fortify
Software Security Center
[Z&oT. LDAPF+yi aht
EHMICESHEHFNE
ER

Cache: Max threads per
cache

Cache: Initial thread pool size

Fortify Software Security CenterGLDAP1—
YPT—R2Xw VTR MITTHITFE. C0
FIIRVIREAVICLET S
LDAP#+v2 ald. Fortify Software Security
Center® & ¥ (Administration)] Ea—mM5F
B CTEHF TEFET. FIBICTDOLVTIE, "LDAPT
UTATADFENEH" A—212225 B LW
=&l

BEHITOLR(A—HFT7TILaV)ER DALY
FORX#EAADLET. 2—5H Update]
#0)0035E FILLWEFHITOERAFHIB S

nxv.

TIAINEF4TT .

FERAATRER v B ALYE DY H $h %
AALET. COIE L. EEH DAL YK DLDAP
vl aZRFFICEHTHIRIETE DR
LyR T—IVER T 501 FASnEd.

OpenText™ Fortify Software Security Center (23.2.0)



A—HHAR

o)

% 6% : 18 i1 MFortify Software Security Centers% &

T4—ILR

Cache: Max thread pool size

Enable paging in LDAP
search queries

& T RTOLDAPH—/N
PR—D U J%EHR—FLT
WS DI TIEHYFEE A
LDAPH—/\TZ D gt HY
HR—ENHDEREREL
F9.

Page size of LDAP search
request results

LDAP referrals processing
strategy

3 : LDAPH—/\Treferral
MERINTIVELME S
(X, "LDAPH—/ \referral
HEEEIZDLVT" R—108%
S ML TS,

LDAP authenticator type

g&l]l;

]
TIAINEIF4TT .

FHI AL YR T— LA XHE # TaERIx L
TR+ 0 HIGEEIFERATRELEALYE DR K
MEAALET. TIHINEIFI12TY .

LDAPR B HIITTR—U U IEB TSI
. ZOF VI RVIREAUILET .

LDAPH—/\H\& % & R DY A &4 & D
DAT xR THIBEL. Enable paging in
LDAP search queries] hE R Sh T 515
& & LDAPH—/\DH| R {ELL T DEZEA 53
LET . TIAILME (F999TT .

LDAPH—/ A1 DDH TH 515 & 1%

ignore] &R L CTLDAPDE F#E & 1L T
BIEEHRELFT . WILFRASULDAPR E
#{F FHLTUL\515 & IZLDAP referralz{fE A 3
515 & 1&. followmEIRLFET . TIAILLE
(Lignore T3,

ZO)ANT. £ A $AHLDAPREIE 2L TER D

R AT OERLET -

» BIND_AUTHENTICATOR - LDAPH—/\
~ADEERBIE(T/ MUK 1EREE).

« PASSWORD_COMPARISON_
AUTHENTICATOR - —4HME it 958
AT—R (&, YRS R JIZH S TLVS/ R
J—R et B SN ET
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g&llxl

BA

LDAPEREE 24 T DEF M [ZDLVTIE.
http://docs.spring.io/spring-
security/site/docs/3.1.x/reference/ldap.htmlz
SR LTS,

LDAP password encoder type LDAPEREE A iE AV SART—FR LL 8 DI & 12D
H CDVARDBEZEERLET.

LDAPH—/\AME A 95T a—43 214 T%EFE R
T 5 E HHYET . Fortify Software Security
Centerld. T>a—F SN/ \RO—FZLLEL
F9 . =& X LDAPH—/ A/ RTJ—K &I
a—Kk 9 571=6IZLDAP_SHA_PASSWORD _
ENCODERZf#E AL TL\5i5 & (. MD4_
PASSWORD_ENCODER]#ZEiR 9 5&. /N
AT—F DR ITEKBRLET

Enable nested LDAP groups = ZOFTyIRyIR%E& IR § 5L, Fortify
Software Security CenterCOLDAPDH Xk &

T4—ILR

JI : * AL SNT-LDAP NI T DY R—t BB HBYES R E
TIN—TZERTHD DIIN—T A N—B RN IL—TTHBE

. ESLTHBELIS a).
B L TS,
F Rk ENF-LDAPY
IW—TEBMIZTHE.
Fortify Software
Security Centerh\s2
& R 23R 73 75—k
IN—HIVERTLE
(T o EYE
3. RAM SN IL—
TEFERLGME S
[X. SOFTVIRVIR
A9 B E75ES
HELET.

Interval between LDAP LDAPH—/\HQMREEZEA 1TL=%& . RITKREL

server validation attempts T ADANIFHR I DIV
(ms) T 74 E [F5000 TS
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T4—ILR

Time to wait LDAP validation
(ms)

Base SID of Active Directory
objects

Object SID (objectSid)
attribute

g&llxl

B9

Xl 1Z B H T HE KR ELDAPH—/N\[TE
1€ L1=1% [ZFortify Software Security Centerh®
IS EEFEIIEFREIRERM)ZANLE
T B E LB ETIISEHAZESINAEGL
58 BHIEERITShFEA. BEXRIE.
LDAP server validation attempts] 71—k
(R E SNT-ME ICE TR ESNDEE TH
EEINFET.
T4V fE (5000 T,

(Microsoft Active Directory®#&)LDAPT L%
FUATD O DR—R X273 5 F
(SID)ZEHEELET -

(Microsoft Active Directory®#)LDAPI 74
T4DA TP - ID(Object Security Identifier)
ZEUCEMDRATZANLET.

DR E AT Fa)T4DIZE D
TA—HERERTHHIFERINET.
Active Directory & &R 3 DLDAPH—/\%
FERAIIGEITWETY.

5. R DE M ZMFE I 5HIZIL. VALIDATE CONNECTION]%#2')vIL %Y .

o

REDAMNMEZHER L TRETDICE. BAVE]ZV IVILET .

7. Al OLDAPY—/\ZER E T AI2IE. FIRINS6ZEYRLET .

EE BHOLDAPH—NERE T D5 S (T ThENICEF OY—\& &
& A DXN—ADNZEHE E 20 EABHYFET -

Fortify (348 #{ DLDAPH—/\OfE A [FHHR—k LET A, B—K /355D
B (THDE B DOLDAPH—/\DOfE A [EHR— LERA. 1z1ZL. Shiod
Y—\WE— THAZEEREFT

SRER

"LDAPH—/N\REEHRET D" RDN—
"LDAPH—/\E% & DA R—k" R—2120

" DAP1—HIBIE" R—106

"LDAPI T4 T4 DE %" RXR—120
"LDAPH—/\E% 7 DHIR" R DR—
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"LDAPA—H&Z E|DE E [ZDL\T" R—2182
LDAPH—/N\&EB EZHmETS
LDAPH—/\EHiERETDHI2IL:

1. OpenTextDAYAT. & B (Administration)] %)L ET .

2. ERAUT. BSE(Configuration)] ##E R L THS. LDAPH—/(LDAP
Servers)| Z:EZRLFT .

3. [ntegration with LDAP servers] X—> T, #g 5k 9 ALDAPY—/\E i =0 )voL
F7.

ITHARRASINT. LDAPH—/\DFEM AR RINFT .
4. EDIT]Z2)9ILFT .

5. "LDAPH—/\DEZ E" N—U 109 TR ASNTOAIRE IR ERINTOEEZL
F9.

6. REDA LRI SIZIX. VALIDATE CONNECTION]E#oUvoLFET .
7. REAEICHR DI LI-RISEREEZRFIHICE. BAVE]ZV)VILET .

BRER

"LDAPI TATADE K" RDR—

"LDAPO—HEREE" R— 106

"LDAPA—H& E DE B [ZDL\T" R—U182

LDAPH—/\E% & DB &

Fortify Software Security Center4 > 232 RITxt L THE B OLDAPH—/\AEE ESh
TWBIE & [F. TIHISY—\ZERE. CNoDY—/N\ZHIBR TEEFT . TIHIEH—
JNFEE S (2L TN,

LDAPH—/ \iE A8 T5(20%. ROFIEEETLET.

1. OpenTextDAYAT. & M (Administration)]%5')vILET .

2. ERAT. B&SE(Configuration)]%:&R L TH>. LDAPH—/(LDAP
Servers)] Z:EZRLFT .

3. ROWTIhOEEITLET .
+ [ntegration with LDAP Servers] X— T, Bl f& 3 ALDAPH—/\DF vy
HR%EAIZL. [DAP Servers]'V—)L/\—T DELETE]%#%2')voLET.
EJf=Pe

+ [ntegration with LDAP Servers] X— T. Hllj& 3 BLDAPH—/\E K &Iy
L. Bl&Snf-y—/ 1\ toa>na FTIHs DELETE]Z2)voLET.

PELETE LDAP CONFIGURATION] #4 7R RyIRIZ. HIBR Ok TR T
BAVE—U R REINFT .

4. OK]Z7)voLFET .
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5. I RXTOLDAP—HIZH 52 5 %54 il °4(Z(F. Fortify Software Security Center
Y—\ZEEELES.

S RIFH

"LDAPI—HEREE" R—106

"LDAPIUTAT1DE K" T

"LDAP—H1% B DE B IOV T" R—2182

LDAPH—/\8% & DA > iR—h

Fortify Software Security Center {2 RAVADTYITL—K D—RELT. BEED
LDAPER EZA R—h 2L ELBHYET

LAY —LDAPH—/\EE EFAR—b 3 BIZIE. RODEEZELET

1. OpenTextDAVAT. EH(Administration)] &2')vIL%E T .

2. ERALUT. B&SE (Configuration)] Z:E R L THS. RYO—)LAHLT. LDAP
H—/(LDAP Servers)]| ##iRLET .

3. LDAPH—/\OAYAT. [MPORT]Z9')voLET .

4. [ HLLDAPER E DA R—k (IMPORT LEGACY LDAP CONFIGURATION)] %
ATRTRYIRAT. A2R—k FHLDAPER E DL 1dap.properties 774 JLON
BEFFHTavl—L. TFAMRYIRIZBE VA (TFET S
aE—L =N & 2R3 9 %R 78 H'Fortify Software Security Center Ci& HH Sh =15
BlE. I5—Avt—C L FHERRITDIVINKRREINET .

F: IToa—F SNtz LK 2—HDN (Idap.user.dn)B LU/ AR 1—H/\X
77—k (1dap.user.password) D [FAViR—k SNFEHA. CNOEZFH TA S
TELEHIRHYFET('LDAPH—/ D& E" R—2109)%FS BB L TS,

5 BMEIDBNITENEEIELT. NEXTIZEV)VILET .

6. "LDAPH—/\DEEE" X—2109 OF E4DR THASN T DIEMEZHRELE
EE

7. REDEMMEEH B T HITE. VALIDATE CONNECTION] £5vILET .
8. RENEMMEHBLTRAETAICIZ. SAVEI&EYUvILET .
SRR

"LDAPI T4 T4 D" T
"LDAPA—HERE" R—106
"LDAPA—H1#& E| DE B [TDLT" R—182
LDAPIUTAT1MD%E &%

EBEELRNILDTAIUN EH D1—HI(E. LDAPYIIL—T . M. B&U1—H%
Fortify Software Security Center1—H MR [TB I TEEY . A—UHIIL—T (S
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MMFEEIXT IW—ThisE hbE. Fortify Software Security Center|Z&>T 7t Al 1
MNEBMICEHFINES.

LDAPERFS . 7 )L—F . Ef=[a1—%Fortify Software Security Center|Z& %37 5(Z
(F. RDOFIEIHELET S

1. & I 3EF LL TFortify Software Security Center|[ZE4' €42 L. OpenTextMAYAT
& B (Administration) | #2')voLET .
2. ERA(UT. p—H(Users)]%5')vL. [DAPI>T+1T4(LDAP Entities)] %
EBRLFET.
3. [DAP]Y—JLA\—T . #ADD]#2)vILET .

ADD NEW LDAP ENTITY

To register an LDAP entity, select the LDAP entity type, enter the entity name, and then click FIND. Select the entity to register from the search results, specify the appropriate role(s), and then click SAVE.

Name

LDAP Entit
Y | Group (wildcard (*) allowed)

SPECIFY THE LDAP ENTITY AND NAME FIELDS, THEN CLICK FIND.

CANCEL

4. BrLULLDAPIT4T4M:E N (ADD NEW LDAP ENTITY)] 4> K0 LDAP
I T4T4(LDAP Entity)] URE H'5. &k THLDAPI T4 T4 DA T ( YIL—F
(Group)] . B—#{(User)]. #7#=(& EBF9(Organizational Unit)])ZERLFET .

5. géhf:l‘zv_-m‘«r@UZh T, B I51—H. JI—T . F=IEMEEIRLE

ADD NEW LDAP ENTITY

To register an LDAP entity, select the LDAP entity type, enter the entity name, and then click FIND. Select the enfity to register from the search results, specify the appropriate role(s), and then click SAVE. (W
: Name
Y Guildcard ¢ allowed) | 550U5er
Name Distinguished Name Last Name First Name Email
sscuserl CN=55CUser1,CN=Users,DC=s5cqa,DC=com Userl SSCUserl
Roles* Access + ADD
A

Administrator
o Select the application versions for the user to access.
O Security Lead

v
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6. Roles] /> arT. BIRLIZITOTA4T41ZE| VY THHRE X G THF Ry
HREANLFET .
7. LDAPIL TATAIZ7 T ) r—a DN—230 ADT I RAE1R 37 5121F.
Access] 271 av TR DFIEZEEITLET .

EBBOTI)r—3o D=3 F B M TEET M ROFIEEFERALT
1TEITIDEMTEBENIHYET .

a. ¥#ADD]#VJvILET.

b. FF)r—avnN\—30MFE R (SELECT APPLICATION VERSION)] #4147
045 RvIRD PFWr—av(Application)] YRk C. LDAPTLTATAHSFH
RGBT IVT—av DB I EEIRLET .

Fortify Software Security Centerl&. 77)7r— 3> DT RTDTIT4T 7573\ —
vavE—ERRLET.

c. TIVr—avMIETHTATIN—2avER x93 5HIZIE. Bhow inactive
versions] Fy IRy IREERLET .

d. ITATADTIERTEE/N—2a0 DF I RZEIRLET .
DONE]&2')vILFET
Access] 2o av(Zld. BIRL=7IIr—avn—oavh—E R RTEINET,
8. RODWLWITNIEEITLET .
o ZE%HEEL. Add New LDAP Entity] #4705 v REE L5121,
SAVE]| &)oL ET .

s ZEZREFLTH DLDAPIUT4T14% % §%9 51ZI&. SAVE AND ADD
ANOTHER]Z%7')yILFY .

Fortify Software Security CenterD I T4 T4 1—HDURAMTEMLETS .

Fortify Software Security Center[Z&>T. LDAPHY—/\Fry> a0 H B 84 (25 #f
MICE#HTSNET

LDAPH—/\DE& & A £ 122V TIE. "LDAPH—/\MDE T " R—U 10948 B LTS
LY.

S RiaH

"L DAPL—HA " K—5106
"LDAP1—H1& E| DE B (2D T R— 182
LDAPT T4 T4 DF B B #i

Fortify Software Security Center|Z&->T. LDAPH—/\Fvv 2B 8 IZE i #9 (
BHSNET . LDAPIUTATAICE B EM A DM . F 8 CLDAPE H JOt X% 1A
L. Al DA EZELVBEEZRHHLNITHIENTEFT .

LDAPE # JAtRXEF &) CRIR T5I2IE. ROFIE IR LVET
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1. &1 & LL TFortify Software Security Center[ZA%5 /2L . OpenTextOAY4 T
& B (Administration) | #2')vILE9 .

2. ERA(UT. p—H(Users)]. LDAPI>T1T4(LDAP Entities)] DIEISERL
EXIP

3. LDAPI TFATADIYAL T, B T ALDAPIU TATADF VoI REER LE
EIp

4. LDAPY—JL/A—T. REFRESH] %7y L%F9Y .
t\DAP'U'—/ D% T 75 3K ST, "LDAPH—/ D E " X—U109%5 BB L T<f2E
ERTH
"LDAP—HEREE" X—106
"LDAPI TFATADZE %" R—120
"LDAPI—H1% E| OE B [ZDLVT"' X"—2182

MR | [C9—O3N-LDAPI U~ DAL 38

BB\ INLDAPIL T4 T4 HLDAPH—/\A [TTF 7 L7 <% of=1=8. Fortify Software
Security CenterA [ZH b B G o135 B (& TR TATAE I T4T14 )RS HhioH
BRLET . F=E LDAPIU T4 T4 DE B & NE B SINIFE (X TR SIS
&SIZFortify Software Security Center MDNI{E %8 37 T=F 9.

3 RORTYIIE. LDAPYIIL—T . T . BLME ¥ DA—HFISEHSINFET .
LDAPI TAT/4MDDNEZE T B2 ROF B IHE LET

1. OpenTextDAYAT. & B (Administration)] Z:&RLET

2. ERALT. B—H(Users)]. LDAPIT1T+(LDAP Entities)] DIEIEIR L
7.

3. REYDIRLENDHDIIUTAT4DITEERL. EDIT]ZV)ILET .

4. [UPDATE DISTINGUISHED NAME] %)Y LET (CORZUIE. B 7E DDNAS
BTGB ICOHARREINET).
5. 74 OF % (UPDATE DISTINGUISHED NAME)] 44 7a5 Ry 20D 8%

4 (Distinguished name)] 74—/l TIRE B REZERL . ThEEH SN
Al BICEETHRAFET.

6. {R#E(SAVE)]E2vILETS.
B B 1E R

"LDAPH—/ DR E" R—109
LDAPZvS 1Mk 5 14 DF %1k

T4k TlE. LDAPFvU AlFAEYRIZHEE TAIRES . H—/\D vk Ao
Iz bEd . ## (CKE DLDAPA—HMUVEIE & (2. LDAPFvyi ahk hhb
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& REIOY—/NEBAKIE ISESLZ DR REENHYFT .

X M8 ICK E OLDAPA—HM\515 & (&, R [E OH—/ i B [ZHVE Y DR
OB E BEEMNBYET . Ch(F. Frol 1 2B IR ETILELHA-HTY .

H— D vuk 9% HLDAPFvU 1% K fs SEBIZIE:

1. Fortify Software Security CenterZ> ¥ yb A LET .

2. <fortify.homes/<app_context>/confTALIFJIFEEH L. THXANITTA4T
app.properties 77 IVERHEET .

ldap.cache.persistence. enabled 7R/ \TaZtruel B ELFET .
app.properties 771 IVEHREFLTHALET .

Fortify Software Security Center#B £ 81 L9,

FIAI DX B FTRROEE

T 74Uk DFvs 28 #F i fe (£185 fE T . KEELDAPY L—ThFortify Software
Security Center|Z& i ShTL\515 & | 88 R IZxvy> 2% FE # 9 H&Fortify Software
Security CenteréLDAPH—/\DE fif A8 X\ /04— RIZE E L H SR REME MDD
VET. REEZBOTICIE. ROKSIZLTHRERLET

ok w

1. Fortify Software Security Centerz> vk AU LET .
2. <fortify.home>/<app_context>/confTALILIIFEEL . THXRAN I T2 T
app.properties 77 IVERHEET .

3. ROITEEMLFET:

Idap.cache.refresh.interval.hours=<whole number value between 1 and 12>

4. Fortify Software Security Center#B 28 LE T .
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SCIM 2.07Ok )LM= %

System for Cross-domain Identity Management (SCIM)Z%Fortify Software Security
CenterCH#IZLI=E S . SCIM2.0 APIVSAT7Ub Tl #AlEFHR T—2DTOED T
= LB B OF=0HIZSCIM 2.078k 2JLEE A L Ta—YE LU IL—T%Fortify
Software Security CenterlZ7wi aLEd . DFY. 1—H% B I 9§ 51=HIZFortify
Software Security Center® & 2 (Administration)] Ea—%& B 354 E (IHYFEE
As K HYIZ. SCIM 2.0 APIVSAT U Do 1—HETIL—TE#HELET

FE:EEDSCIM2.0APIVSA TR L & TEFT . Iz1ZL. ZDI5 & &, A7l [
Fortify Software Security CenterE DR B iE T AN T AL ELHYET . 17
EDECAH. 2 K ITHR—k SN TS DIEMicrosoft Entra ID#t & DA T .

SCIMAPIZE R L TIRE 3= JEnbd1—FIIN M E B 1—ELUVS T LA

A AP DHTHBI=. ROEHEHIERINET

« Fortify Software Security Centerhis4} 58 & 3B 1—HITxt L TIE, & B ET7T)r—
23VN—23 F R B THIEDHMNAIBETT S

o 1—H(ISSOEFE AL TOHAOTAUTEET

o O—hJUZE B EShi-2—Y% ( & HE (Administration)]> B—%(Users)]> B—h
JLa—¥(Local Users)])H'9 TlZFortify Software Security Center| 7% 7£ 9515
&.RL1—YRBEHFDO1—FIISCIMEFERALTINE a= ) TEFEEA. EE
(Administration)] Ea—mS4E B Shiz1—HId. SCIMTRED 3= TIEEE A#3A
HERTY.

Hih—bk EhBHSCIMUY—R
Fortify Software Security CenterTl&. R ®SCIMI)Y) —RZEHHR—k L TLVET .

. J_—"j:(ur‘n:ietf:par‘ams:scim:schemas:cor‘e:Z.@:User‘ schema)

Fortify Software Security Center Tl 1—HRF¥—YDIFRTOIREBMHEEZHEL
FIH oDV T DAERELFET("1—HEETIELT ROR—C%FS
#8). Enterprise Userili 3k & £

(urn:ietf:params:scim:schemas:extension:enterprise:2.0:User schema)%%

FELFEIN RELFEA

. 7‘}b—7°(ur‘n:ietf:par'ams:scim:schemas:cor‘e:Z.@:Gr‘oup schema)
Fortify Software Security Center Tl FIL—TRX—YDTRTDIZEEHEZHE
;ﬁﬂ%fai MDY T vk DAERFELET(VIL—TRETIEL T ROR—T%
HR—k SN TWSF T av i gE:
o JY—RT4)R)(RFC 7644 - 3.4.2.2 Filtering)
« PATCHig 4 (RFC 7644 - 3.5.2 - Modifying with PATCH)
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1—YRiEwELT

R DFE L. SCIM1—HE £ HFortify Software Security Center1—HTE tf [TwwT&
N3 FEERLTVETS.

SCIMa—HR % SSCa—ymH# AV

meta.created created &t HA AHE

meta.lastModified lastModified &t AA HE

id N/A HAAAER.EEH.
~&E@E

userName userName BEH. %A

active suspended (not) It C TFortify

Software Security
Center® Buspended]
TR TE SIFE
-a- o

name.givenName firstName
name.familyName lastName

emails[type="work"].value  email

TJI—TREET

R DFE L. SCIMT IL—T & tE hFortify Software Security Centerd JL—T @ £ 123y
TEndH EERLTVET.

SCIMTN—TR & SSCUI—TR & aAVk

meta.created created e A AHE

meta.lastModified lastModified it AA A

id N/A HALAAHER.EEH.
~&E@

displayName name WhZE

members N/A BEfF D1—HELW/ER
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SCIMYIW—TR SSCHN—TREt AR
XTIN—TES BT 20
EAHYET
S HRIER

"SCIM 2.08LUSAML 2.0%&f# A LT-2—57aET 3=>"% F MOMicrosoft Entra ID~
DEHOHRTE"T

"SAML 2.0 L D LT IVHA A %E 518 DFortify Software Security
CenterME%k E" R—148

SCIM 2.08&USAML 2.0%# A L =2—470E Y 3= H OMicrosoft Entra IDAD
EHOERTE

System for Cross-domain Identity Management (SCIM)Z’0k /L& AL T.
Microsoft Entra IDD1—Y7hH7>k TFortify Software Security CenterZ7OE 3=
VITEFES . ROKIE ETHIDELIEF CTOWEEEER T5DDIRIE—
BERXRTLTVET.

BRY B
Fortify Software Security Centermi5SCIM%Z  "SCIMIZE A4 2 & H Shi-z1—Y
RIS BLUIIL—TDTOED 3= D

Féi" R—2130

Microsoft EntraT. Microsoft Entra IDIZ#8 &) Microsoft Entra IDDK 1Ak

;’_‘ TVB—TIART IV =2 A EERLE (https://learn.microsoft.com/en-

us/entra)

#: Entra IDIZFR LWV T —
DIVTEBRLEVMERZTEIR
ERAPARVFLN N Ty (W= >N
B2 —IZE LMt D7)
r—avEDR A (Fv3)—L
4}) (Integrate any other
application you don't find in the
gallery (Non-gallery))] A 73 3
VEERLET

Entrahs. T LWFT)r—oau(2a—HES Microsoft Entra IDDR FaAk
IW—T%#ENYL TET.

(https://learn.microsoft.com/en-
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BRY sEi
us/entra)

Entrams., 75— 3027AES 3= L  Microsoft Entra IDDK a4k

&7 (https://learn.microsoft.com/en-
RDORITER L TZELY us/entra)

« Provisioning Mode]% Automatic.][Z
RELET.

« TenantURL]{E MSSC URLEE AL T.
X ZF 5l /api/scim/v2?aadOptscim062020
EBMLET,

3F: /api/scim/v2(E. SSC SCIMIK
RA2 b DURLTY , aadOptscim62020
JITINTA—RIZ&KY . SCIM v2.01Z%f
9 BEntra IDDIAVTSATUADM EL
9.

« P—OLwbkk—92(Secret Token)] {E [
DLVTIE. SSCTHER LIz —0 % E AL
FH(SCIMk —%5> - "SCIMIZ L B4 21 &
BIhfza—E&LU0TIIL—TnTnED 3=
TDEHIE" R—U130F5 B LTS

L\) o
Entra IDAHV5. Entra ID&Fortify Software Microsoft Entra IDDF Fa Ak
Security Center®fdl DT—3270—F DR 4 _ .
AL E LET . (https://learn.microsoft.com/en-

us/entra)
A—HDOR DR t§ L DT RXTORE tEZHI
BRLET(TIL—TDiHE . BHE<IELTZ
EELFEA).

e userName

e active

» emails[type eg "work"].value
e name.givenName

e name.familyName
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2RY

e externallD

Provisioning Status] Mk 7)L% On]I(ZY]
UE 2 EHLHYET .

Entra ID SAMLART—AME & SN TULVE
9. Fortify Software Security CenterCE £
%#1EH (TR EE 9 512(%. Entrami>SAMLE £
FEAEFES O O—R LT, SSO SAMLER &
T A 5% —Rk F(SAMLE—RR 7015
FICAVR—b T EDHYET .

EntraT. B L= 8—T5A X7 )r—
2aAv|TF I LET . SAMLR—RDHY A A
R—UTELAIPEZTIIVO—FL. F—X
K ZICAR—b LET,

Fortify Software Security Centerh>SAMLY
ONHAAVEERFELET .

Fortify Software Security Centerh\isA%T—
AXMLI7AILEREL . O—HURFLE
T CDIT7AIUZTIERTEDLDIL. Fortify
Software Security CenterCSAML SSONH
MTHY. EEIHEIL SN TGS S DH
T3

EntraT. RESNI=AZT—EIT7AINETYT
O—K L. 7vy7O—RSNf=A9T—52T71()L
DT—3%FE R LTSAMLY U VYA A
DIk 7vIETE T LET .

Fortify Software Security Centerhis. & E| &
TIVr—23oN—oar s R E B a—Y
BEVTIL—TIEYY TET .

l)jd”"

)

Microsoft Entra IDDK Fa Ak

(https://learn.microsoft.com/en-

us/entra)

o "SAML 2.08# DT HAY
A% T B1=DFortify
Software Security Center®z% &
" R—148

"SAML 2.0 8L DL T WA F
V% {# A 9 518 DFortify Software

Security Center@z& & " XR—148

<ssc_
hostname>:<port>/<context>
/saml/<metadata>

Microsoft Entra IDDR Fa Ak
(https://learn.microsoft.com/en-

us/entra)

"NEHEEIN-A—BLUY)IL—
THRRTH" R—U234
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SCIMIZ& 55 88 & B e f=A—HELVIIL—T0TOEDa= T DHE ik

SCIMTH 8 B B ENF-A—FELUTIL—TDTAED 3= JEF/ MITTBHITE. R
DFIBZRITLET .

1. &1 & LL CTFortify Software Security Center[ZA%5 142 L . OpenTextOAY4 T
& B (Administration) | #2)v L ET .
2. ERAUT. B (Configuration)] #E R L THD. RYO—/LLT. BCIM]%E
RLET.
3. BCIMZH #11=93(Enable SCIM)] FxvoR o REAVIZLET .

4. 8CIM Token] Ry XIZ. Fortify Software Security CenterSCIM APITEREE 9%
F=OITRT7S =02 L TE A 9 4SCIME—o0% A ALET (CDO—IUIE.
Fortify Software Security Center&Entra IDDRE M i 5% = 9 AFR (2. Entra ID
TO—ILyk b= L TERALEY).

BEE FN—UUICE KXFENXF.HF .70, BEUTUA—RaT7%
BOHHIENTEFT . h—UUITIE, 32X F UL E 512X F LU T AEFENATL
BHBENBHYET . b—U2IZ&kYFortify Software Security Center COD1—4
EBADTIERAD A SNndi=H. COR—IUIIRETIDLENHYET .
X ATARESNISVFILXFEHN R —2EFERAL T —VZE KT

BHIEEHRLET
5. BAVE]ZJ)yILFET .
SR

"SAML 2.0 L DL LT IVHA VA %E 518 DFortify Software Security
Center®E&k E" R—148

"SCIM 2.070ak a/LDEE" R—125
"9+ I-c:lll-S %& IE éhf:l_'ﬂiﬁxuﬁ\)b—joéﬁ 71_1 j—éu /\0_9234

Fortify Software Security Centerffi & Q70X D% TE

12MTOFL%E% E L T. Fortify Software Security Center®d X TOHTTP(s)ZAk 0
IR—XDff & THE A TEEFT . TOFTFH E LTS, Audit Assistant("Audit
Assistant®z% & " ~—376). Rulepack® $URL("27:% & D% E " ~—97) B&
UING SN TSI A" T TV r—230 =230 ~DINT s 59 T AT LDE| Y
T'" R=2267)REDAVR—FRUM T LT, Z0TOXL OFE B EE D ITTEFT

( Use SSC proxy for...] FzvoRyIREE R LET).

FTRTOHTTPF Ok 3JLR—RDFortify Software Security Centerffi & T F 3 51=
OIZE —DTOFLEHRTE THI2E. ROFIBIZHVETS .

1. OpenTextDAYAT. § B (Administration)] Z:ZRLET .

2. ERAUT. BRE(Configuration)] = #RLTHS. PRAFI(Proxy)] EZEIRL
EX P
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Proxy] R—U T RDRITRITHREDNEEIEELET .

X E & BA
Enable SSC ZOFYIRVIRERIRTHE. TOF O A HE #1274
proxy UFEJ.
HTTP proxy
HTTP proxy HTTPFO%S Rk D% BT (FOk LSR5 R—k B 2 75L)
host #ANLFET . f=&Z [Esome.proxy.comTT .
HTTPproxy  HTTPZOXLR—+BEEAHLET.
port
HTTP proxy HTTPEREEA WM BLGIZ & (X —TFR2EZA ALET.
user
HTTP proxy HTTPRREEA W BGIHE & E. NRT—FRZANLFET.
password
HTTPS proxy
Setupa HTTPSE R IZx L TRl DX TR ESN-TOX %E
different A9 5I2E SOFvIRVIREERLET
HTTPS proxy
HTTPS proxy HTTPS7OX KRR DA RIZEA A LEFF(FRLILE 7 &
host R—h&E S 7L). FzEZ L. some.secureproxy.comT9d .
HTTPS proxy  HTTPST7OXLR—+BEESZAHLFET.
port
HTTPSproxy  HTTPSEIABHERF A [F. 1—FELEA ALET.
user
HTTPS proxy  HTTPSEREEAWLERLRIZ &L NRT—FEANLFET.
password
3. BAVE]&VJvILET .
Fortify Software Security CenterT. 7AF¥ 5% & AR I LTz&LSAvE—IhvA £
RRINFET.
SRIFH

"Audit Assistant®

RE" R—T376

"ATEE DR E " RX—T97
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||77°U/7'_:/3:// <_93>A®/ (7\1\ 5\y$>7‘3/X7_—A0)§|J L)% " /\0_:/\*267

Fortify Software Security Center|Z#I1T4ScanCentral SASTE=4#1)> %
DFEE

Fortify ScanCentral SAST#{# 3 5&. TRV EN B XX v Ir—XEERA D
Fortify Static Code AnalyzerR¥x+v> 77— LIZA 70—k 9 45Z&T. Fortify Static
Code Analyzer1—4(X)) —R%& KR [ZiE A TEF 9. ScanCentral SASTZEZ 1R
L. Z0#E & ZFortify Software Security Center|Z3 7k TEFE9 . ScanCentral SAST
T EERBIVE B TEET . COMBEEE M ITF BIZIE. Fortify Software
Security CenterCii & X E 3 AL EMHYFET .

E: BN O—R 9 TOEREE B 1L 9 57=86IFortify ScanCentral SASTZ A~
Ab—IL. BRTE . BEUME R 954 %1220 TIE. [Fortify ScanCentral SASTA Y
Ab—JL, & E . BLUMERAAIF]ES B LTS,

Fortify Software Security Center&ScanCentral SASTO#t & 5% & 3 512(E. X DF
IEZEITLES .

1. &1 & LL TFortify Software Security Center[ZA%5 /2L . OpenTextOAY4 T
& B (Administration) | #2')vILET .

2. ERAUT. B (Configuration)] #:# R L TH5. BcanCentral SAST] &
RLET

3. BcanCentral SAST]RX—_T. 8canCentral SASTZE $h(Z9%(Enable
ScanCentral SAST) ] Fx ORI REAUIZLET .

4. 8ScanCentral Controller®URL (ScanCentral Controller URL)] Rv2XIZ.
ScanCentral SAST Controller®URLZA ALZET .

EE a0 bk 0—3Id. Fortify Software Security Center&E L/\—23av Ll £ T
HELEIHYET .
5. ScanCentral poll period (seconds)] "'w2XIZ. ScanCentral SASThLDT—
RAR—I) T Dy a R (#)EA ALET.
6. 8SC and ScanCentral controller shared secret] Ko X2, A~k O—50DT—
A% E K 9 51=8IZFortify Software Security CenterC{E i 5 B Z 3k
ESIL)ZANLFT (EXZERITHES . COXFI & avO—50
config.properties 77 IUTA& $H SN TLVDssc_scancentral ctrl_secret¥—
DELE—HITIRBELIHYEY).
Vb3S BBV T AOERFICH AW ERERIELET.
7. SAVE]ZV')ILET .
8. Fortify Software Security Centert—/\ZB £ HLFT -
S RIER

"ScanCentral SASTDEF A " R—408

"ScanCentral Controller{g g M3k ~" R—414
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"ScanCentral SASTEHT—JUIDNT" R—2417
"ScanCentral SASTEHT—)LOE K" R—418

Fortify Software Security Centerz{& A L 7=ScanCentral DASTAFv> D
EITLEBOFRIE

Fortify ScanCentral DASTIZBI M B 7TV — 32X )74 T AN Y—IL T,
WeblnspecttoHH—E X, ELUFortify Software Security Center&#l &#& ot TfE
A TE 5t Y R— il TS TLET .

ScanCentral DASTOE ) AX v DERITEEEBEZEMNITTBIZE. ROFIEEE1T
LET

1. & 3#F LL TFortify Software Security Center|[ZA4' /2L . OpenTextDANYAT
& B (Administration) | #2')voLET .

2. ENAUT. B RE(Configuration)] Z##E R L TH5. BcanCentral DAST] %
RLET

3. BcanCentral DAST]RX—2T. 8canCentral DAST%H (295 (Enable
ScanCentral SAST)] FTvoR VI REAVIZLET .

4. $ScanCentral DAST server URL]/Rw2X[Z. ScanCentral DASTH—/\MURL%
ABLETS.

ScanCentral DASTH—/\OURLIE. X DLThHhDR R THEL EHHYET .
http://<DAST_API Hostname>:<Port>/api/
http://<DAST_API_IP_Address>:<Port>/api/

£ HYIchttpsTOb aJLEFE A TEET .

EE URLOX Eapiliz & OB ELNHYFET .

5. BAVE]ZJ)yILFET .

LT DRRDEE 1T I B %KD TIE. [ScanCentral DASTER & BEUME A HAK]
#2 BL TSN,

o ScanCentral DAST7—ILE LUVt HDE H

e ScanCentral DASTRFv>. RV a—)b. BLUBRTEMER . £1T-ZTE. LU
Hll k&

DTRTVA—FDERTE

Fortify Software Security Center>3aJ X7 1—51&. B ¥ (Administration)] Ea—®
B&% % (Configuration) ] 2o 3ok ELET .

DATRATVA—FREEHRTE T AIE. ROFIRIRELET .

1. OpenTextDAYST. & H(Administration)] &:&RLET .
2. EXRAL(T. B&ZE (Configuration)]> R4 a—5(Scheduler)] DIEISEIRLE
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ER

3. R7¥a—5(Schedulen] R—IU T, RDFDFRBITHS>TEHEZITLVET .

I4—ILKR

ETFAHDIT
HHIBRENDE
THR #
(Number of
days after
which executed
jobs are
removed)

DIaTETHEE
(Job execution
strategy)

Eil]l!

BH

# T L= a7 hFortify Software Security CenterMiSH| R &
NHETHRH

T4 EIE1(B)TY .
FyotLEh=C37 DIk 138 B 1ThnEd.

FRTICITETHREERLET . AT avEFRDES
T
« Conservative: 77+/Lk Q8 BE (L. 37 DR B it 17 1%
ZAI—TYb . BLUVTITTDREH DINFGUREEVET . C
DOITETHIR IR DOELSIHELET.
o IR aTREND—EB DT ITIL. [ BF A 47 M AVME LY.
FrET ) 1 G OaTER GEINFET . COLSGHE
A EDITIFIEITIDLMETINFEEA. (B8
BOITEETITHE ETHROOITEREINLE
ENB0%FETH AV LET).
° f% K T. ${job.numberofConcurrentReports & E£TD
LiR—k Da0%R B ICE T TEET
° fx K T. ${number0fConcurrentExclusiveJobs & £ T
DHE B a0 R B ICE 1T TEFT (TIAINE
[Z1TY).

o B K T. ${jobs.threadCount HE ETDIIT#RE B IZ
EITTEET.
${job.numberofDedicatedDataExports} ALYk &, &
D DD <R Y YIE (CSV)I7AILIHAR— a7 A
[T SN TVET. thDP3TIE. FNEDRALYR ZFE
A TEFEA-

. F B (Flexible) (FI=HITLE1—): CDE I DA T3
vlE RSP HI(Conservative)] B B& &R LT AN, 37
Fa1—T7—hOERIHEINET.
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T4—ILR

SATETE—
FiEIETH
(Pause job
execution)

gl]l;

BA

o FE1B A (Aggressive): A B i T A £ LFET . ZOA
T FERTHE OITRTDa—SIEPaTDEITA
EICHIBRZE A LEEA. TRXTODITE. TXTOE B
Al e T—hITR L THE LLE T SET.

 Exclusive jobs: ©37%123 . IEEIZE T TESLLSIC
LFET

F4/)Lk {5 (XConservative TY .

3 R ST R 7R IR LB AR B0 72 B B OOF 5 1IZDULVT. 2D
DT—HALYE HBh X P YE (CSV)Pad DIV X
R"—rERTY., ("T—2EHhIR Y YE T/ IATHIR
R—k 95" R—2220%5 B L THEEWY),

ZDFVIRVIR( R 1—5(Scheduler)] R—2 TlH&E
RTEFLFA) X =\ DI IN T IOUFEED AT LR ST D
{5 LLTOITETH( &RSF (Maintenance)] R—I Hvis)—
B % L S =mESHERLET .

CDFVIRVIREF LV E I TATIZT 51012 R5F
(Maintenance)] R—YIZB B I 5I2I&. EBb(here)] )y
0)OLEY . COERTE DEE (L. {&RSF (Maintenance)]
R=UMZEEEZRFLEZERICERITRYES. H—n\%
BEBTIVLEEIHYEEA.
CITNETE—HBELITLIE BEETHOVII(7—
TAT7IN R | LiR—b & T—ATIORR—FE K71 L)
I T FCHEITLET. HLLW TSR ESNEEF1—IC
EFRIN, PadERTE—KELLTSH(Pause job
execution)] FTyIRYIRAATIZENTE E O I HVE B
=5, WIBIhET.

BEE 4—/\OUvoh IOV ERIIOa7RTE—KFL
LT, — B F IO ZTESRYET ST LT
BLET. OTNEREDVITEF1—ITHFHLTRT
MBI HEERTONFT .

AE RFRICH—/\DPBUEBLTEH. D37ETIEE
EBMIZITBERINERA. DaTJETEEREITBICL.
& =F (Maintenance)| R—Y IR Y. PaiR1TE—F
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gl]l;

J4—ILF BA

£ 1k 95 (Pause job execution) ] FvIR I RX%EA DI
TEOLEIHYET .

k—-> % B (Token management)

=0 DEZ b= OFEMHER N YE B (TEofh. A —HFITHE I H
R 75— RUINZET &I 50 B R7EEOFEE (E35530H TY .

(Token FIALMEIZT(B)TT .
expiration ‘
alerts) X : Fortify Software Security Centert—/\0%—JLT

(X, 1H OB %E1X12 AMTY .

Snapshot refresh - ZOEI 3> DI— LR EFER LT, RFvyFTavko37%
AT a—)LLFET .

AFvFTavk LE. HB R TERYITFYenz7II)Vr—23a0n—2a B8R T
¥ CORBR|ICTIE RTDa—ILEnt=B5 2 T7T)r—230n\—oav Dk LUk
EEHE TH-HIERSNBE R E/NNTH—IVRA O T—ADENE FNFE
9.

Daysofweek CRONXZA AL T. BB RFVITLavkaiwxER 179508
BEEELFET . EX. - BEDILFOHRELLTANTS
WNf=ERIE RIEEH DS & (XTTHUIEA 7). 1HT DIE &L
CT.BHEBDBEIM]. BEBDIEEEF2IDESIZA AN
LET. BRDB IR 2—FFFE T I DI TUR)ED
URTRYIYETS . 1=&x1E. TSUN, WED, FRIJFF=IEM1, 4,
61EANLFET.

T IXFDEBREIEIKXFTAANTILELIHYFE
9. IR DAR—R([FA T3 T,

E#ITHIEZANTBIZE. TURYESY A THEELET.
=X FEBIZOHFRTD 1—5%F 179 51ZIX MON-
FRIJEA D LET .

AT BERITIDIES L. "IEAALFT (T4
JUR).

Hours 4B MREEFALT. RERTD1—FVITDERITEH
MIBEMEANLET. F=EZIE T1IEA DT BRE O37
[E1AM.ICEHIRSNFET
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Z4—ILF B 7Y
AToa—SFxBREETIIEEE. *IEANLET.
>¥: Days of Week]. Hours]. $&U Minutes] 71—
IWRIZADLEENERE SN Ry 2a—SHMER TS
CRONZ AME B SN ET S
T 74U E (X0(F R 0FF) T
Minutes RURLEETDIRTD 21—V TDETEHB TR EA

ALFET. f=£&I1E. Hours] RyORIZA A LT[R LYU24
DRICCSITZERIBTBIZIE. 241 EA ALET.
TIAIWMMEIFOTT (PaihRF DD TEITZFRIR TS
EERLEY).

Index maintenance - CDt 3> NDT71—)LK %{F F L T. Fortify Software
Security CenterZ)LT X RN R R AV TIVIADRSFERT D 2a—)ILLET . ZD
DadldEEHETITIILEHELET.

Daysofweek CRONXZAALT. AVTVIRRSFOITEEITTHEH
EHRELFT.EX. EBDIXFDEELLTA DT EHL
(F=&Z1E. RKIEB DIZ S (XITHULEA 51). 14T DIE EL T
BEBDESIEM]. AER DSBS FI2)DXSICA ALE
ER
BEH OB IR 2—5%E T A& TURJEAUITR
PIUES . =&AL, TSUN, WED, FRI1ZE7=(%M1,4,61&A
hLFET.

FIXFDERFE AKX FTANTILELHYE
¥ o TURURE DAR—RIEA T3V TY .

E#ITEIEZEZANTBIZE. TUR)ESYATHELET.
=21 FEBIZOARTD 1—5%FE 1T 9 BIZIZ MON-
FRIJEA ALET,

Aoa—Z5 B HEITIDIEEIEL. *IEANLET.
TIAIMME (ET* ) TY,

Hours 4BEMEREEFALT. REAVTYIRRSFOITOELT
FERIRTHARMBEAALET . FE2IE. T11EA BT BE
2adlE1 AMICEE ShET .
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Z4—ILF B 7Y
AToa—SFxBREETIIEEE. *IEANLET.
>¥: Days of Week]. Hours]. $&U Minutes] 71—
IWRIZADLEENERE SN Ry 2a—SHMER TS
CRONZ AME B SN ET S
T 74U E (X0(F R 0FF) T
Minutes RURLEETEIATVIARSFOITDERITERIL T 50

#AALFET. F=£z21E. Hours] Ry RIZA A LT=FRE &Y
2490 %I TERIBTBICIE. 241 EA ALFET .

TIAIME (XOTT(Dadhm I D157 TEITEHIBTHE

EERLETD).
Events maintenance
Days to OpenTexthiB E DAV ZHIBRTHETOEHZEZA ALE
preserve T ANV DHIBREIEELGWMEE X TOIEA SLFET.

Fortify Software Security Centerld. & A DY )—>7v7T3
TOREETRICHLULMEZERALES . HiLLw2wadirk
B11:30 p.mIEF SNET . TOvoShTLVELNME & (&
EbLIEXRZRBLET .

TIAIME (FOTT (D)= TV E T hnERA).
L7R—k OER 5F (Reports maintenance)

R®EBH A B S f-LR—b H¥Fortify Software Security Center GiR
(Days to BSh2B#H %A ALET. TIAHINMEIXOTT (D=7
preserve) TIEThOnFELA).

D)=y ToaT(TE § A DY —RHNB K TS
&5, 8B DE 1T TR KX 20004 O L\LR—k ( B LUE &
I T4T74) DSEHESINTT . FRYDLKR— L. ZDE D
B il TFortify SSCIZk>TH& 7 [TO)—T7vTESnET .

T—ARIHRAR—b OFR 5F (Data export maintenance)

RGEBEH Fortify Software Security CenterMITVRR—kShi-BE &L
(Daysto R—rE2REBETIEHEAALET.
preserve) FIAIEF2TT .
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T4—ILR

gllxl

B
:20UaJIEE B 11:45PM (23:45)ICE T FET .

4. BAVE]Z7')yILFET .

5. RFEEZEEITIHICT. —\EBEEEHLET.
S REH

"CIOETEXEDEE"T

"R a—)LENT=DIT DX IV R—D 141
"HBYURLETINED)—2TyTo3T" R—141

CAITRTEBEEDERTE

Fortify Software Security Center@#i LN ad (X RTE L E AT IEF ITIE LV 1TER
ESNTWET. BEEHLSRLEHODITIE. OadFa—IEBMSNT-BEF TUIE
SNFET . DFY. Fa— IR ISEMSINE=DITINR D INEBINFET . BEEXE DS
LMEAEE E SNz a7I% BEEDEWVDITRYLHETITNEINETS.

Fortify Software Security Center& I #& =3t Fa )T )—F THIG G L.
[PREPARED K BE DR D a—)LEnf=Da DB EEFE B TEET . (3o
fE [X. PREPARED. RUNNING. FINISHED. FAILED. &E7=[ZCANCELEDA'E %z 5
nNEY).

Rroa—)VENt=Ua0 DB EEERE AL ROFIRIHEVET .

1. OpenTextDAVAT. £ B (Administration)] # R R LET .
2. ERAUT. PhUYHENSYXL Y (Metrics & Tracking) ] Z:ERL. £ad

(Jobs) | Z:EIRLFT .
3. £3d(Jobs)] V—IL\—DE K D D13 & (Filter by)] VRN Do HE K &
(Prepared)] &R LFT .
4, —EBERRINTNSDITZRIO—IIL. BEEEBREITHOITDITEEHR
(D)) LET
5. SETPRIORITY]URL M5, RDWNTNHODE L EIEZERLET .
e Very Low
 Low
e Medium
« High
e Very High

DITDBEEZEETHE. Fa—RAOMDOITITEETHEEAHYFET .
DATIRELBEEMEOOITIHEES AL R AHHE S | Fortify
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Software Security CenterCIZZ DRI BEME ZR T AVE—UN TR RSN EEZ
FITITIDERER T AR TEINET.
6. #&1T9BICIE. OKIZEVIVILET .
EHEIN-BEERENSITT—IIUIRBREINET.
SHRER
"R A—=)LENT=DIT DX IV ROR—D

"SITRE L 2—S DB " R—133
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AT a—)ILEn=adnxvo )L

Fortify Software Security Center'& ¥ & Fi=lEdt¥a)T74)—F THLE & (. £ &
FEHAREDEFEDRYTD a—)ILENf=o37F XL TEET (Da7DIRE . £ &
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X : Fortify Software Security Centerd®SSOZ2 5 |28 E 97505 5E $3 1§ SR 15
FTEHRITONTIE "V TINHAUA DRI DT/ NI O R EB 3 TT "
R—U159%5 B LTS,

SAML SSO#t & DrST IV a—Ta%

RARE: <hostname>:<port>/<app-context>/login.jspR—U (7O ALT-t% . 21—
MAPIZVAAL IR ENFEHA.

o OJAUR—UIISSOMSR N S, O—hIVE B H N7 T)r—3uIZ7oe AL .
SAML SSO&% E % IE TEFTJ .

B : 2 —HI(XdPTERIE SN FET AN Fortify Software Security CenterCiR sE S E

A,

o [APHSSAMLT7H—230 TR 5 LI-2—H4 (&, EOLDAPA—HF-[EA—AIL
Fortify Software Security Center1—Hé&t— B L FHA(I—FILVO TV TH B (1
HEX) ROBEHEERLES .

« Fortify Software Security Center SAMLE% & Ml SAML name identifier ] [&. 21—
Y2 %S LS SAML7H—av N DE ISR E SNET .

o 1—HhFortify Software Security Center [TTE7E L . & B AVE| YLy TSR TLY
EXIE

o A—HFILVITYTEEEME LEEESNTVET(("I7EEDHRE" ~—2971%

8 IdPART—2%0—HIL TS B T5DTIEIEL IdPART—2DIG R ZHTTP
URLELTERFE LT=LY.

o REIFHTTPOIGFIZZ IFTANET A, IAPETOFL H—/\DE & ITEKDLE LD
YEF . I[dPHTOFL H—/\DE # (2$H 535 & .« Fortify Software Security Centerht
AR T—RITFYERTEGVDT., T—REA—HAILTS B TILELHYET.

ZR1RH

"HTTPAYRZEE A TNV ELV WA T 7 ob ) a— 3 % R
9 BT8O DFortify Software Security Center®s% E" T

HTTPAYSZEE R $ 50T IS A VAV ELUL L TWaT 7ok ) a—av%E A
9 B1=hDFortify Software Security Center®Ds% &

A% A9 5SS0%F A 9 51=6IFortify Software Security CenterZs% & 9512
(F ROFIEIHELET S

1. OpenTextDAYAT. & B (Administration)] &R LET .
2. ENAT. B%E(Configuration)] ZZERLTHS. BSO]ZEIRLFT .
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¥ : Fortify Software Security CenterZ1EE 1258 & TESY T IVHAU A4y
)2—3E1DDH T .

3. LU IHAUA(SINGLE SIGN ON)] R—S 0fE F JJ 82155 o T ILHA Ay
)a—2av DA HS. HTTP]ZZIRLET
4. HTTP SSO#t & Rt (HTTP SSO Integration Attributes)] T. R D& E &L &
ER
I4—ILK B 8

HTTP header SSORYAUIZE A TAHTTPAYSEZA D LET.
forusername 5oLk fiE (ZusernameTY .

IdP login page  # Al E® IO/ N\AFDATAR—SDURLEA ILET .

SSO Logout Fortify Software Security Centerhs05 7ok & (TUFALY
page b 5007 INR—UFRLREAALET .

SSO Logout B TALITAITNVEIEA A LET
Response
Header

SSO Logout CORVIRIZEN I TALOTATI—FREZAALET.
Response
Code

SSO Logout CDORVIRIZEN ) TALITATAvE—DF A ALET
Response Text

5. BAVE]ZJ)vILFET .

6. LDAPRREEZE A9 552! <Fortify Software Security Center&E% & LFEd . 5F
[ZDLTIE. "LDAPA—HEREE" XN—2106%%5 BB L TF=ZELY.

7. Y—\ZBEEHLFET.

¥ : Fortify Software Security Center®SSOZ2 i 2B & 3205 5 R 1H SR AN 15
FTBAHEITODNWTIE. "SI IWHA AR DT /NI TR R EE/ ST 5"
R—2159%5 B L T=ELY.

SRER

"o UG IWHA A UEE R 3 Sz DFortify Software Security Center®z% " R—
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o)

Fortify Software Security CenterCMKerberos:? 5 D& &
Fortify Software Security CenterCKerberosz2 i #5% & ¥ 51I3. R OF IE (6 LVE

ER

3 & SPNEGO/Kerberos SSOTI&. HTTPAYS %/ L TK & DT—4%Fortify
Software Security Center| 285 % 9% B HBHYET . ANvFHA XD R HA +
773354 . [Bad Request | T5—MFE & LET . AV HA XD R EKETSIZ

1.

[&. Tomcat¥—/\aARDFDmaxHttpHeadersize A/ NTA4ZHR ELET

Active Directory7H Ot EE R L « RDESIZFHIUE DH—ERT 2L 18)V4
(SPN)Z& & LFT

setspn -U -S HTTP/SSCServer.mydomain.lan SSCKerberos

keytabZ7 1 IV EE R LET .
il

ktpass -out c:\SSCSERVER.keytab -princ HTTP/
SSCServer.mydomain.lan@mydomain -mapUser mydomain\SSCKerberos -
mapOp set -pType KRB5 NT_PRINCIPAL /crypto all /kvno @ -pass
30(t&gSp&3hzAa#t9

(LinuxD&) > 75< &% | krbs. confZ7AJUZR DIE R HE FNTNVSIEERERL
TLZELY.

[libdefaults]
default_realm = EXAMPLE.COM

[realms]
EXAMPLE.COM = {

kdc = kerberos.example.com

admin_server = kerberos.example.com

}
& I8 & &L TFortify Software Security Center[ZA4' 1> L . OpenTextDAYET
& X (Administration) | Z:# IR LF 7.

. ERAUT,. B E(Configuration)] Z:E R L THS. BSO]ZTEIRLFT .

¥ : Fortify Software Security Center| 21 258 & TS5 09IV HA ALY
)2—aF1DDHTT

PO NHAUF(SINGLE SIGN ON) I R—2 0 I $17%:SSO(Enabled SSO)]
YAk 5. BPNEGO/KERBEROS] & #RLFET .

SPNEGO/Kerberos#f & & 14 (SPNEGO/Kerberos Integration Attributes)]
T RORITRIEHRZAHLEFT
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J1—ILE at BA

Service principal = KerberosL JLLA DFortify Software Security Center®

name H—ERT) L 8L% (SPN)TY . 8 E 3 5E 2.
Kerberos#] B L 7ML TR B SNTf-LILLR T E Ho
EX P

Keytab location  Fortify Software Security Center7 o/ LF—%E
keytabT77M )L (RTYT2TE ) DIFFT T . COBATT
[F. F7AIWRIRF—LZE A L TI7AIADIE *f 1\ X%
HEITODEINDYFET
Windows D45l :
file:///C:/Users/fortify/secrets/krb.keytab
Linux 451 :
file:///home/fortify/secrets/krb.keytab

Krb5.conf AT a3 Dkrbs. confI7A VDG i T . “hilzky.

location java.security.krb5.confJA/NTADER ESNFT . 2D
15 A TlE 774 IVWURIRF—LZEE A L TIO71ILADHE T
INREETE I DL EIHYFET . HIl (DT, Keytab
locationZZ BR L TF=&LN,

Enable debug TINVTE—REB T BI2E. ZOFvIRVIREE IR
mode LET.

8. BAVE]ZV'JILET .
9. LDAPH—/A\M1—4 User username attribute] Mz& & HIE LLVAVEZELET . (
"LDAPH—/\ME% FE" R—109%5 BB L TEELY).
10. b—\ZBEBLFET.
11. LDAPA—HE MNIE LR EIN TSI LEHERLET . LDAPI—HE DEER
DEINTA—I LFET

username@domain

12. RDEINTSIHDHREEHERLET S
o FirefoxMig & [&. H—ERAXURLZ%network.negotiate-auth.trusted-uris

(about:config)lTBAMLET . fzEA IS, service-machine.my.domain. lanlZ%:
YEI

o ChromeMig & [, 1S3 vk DY A+ LEFE TESH AL ITH—ERURLEE
mL. B—hIAE SR =V EITH L TOABEOTAEREL. #
& WindowsEZSEEH $NILFET
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l)jd”"
it

B & Fortify Software Security Center LDAPE% & D1—H% T yE LI HLDAP
A—HIVNEE— B THILEHRELET . CORE M. KerberosF4r vk T
ZE S Shiza—H% HMR EF ShFET . Microsoft Active DirectoryZ{s Fi 9548 ik
TI&. User Principal Name (UPN)JE 14 [dKerberosF4 vk TiE § Shiza—H4
EREBETAIVLENDYET. L. BER EELE B IARIICINEER LTSS
Ly,

X ®E Fortify Software Security CenterCSPNEGO/Kerberos SSOV!)a— 3 %
FE R BEIIERE SN TINSG G 12, —5F(O—HILEXULDAP) A I—H4E &N
AD—RZFERALTAJAUTEDLIICTRE S F EEFNITTILELIHYE
9. F B (ZDLVTIE. "Fortify Software Security Center AX.509%=IZKerberos
SSOVa—avEFE AT AHLIIER ESN TGS & [21—HR BXUV/\RT—k
AJA U EBNITTBH" ROR—TFS B LTSS,

S RIEH
" UG IWHA A EE B 3 A= DFortify Software Security Center®E% & " R—
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X.5093 Bf & R—XNSSO%{E F 9 51=HDFortify Software Security CenterMz% &

X.509F B & R—XMDSSO%ME A 95 &5 Fortify Software Security Center % &
B2 ROFIEERITLET -

1. TomcatTx.509954 7 sEBAE X ELFT . sF M IO T,
https://tomcat.apache.org/tomcat-9.0-doc/config/http.htmI#SSL_Support_-_
Certificate TcertificateVerification& K UB B AT 3%5 BB L TKZ&ELY.

2. & & &L TFortify Software Security CenterlZA%' 1L . OpenTextDAVAE T
& H (Administration) | Z® R LFET .

3. ERAUT. B&E(Configuration)] Z=:EIRLTHS. B8SO]E#V)VILET .

¥ : Fortify Software Security CenterlZxf L T— E [ZER € TES YA A4
12— 3 F1 DDA TY .

SINGLE SIGN ON @

Enabled 550 €
@ X509 v

X.50%9 Integration Attributes

X.50%9 certificate username pattern ¥ (i ]

CN=(Z2)(215)

A\ Changed values are applied only after server restart.
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4. 8ingle Sign-on(SINGLE SIGN ON)]R—> D E #14SSO (Enabled SSO)]Y)
ALHi5 KB09] EZEERLET
5. K.50982 5 21— 4 /3—2(X.509 certificate username pattern)] R R (<.
Fortify Software Security CenterCOSA 7R LA E N1 — R EMB I55
ETHEEIDAERKRBTMEANLES.
o X509 F M BT Uk (Subject)] Z4—ILK hidb1—HE ZE G T 512,
XN ITFYIIN—THEECERKRRZEALES. TOHET. COER KRB %
HIP Uk (Subject)] T4—ILR{E DA—HR E— S EH=DIFEALET .
f5l: EEBAZE O BT Uk (Subject)] Z4—ILE DCNE 1 &— B SHBIZIL. o=
(R B—FEELET.

o X.5092F MY IO E 4 (SAN)LIR D Dt D4 #il (Other Name)] A

bA1—HZ #E 15T BIZIE. $0!10ID$regex/ \3—FEALET . ZZTo

o oIDIE. A—HREFWMEBFITHZTDM DB R DA FERLET. X FIEZE
& LZEOM D% i FRITHIYR—k ShET .

° regexl¥. ZDMh D% 7T DIEMSI—HE EIWG T 5=HIZFRTH5YT
FYIIN—TEEOERREAERLET.

15 : Tix <ff A SN TLVBSANDZ D D4 BT D1DIE. A—HF T2 \L%

(UPN)T9 (01D1.3.6.1.4.1.311.20.2.3). ZO{E [L. username@domain&l D

i A S

UPN®DT Tusername@domain® K E— I EAIZX. RO/ \3— %8 ELFE

ER

$011.3.6.1.4.1.311.20.2.3%(\S+@\S+)

UPNODT T. K AMVZEE T2, @58 5 DRI D1—H A FZIFE&— B SEBHITF,
ROING—ZHELES .

$011.3.6.1.4.1.311.20.2.3%(.+?(?=@))

6. RTF(SAVE)|Z#V)vILET .
7. BB E ZEE 3 BIZI. Fortify Software Security Centert—/\ZB £ B L E T,

JEE X509 Bl & R—RMDSSO%1E A 9% &5(Fortify Software Security
Center&:% & 9515 & . A—H(A—HILELULDAP)N1—HF L/ \RT—K % {F
ALTRIA T BICUE. A—HF R L\ ROD—RZEEEDICTIHEHLIHYET .
=F IE [ZDLVTIE. "Fortify Software Security Center A°X.509%=I&Kerberos SSO
V1= 3 FFERTHEIIERE SNTLSE & IT2—HE LW/ \RD—K 05
AVEBRNTTE" TS B LTS,

Fortify Software Security Center HX.509%Ff=[&Kerberos SSOVJa—a A9
BEIINTFZE SNTNDIGE B I[TA—TEZ BLUWNRT—FOJT1 5B RNITT D

Fortify Software Security Center HX.509%Ff=[&Kerberos SSOVJa—> a3z A9
BIINTEZRTE SNTLDIGE . A—HILATAUNT IHILE TEMITE>TVES . 1—
HF(E—HILELULDAP)A B 7 DA—H 4 &\ RT—FZERALTAJ1UTESHLIIC
FTHICIE. O—HIBEEZRDESICEEE N ICTI2HELHYET .
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1. <fortify.home>/<app_context>/conf |[Z¥& &)L T. app.properties 77 ILETF
A I TR THEET .

2. sso.localAuthenticationEnabled A/ \T4% true [ZERELET .
3. app.properties Z7MIVERFLTHALET .

4. S—\=BEBLFET.

SRER

"X.5093F BA & R—RMDSSO%1{E A 9 51=HDF ortify Software Security Center®Dz% €
" R—157

"Fortify Software Security Center CDKerberosi2 i D&% & " R— 155

UGN AVAVRIE DTNV TR BRER TS

Fortify Software Securlty Center DT IWHA A (SSO)ZREE 2R & 9538 hn O
JHEREMBLEMG S (X OV HEEEETHLET.

Fortify Software Security Center OSSOZ2 i [ZBH & 9 53BN DAY EE k17 S| E I 5
B2

1. <fortify.home>/<app_context>/conf TALIJIZFEE L T. logaj2.xm1I7AIL
ETXANITAPTRHEET.

2. HTTPAYSEFE R T IWHA0A ) )a—2 3o D5 & 1. ROAA—E &
% logsj2.xml Z7AIUTEMLET .
<Logger
name="com. fortify.manager.web.security.auth.FmHttpSsoAuthenticationFil
ter" level="debug"/>

3. SAML2.0ER DT NHAUA ) )a—2 30 DIF & [, <!I-- 5SSO0 SAML -->D
R—=UHUF W=t a R D3 T #DEIL IV TE A —DLANINEE Y BT
INVITEIZEELET

4. CASOUTNHBAUA ) Ja—2av DI & (& <!-- S0 CAS -->DI—IHMF LY
F=t o2 avER DI T. 2017230 TR AA—OLARVEB Y 18T/ EIE
BLFEYT.

SHREH

" UG WA A EE 3 A= DFortify Software Security CenterMz% & " R—
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k—o R anZ 75\414‘ = 7'8~Web"ﬂ'—t ZO):& &

WebH—ERADk —2 52 5L [L. Fortify Software Security Center® & 2
(Administration)] Ea—® & 5E (Configuration)] 73> CH S E-IXEMICLE
ER

Fortify Software Security CenterTl&. SOAP (Simple Object Access Protocol) Web
Y—EXAPIZERTH5E . RO2BEORIMEEHR—FLES.
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o A—HRENRT—RIF, TRTOERTRHBEENET .
o —HFMGEFaA)TAN—IUER SN, RERISESNET .

F—OURREEIET AN TEMITZESTWET . bV A EE A LG LG & 1,
WEB SERVICE ATTRIBUTES] R— TE R ZT 2 EAHYFET .

FREE S —O DEE M 2 DULVTIE. "fortifyclientZ2 5E k —0" R—2440% S BB L TS
LY.

O VR EE N FLIEEMNICTIICUE. ROFIRERITLET

1. & I 3F LL TFortify Software Security Center|Z04' 4> L . OpenTextMAYET
& X (Administration) | & IR LF T

2. ERAUT. B E(Configuration)]ZE iR L THS. WebH—EZ(Web
Services)| Z:EZRLFT .

3. WebHU—EXE ™ (WEB SERVICE ATTRIBUTES)| R— T, RDWLTNHEE
TLET
o h—UURBIIERMICTBICIE. F—Y BRI %EEF T 9 5(Allow token
authentication)] FTvoR v REAUICLET .

o N—ULRRIEEESNIZTBHIZIX. Allow token authentication] FyoRwI X%
A2IZLET.
4. SAVE]ZED')ILET .
5. H—\ZBEEHLFT.

Fortify Software Security Center®Ba4s’ LN JLDZE &

Fortify Software Security Center®OJ L NJLDER & %% B 4512 R DOF g 125
WEY

1. <fortify.home>/<app_context>/conflZBE L. THFAL TT1R2 Tlogaj2.xmlT7
MIVeREET -

2. 984T B T. <Root level="warn">%<Root level="debug">IZEZELFET

3. I7AMINERFLTHLEY .

5% TE DE B IZIEH 107 hDWET (5% E A DmonitorIntervall® 4 OB [CLH>TE &
ENEY).

E:HLOOA—FEBML ., FOLANIVER ETHLFTEEEA. B F ORH—IC
RTLEELEIDB M ISEUR ShETS.
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3 31 AL IR E ZE (FIPS)IR 1% TODFortify Software
Security CenterM=E 17

FIPSIE. Kk B B4 EDH & TFE A SN AE T L TV 2a— LB LU T7ILT )X LIZE
TH—EDEEBFIVHARSA2TT . FIPSIZHEHL T BHEIE. FIPSOR FaAVk TE
EINTUVAR/DEOEXI)T1E G Zm -9 ZEZE R LEFT . Fortify Software
Security Center(%. Red Hat Enterprise Linux 9 (RHEL 9) k£ TE {73 TL\AFIPS#
#LIR 15 T 1T TEFT . Fortify Software Security CenterZFIPSIR 15 TE 179 571=%
[CHBRTE RRVIEHYERAD. LDAPH—/\, SMTPH—/\. LUwebhookh tz
Fa)TAREINEHREL TR ESNTWSI LR TEILELNHYET . 527
RESIIEHRLLTEESINTLVELME & | Fortify Software Security Center T
S—hFEELET.

FIPSIZZEH#L L1-0E 5 £ DEE T A & 12DV TIE RHEL 9Dk FaAUhES B L T
A

Fortify/ \J—®D#E & [ (THRZ<AX

Fortify/\F—%HRETA XL T. A—HMN0O5F 3515 & PvE2—( FudaRh—K
(Dashboard)]. 74— 3> (Applications)] . [ 71—k (Reports)] %4 &) UE 2
%15 & 1. #8 8 DFortify Software Security Center WebHJ ([R5 EXR R T
LI

7 & Fortify Software Security Center{ > RARET7Y I L—R F 51U, /N
T—EBERTILELIHYET.

A—HDI=IZhR4A LFortify Software Security CenterA5 4> THOARYIU RE1E B
ERAINES

1. <ssc.war>/WEB-INF/libTaAL IR JIZFEEILET .

2. ssc-htmlui-<version>.jarZ7ANDA T IEFH LWLV TALINJFERYDFIE T
[Z<new directory>ELFET)ITHIHE LET .

3. <new_directory>/META-INF/resources/html/loginT4L O I EILET .

TXRARITAATlogin. html Z7A/ IVEREET .

5. T¥Xk<!--<center><font color="red">Add your custom banner
here</font></center>-->EIAAVMERL. RRSNDOAvE—C DN £ F
B BIUATOVEREIHAHTMLEREZHEELEFT .

R DB TIE FROTHFRNEEL/\F—ZEWebN—2 DRz L HBISEMLEFES . 21—
HhFortify Software Security Center[ZA45 A>3 3=/ \F—AR R ENET .

<center><font color=red size=10>Message_text</font></center>

AR AR—ADOHIRIZEY. Ay—UTFRMFITICHIRESNES . T7%E
mydE A—FAUF3T1—AKRITFBLET.

s
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6. ssc-htmlui-<version>.jarZ74 LM% Bl Zssc-htmlui-<version>.jar.origlZ
EELFET.

7. <new directory>VA FIZHBTRTDI7AIVEE TEH LWNT—hAT%ssc-
htmlui-<version>.jar&LVDR BT TERLET
3X: <new_directory> B K ZEH LLNT—hATIZE HEULVTLEELY,

8. Fortify Software Security Centert—/\ZB £ H L ET -

Fortify Software Security CenterCa1—HYhEax—( vl a/R—K (Dashboard)] . 77
Jr— 32 (Applications)] .  [L7R—b (Reports) | i &) &Y UE Z 5F-UIR R IT DAY
U N\F—EER T BICIE

1. <ssc.war>/WEB-INF/libTALOr IS LET .

2. ssc-htmlui-<version>.jarZ7AINDA T VEFH LWLVTALIM)EYDFIE T
[Z<new directory>ELFET)ITHIH LET .

3. <new_directory>/META-INF/resources/html/sscT/4L I IR EBILET .

TXRAN IT42Tindex.html 77/ ILVERAE. 41T HIZBHLET.

5. TF¥Ab<«div style="text-align: center;"><span style="color: red; ">Add
your custom banner he~r‘e</span></div>§3)“/|*ﬁ’iB?»L\ RREINdAvE—D
OHNE . FES . BRURBZREITIHTMLERZIEELFT .

R OBITIE, FUOTFHRRES G/ F—EWeb<—S Dk £ 8B IEMLES . 1—
HhFortify Software Security Center[ZA45 43 3F-N/\F—AR REhET .
<div style="text-align: center;"><span style="color: red; "> Message
text x</span></div>

AR AN—ROHIRIZEY . Ay—UTHRZANFITITHIBRENFET . 778
mydE A—FAFT1—AKRRITFBHLET.

s

6. ssc-htmlui-<version>.jarZ74 LM% B Zssc-htmlui-<version>.jar.origll
TELFET.

7. <new_directory>VA T DT RTDI7AIETAL I EE Lssc-htmlui-
<version>.jaréLN BRI DFLWVT—HATEERRLET .

8. Fortify Software Security Centert—/\ZB £ B LET .
SRIEH

"t aR—K ADFortify Insight')> 2 Mi& in" R— 164
"URTLEERDINF—FER T B ROR—
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DATLEERDINT—ZERTD

EEEIL 7IITr—2ao A DT RTOR—U T, OpenTextDANVEDT IZR REShd
DATLEER DN —EER TEET . NFT—DRSEIHRK1,024XFTT . /\F—D
ATUVNRITEBZDG S L. Avt—C DR YD R ER RIS ELIZR R
(Show More) ]| U IDEE B SNFET .

opentext: | Fortify  Dashboard  Applications  Reports

@ Both Audit Assistant and Software Security Center vill be updated o version 23.2.0 on 12/15/2023, This version of Audit Assistant is powered by 3
new, updated model that uses mo: rful Alfmachine learning fo even better predictions. Audit Assistant will be updated to use the new G2
Show More
ISSUE STATS CHART TABLE TREND
Dashboard
Issues Remediated Issues Pending Review Application versions ? v Todolist
& 3504 & 317,600 €] 131 A Hers
Average Days fo Review Open Issues 318,565 Files Scanned 54,066 Showe all aler n
Average Days to Remediate 87 ] Open Issues Reviewed 2,468 Lines of Code 9,037,081
- v Activity Feed
Grounby  Select attribute v sswesmeby  Select attribute v emey  Selectatiribute v
- Svstem

DATLERDNF—EER T BICIK

1. & & &L TFortify Software Security CenterlZA% 4> LE3 .
2. OpenTextOAYAT. €& B (Administration)] #2')voLET .

3. ZHDRL2T B&E (Configuration)] ZE L. HRE<AX(Customization)]
TEIRLFT.

Customization

USER INTERFACE CUSTOMIZATIONS

a
Q
X . Support URL displayed in the About box
Metrics & Tracking
O Enable using the support URL for your organization in the About box.
Event Logs
Support URL for your organization
ssue Age
Jobs
Text displayed for your support URL
Performance Indicators
Rulepacks Fortify Insight URL
Variables O Enable display of the Fortify Insight URL on your Dashboard
Templates Fortify Insight URL
Users
Customized Banner
Plugins

[0 Display a custom banner system-wide

Configuration .
Enter the text fo display in the banner
AppSec Training

Audit Assistant

Core

Email

ssue Audit
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4. PARTLEEKICTHRA Ly N\F—%% 7 (Display a custom banner system-wide)]
FVIRVIREAUILET S

5. TXACRVWIRIZNFT—DTFRAREA ALET

6. BRHF(SAVE)&V)vILET

SRR

"Fortify/ \F—D#E & [ [THREITA X" R— 161

"SL aik—R ~DFortify Insight )2 ME D" T

By aiR—K ~DF ortify Insight!)> 2 MiE fin

Fortify InsightZ#& A L1=15 & (&. Fortify Software Security Center#w> 27R—K ([
Fortify Insight'J>»%%1& il 9% Z&T. Fortify Software Security CenterZFortify
Insight?w a/R—K [ZU O TEET S

Fortify Software Security Center%'yi 278—K [ZFortify Insight')>9%38 i 351213
1. & F 21— LL TFortify Software Security Center[cOJ 4> LET .

2. OpenTextDAYAT. & (Administration)] =2y ILFET .

3. EEIORAT & E (Configuration)|ZE L. $HhRA4MX(Customization)]
HERLET.

Customization

USER INTERFACE CUSTOMIZATIONS

o

X . Support URL displayed in the About box
Metrics & Tracking

[0 Enable using the support URL for your organization in the About box.
Event Logs
Support URL for your organization

ssue Age
Jobs
Text displayed for your support URL
f Indica
Rulepacks Fortify Insight URL
Variables [ Enable display of the Fortify Insight URL on your Dashboard
Templates Fortify Insight URL
Users
Customized Banner
Plugins

(O Display a custom banner system-wide

Configuration
Enter the fext to display in the banner
AppSec Training

Audit Assistant

Core

Email

ssue Audit
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4. Fortify Insight URL] DT T. v a/R—F TFortify Insight URLOR R~ &H
$1=9-%(Enable display of the Fortify Insight URL on your Dashboard)] ¥y
IRVIREAVIZLET .

5. Fortify Insight URL] R X[Z. Fortify Insight *—CMDURLZA A LFET .

6. BREF(SAVE)]ZVvILET .

EHRIFH

"Fortify/ \F—0# & [ [THRETA X" R—2 161

" Fortify Software Security Center|ZDUYT(About Fortify Software Security Center)]

RVIZADYR— ERKR KV VEERTE' T

"ORTLEERDINFT—EER T D" R—2163

Fortify Software Security Center[Z2LYT(About Fortify
Software Security Center)] Ry ADHHR— EH& 1)
DEEERTH

T4k TlE. Fortify Software Security Center <version>|Z20\T(About Fortify
Software Security Center <version>)] RV XIZIE. HR—k R—ZILADYL IR TR~
SINFT . TN V%EE 57 O DY R—E R—RIADJUJISE E A HENTE
EX I
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Opentext“ | Fortify Soffware Security Center 13.2.0.0046

SUPPORT

To contact support, visit the support portal.

DOCUMENTATION

For all documentation resources, visit the documentation center.

API DOCUMENTATION

API Documentation
API| Reference

FORTIFY UNPLUGGED
Visit Fortify Unplugged to access the Software Security Center playlist.

VERSION REFERENCE
Software Security Center version 23.2.0.0046

ScanCentral DAST version 23.2.0.29

© 2008 - 2023 Open Text. All rights reserved.

B OHYR—kR—42)L% Fortify Software Security Center|Z2LYT(About Fortify
Software Security Center)] /R RIZFk 7~ 35213

1. B F 21— &L TFortify Software Security Center|[2BJ 4L ET .
2. OpenTextDAYAT. & B (Administration)] &2 voLFEF .

3. EAlORAT B FE (Configuration)| ZEBIL. $HhREVAX(Customization)]
ZEIRLET.
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Customization

USER INTERFACE CUSTOMIZATIONS

0

X . Support URL displayed in the About box
Metrics & Tracking

(O Enable using the support URL for your organization in the About box.
Event Logs
Support URL for your organization

ssue Age
Job:
Text displayed for your support URL
Perf Indicat
Rulepacks Fortify Insight URL
Variables [ Enable display of the Fortify Insight URL on your Dashboard
Templates Fortify Insight URL
Users
Customized Banner
Plugins

(O Display a custom banner system-wide

Configuration
Enter the text to display in the banner

AppSec Training

Audit Assistant

Core

Email

ssue Audit

4. N3 BB RYORTHE OYER— URLOEE A %5 3119 %(Enable using
the support URL for your organization in the About box)] FxvoRvI R%#>
[TLFEYS.

5. $#A#& 0Y7R—kURL (Support URL for your organization)] /82 XIZ. #8 #
HR—k R—SIJLOURLEA B LFET .

6. MR—MURLIZE K3 5HTFRI(Text displayed for your support URL) ] %
R BR—b ~ADFH LW IIZER R TH5TFANEA ALFET

7. BRF(SAVE)|&0)vILET
SRWE

"Fortify, \F—#R & ] 1THhR2TA X" R—161
../)'zsy*”/g_/ :—F\ /\O)Forhfy |ns|ghtIJ\/70)iE 7:”] " /\0_:)164

Fortify Software Security CenterB%552 §k DHRHATA X

Fortify Software Security Center{ > X2 XANAJEE 5 EHREAIA X T BIZIE. HRA
Llogaj2i% & I7AIWVETAETI=SJ LT, <fortify.homes/<app_contexts/conf
OIZHE M1ogs 2B E I7MIINE L EZLY. CNITEMLIZYTHIENTEET .

HRRLLogsi2 B & L EE TP/ IVETOED 3= (21, COM_FORTIFY_SSC_
LOG4j2_OVERRIDEL AT LIR B & # F/=[Lcom. fortify.ssc.logdj2.overrideJVM
AT LTOINT4EDARR LaLogaj2XMLER TE T71 ILDAE 3t /SRIZER ELFET -
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<fortify.home>/<app_context>/conf/logdj2.xmlI7AIEEEE R ITHLYEL.
NEDF EDVWTNAER WENEENR F (THELHDT. ChoDA EERA LSS
LERGERLET .

Fortify Software Security Center®0% 4 (s B 47/ SR
J—k & E DR TE
password.strength.min. score 0/ \°7_'»f(<for'tify. home>/<app_

context>/conf/app.properties|ZHBD)EFEA LT B ELH/N\RT—F@EFFH B TS
FT. RORIT.EHEDLREEINTNDEIKR T EEEZ—EICLTRLET .

-] IR)—F B E
0 JEEITFF L

1 EETA

2 §

3 5& L

4 JEEIT5E L

ISAT—RRE F ADDR X F LI ODF /R X FLREDEH [CEDVTRE SNFEE
Ao TDRDYIZ. ER DRI RBRESATIVNEDNTEHREINFES . ECTH
RAENBDIE. AT ZHAHETORBORFELY., FRARTGELEXFI—TUAP
A—HZANRT—R[ZE FNTUVELDEIADH E - — R/ \RO—R i E DR
BIRENDHFIETY.

REBR

"yl 3rag T I IDNT R—I78

SR N2

"1B il MF ortify Software Security Centers% &" X—81
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D3> TlE. # LU Fortify Software Security Centerd/ > Ak —JUZEHE § 5
BIMARIIZONTEHRBALET

CSVIZAINADT—RAIHVRAR—t DTOYY

T4 Ty A—HIFFYY aR—K LU AUDIT] Ea—IZF 7k St 5Fortify
Software Security Center7—42%h> <X t] YIE (CSV) 77/ JUZIHVRKR—k TEX
. COMRE(XTOvITEET .

a—HhFortify Software Security Center7—2%CSV 774 JUZTIRAR—k TEEL K
T BITE ROFIRIZETLES .

1. & ¥ & LL TFortify Software Security Center[ZA%' /2L . OpenTextMOAY4 T
& H (Administration) | 2y oLET .

2. ERALUT. B&E (Configuration)] Z:EZRLT. f7(Core)] #EIRLFET

3. B7(Core)] R—C DT EETAYA—ILL. CSVADIHRIR—+ZHHIZTS
(Enable Export to CSV)] FvoRvIREATIZLET .

4. BR¥F(SAVE)|£0vILET .

S REH

"ATEE DR E" 297

"T—HRENIRR Y VE T7A ALY RR—k§5" R—2220

INTSZ9h—DfE & 12DV T

Fortify Software Security Centerz{# Fi 9 45&. F—LIRE &8 D&L & o [TFortify
Software Security Centerhs/ ATk S9FJY X7 LIZ/NT %% {E TEET . Fortify
Software Security CenterTl&. R D/\T bk S9F T AT LEDH & ZHHR—ALTLY
EXE

e Bugzilla

X : Bugzilla/ AT+ Svh—T 551 &k & 9 5I21E. BugzillaTXML-RPCEE %)
(ST EAHYFET . FIEIZDOLTIE.
https://www.bugzilla.org/docs/4.4/en/html/api/Bugzilla/WebService/Server/X
MLRPC.htmlZ5 B L T<=E

e Jira
» Jira Cloud
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3¥: Jira Cloud%{# FH 9515 & (. AJ (/B (Z Password] Z71—/LK Tlirai®
SEN—U EER T AR ELIHYET.

APPLICATION PROFILE - RWI 1.0 X

ADVANCED OPTIONS CUSTOM TAGS PROCESSING RULES BUG TRACKER APPLICATION SETTINGS

A

Bug Tracker Integration Supported Versions [ Bug state management @
Jira w 8.0-8.13
Username
Bug Tracker URL *

You can specify a bug tracker plugin to
use to submit bugs against this e
version and, optionally, enable bug Password
state management. Bug state O use ssC proxy e
management enables SS5C fo make &

specific updates to bugs as the states Allowed Values - Project
of the issues within those bugs

1]
change. S5C checks new security scans
to determine whether filed bugs are to
remain open, or can be closed. Default Values - Project
]
Allowed Values - Issue Type
]

Default Value - Issue Type

e ALM
e Azure DevOps Server

B = Azure DevOps® B 3 F JIE (Repro Steps)] Z1—ILK [ZIEFortify D/ T D
REALNRRSINETH. TIHILL T, COT—)LR TR B DEEIEE TEX
RITHEoTULVET . Azure DevOps 2019. 1L D/ \—2avEFE AL HDE K
TOteREFERATH5EE L HEOEXEEZHRIVIALT BERFIE
(Repro Steps)] 74—l &R R I L ELHYFET .

B = Azure DevOpsZFE AL TL\B15 & (X, OJAVE D JA\RT—F
(Password)] 74—JLK T. Azure DevOpsHh& B L1=18 A B 79t A~ —9 %
FERIZBLENBYET . Azure DevOpsDIE N BB 7R —I DEEMIZD
LYTIE. https://learn.microsoft.com/ja-
jp/azure/devops/organizations/accounts/use-personal-access-tokens-to-
authenticate?view=azure-devops&tabs=Windows%& 8 L TLFE&ELY,
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APPLICATION PROFILE - BILL PAYMENT PROCESSOR 1.1 X

ADVANCED OPTIONS CUSTOM TAGS PROCESSING RULES BUG TRACKER APPLICATION SETTINGS

A

Bug Tracker Integration Supported Versions [ Bug state management @
Azure DevOps - Azure DevOps (2019-2020)
« Username

Base Azure DevOps URL
You can specify a bug tracker plugin to
use to submit bugs against this e
version and, optionally, enable bug Password
state management. Bug state [ use 55C proxy @
managemenf enables S5C to make &
specific updates to bugs as the states Authentication scheme *

of the issues within those bugs

change. S5C checks new security scans AUTO b
to determine whether filed bugs are to
remain open, or can be closed Allowed Organizations (Collections)
! ’ *
(-]

Default Organization (Collection) *

Allmassnd Penincdn

3 #B %8 T, Fortify pMR H#E T BLLA D/NT R Sux I AT LEE R LTSS A
X, ZOLVATLEADFH LWITSTAEER TEET . FIBITOLNTIE. "\ R 5y
HTS0ADIE R R—2451%5 B LTS,

INTRSUX GO AT LERELTHEALT. 75— aun—2av 0Ot xa) 740
PHEEFEEIEIHEITONTE. "I ovF IO AT LEE R LI-tFa) 740 53
M DEE" R—U262%5 B LTS,

INTNSYNTSTAVNE B

ROEHaVTlE INThSVHTSTAUED AT LITEM LY AT LASHEIBR LT
UgB5EIZDO0NTERBLED.

B E Bugzilla/\T b+ 5vhTST A1 EIE & ITH# & 9 5IZIE. BugzillaTXML-RPC#
BT EIREIHYET . FIEIZDONTIE,
https://www.bugzilla.org/docs/4.4/en/html/api/Bugzilla/WebService/Server/ XML
RPC.htmlZ&Z B L TSN

INTRSUNTST10DE M

Fortify Software Security Center® I8 & (. Fortify Software Security CenterZzH—k
IN—TAB DING S SVhTSTA N FE 5 TEET S
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BE A 37'3")0)7°I:I=\'—/&http30)/ T SUAR A AL TEBEELE A
?% MEEEIAITIHE L. ROVWITIHEFERALET .

- AL HYDT XS Ehttp://bugtracker.domain.com

- ni’ SE72 L 7O https://bugtracker.domain.com

- BB L DT A+ Ehitp://bugtracker.domain.com

INTRSINTSTA D RTLIEMTBICIE. ROFIEFETLET .
1. & & &L TFortify Software Security CenterlZ0%4' 1> L . OpenTextMAYA T,
& ¥ (Administration) | Z® R LFT .

2. ERAVT. UFTM1U(Plugins)| ZZIRL. NITMSv¥TF55 142 (Bug
Tracking Plugins)] &R LZF3 .

3. Y3y (Bug Tracking)] R—C DAVET. Bk (New)] 2990 LET
Fortify Software Security CenterlZ. U351 O7vy70—k OZ & (UPLOAD
PLUGIN WARNING)] # A4 7RI RYIRADER REINFET .

4. BEEZZRH T2TA0OT7YTA—FRIHESBEMBIRIEZZ TANDEG & L.

OK]Z&=V)vILET .

5. USTA42 I\ R IILGOTvFO—K (UPLOAD PLUGIN BUNDLE)] #4704 1Rwo X
T. BB (BROWSE)]&#9UvIL. T5TA4VDIART7AIIVER DITTGEIRLE
9. Fortify Software Security Centerh\z it 9 5JART7AILE=IEE 55 TER L

T=INGsSVhT ST AR DIARTZAIIWEFE R TEET (NI SvhTST 14D
" R—2451%5 BB L TEELWY).

Fortify Software Security Centerh¥z # 9%/~ SVADIART 71 )LIE. R D5
AT ICHYET .

NI ShF5T

1> TALINJIZPAIL

ALMA /\F 5w  <ssc_install_dir>/ plugins/BugTrackerPluginAlm/
HITS5514 com.fortify.BugTrackerPluginAlm-<version>.jar

Bugzillaf /\Jk  <ssc_install_
SS9/ dir>/plugins/BugTrackerPluginBugzilla/
com.fortify.BugTrackerPluginBugzilla-<version>.jar

JirafB/\J'+5vh  <ssc_install_dir>/plugins/BugTrackerPlugin]IRA7/
TS554 com.fortify.BugTrackerPluginldira7-<version>.jar

Azure DevOpsF  <ssc_install_dir>/plugins/BugTrackerPluginTFS/
INTRSwhT54 com.fortify.BugTrackerPluginTFS-<version>.jar

1>

6. WwvyO—K DA (START UPLOAD) ] &#2')vILZE9 .
7v7O—K A58 T 35&. Bug Tracking] T—IUZEH LWVISHAUA—EBE R =
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L (I 3

7. INTESYATSTAEF T HICIE. ENABLE]Z0')0ILET .
755420 Plugin State] 74—J/LK [ZfE ENABLED] A& R Ed .
SRIFH
"TIVT—an =23 DINT R IR T AT LDE| Y E T R—D267
TSN TZT 12 DEl B
Fortify Software Security Center® B & (. Y—K /S—TAH D/\J+SvhTS51 %
DRATLDSHIBRTEET
DRTLNNSINT S TIATZTAERIBR T B2 ROFIEEETLET

1. & 18 3& &L TFortify Software Security CenterlZ04' 1L . OpenTextD YA T,

& ¥ (Administration) | Z® R LFT .

2. ERAUT. UST41(Plugins)| ZREIRL. IT+S9¥25F55 4142 (Bug
Tracking Plugins)] &R LF3 .

3. I\VJbhS9F2 Y (Bug Tracking) ] R—I T, IR 9 5T591 DT ERELET

4. HEMI(=TB(Disable)] 2oL FSTAUMEN Ao T HIRR
(REMOVE)]1 &#5)v L% .

S RIER

"INk SVHh—0E & 122D T R—U169
"IN—HTSTAODEMEEE" R—2175
"INTR VI TSI A D " R—2451

INTR VXD GO RTLOOTAVERR ER DX TR E

Fortify Software Security Center®d/\J & & § 515 & (&, NI VX TV RT LD
A—HRZ ENRT—REAHLFET . I—FE &/ \RT—F DRFIFHTTP YL avIR
BaEh., &£ 7TVr—a0 NG SvhlzeyTanEqd.

£ INTRSVAIZIE. BEZNTISGA—2DEIs BARE SN TWET . F-. B4 51—
YAARBDBETY . INLD/I\SGA—REEI THY. NI SVFX T AT LB R NS
TIYFCEFT . — B O/NGA—RIZUITIHINEZFR E TEET
INTEEETETLTRETDE NIRRT RTLIZNTDME B S, Fortify
Software Security Center[Z&>TRH 78 D/ NJIDAMRTFESNET

B E Fortify Software Security Centerh'SSLZE4 L TEE 35 K3IR E SN
TWAI5 &1 W EGR/N\JESVASEHE L . Fortify Software Security Center
MR Eh TS JavalR 8 T2 U/ UR— TR0 EAHYET .
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INTEVHINGA—73

INTRSyhZEFERLTEEIND/ NI TIE. Submit Bug] #4 7OT RO RIHAZ 4 1Y
BHIVENTDRBPEANTIBLEIHYFET . BEELANIL. EEOHUIA . B&
VEIYLY TEREIA—YDEEEBMTHIELTEET . Fortify Software Security Center
Tl EBIRLEFTIT—2av[TE DNWVT, NI S9F T AT LS [ssue Typel
J4—JLE & PAffects version] 74—ILK DIEZE) B 1279 FLET S
TI)Vr—2avISEMDI—ILE DL BIRIG & (X FEARNITST1VDEB NN E
(21518 & AHYET . FIBIZDONTIE. "\TRSvhTS55ADIE " R—2451%%
BB 5h\. hRAZTHHR—b (https://www.microfocus.com/support)[ZFH R LVE HELTFE
= A

ALM/NSA—A

ALMZ gk Zvh® Submit Bug] ¥4 7RI RYIRX T, ALMDAU RS —ILER RS S
INGA—BEEIRLFET

o INTH)

1\ DE BA
ALMR A1>
ALMZBZ =5k
EXE

ALMTOD 70 HALI (Bl (ZR ) S B ShTLSIE & (3. REEOFHREA I, FHEA
FELI-AIREE DHHERMEE I HEFNTOET .

ALMIRE & [ZIZLKODDE BERA U ABHYFET . T E ok 1% H A EE 97523
ROEZEHZEHmI-LTWDLELIHYFET .

« £ Fortify Static Code AnalyzerR¥¥IZ[XE LR SRILTEI T (T3 B E AHY
F9 . Fortify Software Security CenterCIZEILR SRNLEFE R LT AFvoEdy—R
EBUEDIVBEBITTVILET . INFITOICE. V—RT7FIAFY—ILEETLT
Y—ROA—RE#N T ETIUE # §5EE(2-build-1label <SVN_Revision Number>23
IVRAT v EE HFET .

o ALMRIDE 7 OF7AT oM Ixt LTALBLEZE L. WY ARV —RE H)RD
FIZREITALEIBYET . @ ¥ OTOC I T LTALWE R AE B IZE R
HoTWVA15 A (. ALMIZES 42 L1=# 12 Code Changes]#7MKR REnFET .

o EE Uk OB E EHHH SN TLSEHESHNE &G ALMO/ T HASIZE
BRENFT . AR EENBHIEINTIVEWMES . EE IR E AvE—DIERFyY
TEhFd.

« 7L . SubversionlX. £ B Yk & H THHR—F SN TL5H — DY —XE B 1)RD
J)TY .

I ALMONTER R T BIZIE ALMI SO TS5 4% A AR—ILL . ALME #2
oY% ER T2 ELHYET .

ALIELUVALMODEF IO T ChioDB & OF FaAUES B LTS,
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IN—TS5L2ME L& I

Fortify Software Security Center& ¥ & [&. Fortify Software Security CenterZ4—k
IN—TAEDIN—FTZTA I TEET

Eb: Fortify Software Security Center [23) B O/ \—H TS5 1 % {E L TEF
9. FIEIZDLVTIX. GitHub®l Sample parser plugin | XR—2 %5 B8 L TS0
(https://github.com/fortify/sample-parser)..

IN—YTSTAEDRTLIZEMTBICIE. ROFIEEETLES .
1. & ¥ & LL CTFortify Software Security Center[ZA%5' 14> L . OpenTextOA Y4 T,

& B (Administration) | Z:& iR LET .

2. ERAUT. USYALU(Plugins)| &:EIRL. [8\—HF55 12 (Parser Plugins)]
FERLET.

3. [\—H(Parsers)| R—UAVAT. NEW(FR)]E0)vILFET .

Fortify Software Security Center|Z. Y—K /\—FT( B TS5 1 %7y 7O0—K 931
AOIZDNWVTTPR /L RT B Upload Plugin Warning] B&R ;R ShEd
4, BEEZHERLTIRITITHIE. OKIEV)VILET .
5. PUSTA42 I\ R IILGO7vFO—FK (Upload Plugin Bundle)] #4705 Ry X T,
& BB (BROWSE)] &4 )JvoL . TS5 142 DU R ILI74 IUJART 7 IV ZR DI
TERLFET.

6. PvyFO—F OB (START UPLOAD)1%#9)vILET .

Parsers]| R—2 (2, 7v7A—K LTS5 1MUN—E R RShET.
7. YA DBRRINTWDITERRATIICE. TDITEIIVILETS .
8. IN—HTSHTAHEF T BIZIX. ENABLE]1ZEV)vILFET .

Fortify Software Security CenterlZ. 7R L TULNVEWTST1UEH T HIRY
[ZDWVTT7R/N\(X$ S Enable Plugin Warning] A% ;R SN ET .

9. OK]zV)ILFET .
SRIEH
"INTSINT ST DER" R—T171

SonatypefE & &3 & 9 51=8DFortify Software Security Center D& {i&

T I)r— a1\ —2 30288 9% SonatypeMNexus Lifecycle’ ) a— 30 Rx v 4k
B OA—T2)—RtF1)T74T7—4(%. Fortify Software Security Center® EZ &
(AUDIT)] R—S &=l r—F ) —Z(OPEN SOURCE)] R—S TR ik TEET . 25
9 BIZIE. £ 1w E 4 Sonatype Parser Pluginz2—~>0—K L TA VAL —ILT D E
DHYUET . COEEZEST T 95, (Fortify SourceAndLibScannerZ{$ A L T) Fortify
Software Security Center|Z7v7O—K &t f-Sonatype A& ¥4t R AR REhFT .

Fortify SourceAndLibScannerzER 18 3521
https://marketplace.microfocus.com/cyberres/content/fortify-sourceandlibscanner(Z
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791 ALEF . SourceAndLibScannerZ{§ i L T, #A—7>7;Sonatype ¥y 4% &
#Fortify Software Security Center|Z7y70—K 947 i% 22U\ Tl [OpenText™
Fortify SourceAndLibScanner1—HH /K %5 B L TS SOA AR (L. Fortify
SourceAndLibScanner1—7 4TI+ @ L TLET .

Tv7a—k & f-SonatypeT—2%E 5 & 3 5= DFortify Software Security Center®
ElFEET AT ROFIEIHEVET .

1. D54 R % B LVT. Fortify Marketplace
(https://marketplace.microfocus.com/cyberres/content/sonatype-nexus-
lifecycle-integration-with-ssc)(Z38 8 LE T .

2. Bonatype Nexus Lifecycle&SSCO#t & (Sonatype Nexus Lifecycle
integration with SSC)]| X—>T. & #H/\—2 3V D& (GET NEWEST)] %2

DOLET .
3. SonatypeFortifyBundle-<versions.zipZ7A DR B ZFO—hILT4L IR JIZFE
ELFET.

4. &1 & LL TFortify Software Security Center[cO45 4> LET .
5. OpenTextDAVA T, & B (Administration)]##iRLFET .

6. ERAUT. USTMLU(Plugins)] o avEREL. I\—9FS55 1 (Parser
Plugins)] ## iR LFT .

opentext" | Fortify Dashboard  Applications ~ ScanCentral  Reports  Administration

Parsers “
|

Q

Metrics & Tracking
Templates
Users

Plugins
Bug Tracking Plugins

Parser Plugins

Configuration

7. [\—"(Parsers)] R—UT. EiE (New)] &)oL FET .
8. [UPLOAD PLUGIN WARNING]#EAL. OK]#2JvoLZET
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UPLOAD PLUGIN BUNDLE
Plugin Bundle jar file®
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BB LTGERLET .
Plugin bundle jar file *
sonatype-plugin-4.2.12.jar

CANCEL © START UPLOAD
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1. TSoHYos R %R &, hitps://github.com/fortify/fortify-ssc-parser-debricked-
cyclonedx/releases|Z# EBILET .

2. BEE(Assets)| =0 )(BBRA)LT. I/ \—2av/\—HEEIRLET . KK
FaAS DB ER | D FT/\—> 3 (Efortify-ssc-23.2+-parser-debricked-
cyclonedx-1.10.zipT9 .

3. Foro—K (Downloads)] ZAIWAIE BIL T, 40—k LIzZZIPO7/ILOA B
ZO—hILTALORJIHE LET.

4. &18F LL TFortify Software Security Center[CAJ 4> L% T .
5. OpenTextOAVAT. & B (Administration)] Z##RLET .

6. ERAUT. USJ12(Plugins)] o avxRHAL. IN—HYFS51(Parser
Plugins)] &R LZET .

opentext" | Fortify Dashboard  Applications ~ ScanCentral ~ Reports  Administration

|
| Parsers L=
|
Q
Metrics & Tracking
Templates
Users

Plugins
Bug Tracking Plugins

Parser Plugins

Configuration

7. Parsers] R—UT. NEW]ZE2')VILZET .
UPLOAD PLUGIN WARNING]#EAL. OK]1&2J)voLZET .

9. PSHAUNURIILOF7vTA—K (UPLOAD PLUGIN BUNDLE)] #47R4HRyI R
T. BB (BROWSE)] &4y LThHh%. BEILIJARTZMILIZEBIL TGEIRL
F9.

UPLOAD PLUGIN BUNDLE X

Plugin bundle jar file *

| fortify-ssc-23.2 +-parser-debricked-cyclonedx-1 REMOVE
CANCEL © START UPLOAD

10. PSTA2\URIILOF7yFO—K (UPLOAD PLUGIN BUNDLE)]| #4704 HRyo X
T. Py7A—K%BAR(START UPLOAD)] #4'JvoLET .
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Fortify Software Security Centerl&. 77 O—F AR LIz 58D A0E—D%
FRLET. [\—H(Parsers)] X— (2. Fortify Software Security Center i @
Debricked/\—H TS5 1oh—E R RINET .

11. Debricked/\—HT7S55 /0 DIT#REALTHS. B XIITTSH(ENABLE)] %0')vY

LFEI.

12, USU1> 0 #1t D% & (ENABLE PLUGIN WARNING) | Z8t 4.  DK] %2
JvoLETS .
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BEENEEBMICEDITHYET.
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S HBL TS,

SRIFH
"Fortify Software Security Center®f& &l (ZB8 T HEF Al @ FR DR =" T
"O—AILA—HFTHIU DAVIERR" R—2233
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HYFET . EBESNA—HFEOTHE RSN, BE DHAHIITIOIATUR AZLA
HRENZA4TFVETVTU— DAETYTO—RLET .

LR—hE RBFLUVTMTTVEE BT IEREHF D1—HZTH AR LLHR— 54

J35)E LT FL—hk EFortify Software Security Center[Z7yJO0—K TEE3 . £

E OB IE MR aTUREFR 1T 95T — HiFortify Software Security Center| 7+

TO—RENB0%EECICIE. REEZELET .

o EEINA—HFIZOHTIERFAZEYE TET .

« Fortify Software Security Center([Z7y7A—K 958112 TRXTOHRILTYTL—
F TEEDOSQLYI)Eav R FFovIL TIESLY,

Fortify Software Security Center®#% Il (2B 955 al & R DR &

IFEIF 4 Fortify Software Security Center®f& | AF| VY Tonfz1—HE T TE
BT AVICE T A MIBERER R I AICE. ROFIBITHRLET .

1. OpenTextDAYAT. & B (Administration)] Z:&RLET .
2. ERAUT. p—H(Users)]. & Bl (Roles)] DIEIEIRLET
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FI,
3. BHIDERBEIDITEEIRLET .
ITHRESN. RE OFM(ZOREIFNYVE Tonf-A—HFIfF ESh TSI AT
DFE DVAR DR RENEGT—TIVEE L)NRRENFET .

Developer Users of the Developer role can upload analysis results and view and audit issues for application versions that the user has access to.
Name Description
Developer Users of the Developer role can upload analysis results and view and audit issues
for application versions that the user has access to.
Type

System defined
L]

Fortify strongly recommends that you select universal access only for administrator-

level users.

Permissions
Name Description

Approve Analysis Results Upload User can approve uploaded analysis results to application versions o which the user has access. This permission

requires the View Application Versions permission.

Comment on Issues User can comment on issues for application versions 1o which the user has access. This permission requires the View

Application Versions permission.

Comment on SSA Governance Progress User can comment on the process template, requirements, activities, and tasks for application versions o which the
user has access. This permission requires the View Application Versions permission.

Delete Generated Reports User can delete generated reports. Reports that expose application version/runtime application data will be restricted
to the application versions/runtime applications to which the user has access.

IA—HT7HIU OFMITONTIE, "I—FT7HIUE DEE" X—U2252F R LT
AN

BEIEH

"A—HFT NIV DI IZDONT R—2180

"R IR E FADRE|" R—225

"O—ANA—FTHIU OOV R R—2233

LDAPA—H1& E| DE E [ZDLVT

8 xf 38 Al £ (RDN) & R—R38 Al % (DN)ZSHIER LET . 1=&Z (. 4% E DLDAP
T4L IR )DR—ZXDNAYdc=domainName, dc=com,. ZJLDNHY
cn=groupl,ou=users,dc=domainName,dc=com, TH5&H & . RDNIZ
cn=groupl,ou=users.[ZEYET,

DU avDREYITIE. LDAP RDNZFE R L TA—H DR EIZRETHAHEICD
WCERBALET

Fortify Software Security CenterMJ JL—T A 1\—vJ

Fortify Software Security Center WA—HZ4F E DT IL—T DA N—ELTEHTD
f=IZIE. A—FTh OV ELDAPTALIN VRN DI IN—TA T )b S B0 &
NHYET . A—HH AT A9 5. Fortify Software Security CenterhS1—H%LDAP
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LDAPFvv 1DE HEZF H TEKR T HICIL

1. OpenTextDAVST. & (Administration)] Z:&IRLET .

2. EXRA(T. p—"(Users)]. LDAPI>T1T4(LDAP Entities)] DIEIERL
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3. LDAPY—/\DF =y IRIIREAUIZLET .
4. [DAP]R—UAYHT. REFRESH]#YUvoLZET.
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1.

2.

oo

& 18 & LL TFortify Software Security Center[ZA%5 4L . OpenTextDAVAT
& H (Administration) | Z® R LFT .

ERAUT. B E(Configuration)] Z:E R L TH. & SF(Maintenance)] %
RLEF

{& 57 (Maintenance) ]| R—2 T & 5FE—F 28k %€ 9 %(Set to maintenance
mode)] FvIRvIREFAUIZL. REF(SAVE)] #0)vILET .

Y—N\EBEHLITT.
<fortify.home>/<app_context>TALILJIZFEEIL . init.tokenTZ7AILERAEE
ER

init.tokenZ7AILDRN B H#D )T R—FIZaE—LFEFT

WebJ S04 1R r% B &. Fortify Software Security Center/ > X4 RMURL
ZANLFET,

X ADMINISTRATORS

Fortify Software Security Center Setup] &l @ D& L & D
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Fortify

Software Security Center Setup

For information about how to obtain the foken, see the README file distributed with

the S5C installafion bundle.

Security Token

O Howdol get this token?

SIGN IN

opentext’

9. init.tokenZ7AILMSIE—L=XF I ZETFRALRYIRIZBEYFT 7. SIGN IN]
=0)0ILET .
Fortify Software Security Centertzyk 774 H—F [ZIE. T 7E DEF TE AT T
RIRINFET . Y—/\F%E (BT HI1F R ITDOLTIE, "Fortify Software Security
Center®#] Bl 5% & " N—271&5S B LTSN,

10. H—/\DFREMNEEISET L5, TomcatZB R ELFET

3 Ff=I&. -Dcom. fortify.ssc.forceInit@Javard L arzEx{ E LT, yk
TYIDE T BRI TVT R B THIELTEET

X : Fortify Software Security Center{ > XA ZAHMR 5F E—F TRAYIL TS5
& . "Fortify Software Security CenterhMR 5F E—F TRAVILTL\SEE" R D
AN—UTHRBASNTOSME R K OLNT hEe LTS,

H—N\DRFER B ITT B0, PITDETE—RFIETEEY . ChikY. BT

R OUITEHE T LETH. FHLLWCaTFETShFERA. EMITONTIE, "waTd=E
TO—FFILEBR" RON—FF B LT,
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Fortify Software Security CenterbMR 5f E—k TRAYILTLVSIHE

Fortify Software Security Centerl&. & ¥ (Administration)] Ea—MS R 5F E—FIZ

) UEE Z b B hY("Fortify Software Security Center®{® 5f E—K ~D#& 17" XR— 186

#ZBR). fortify.home\ssc\confTAL k1) Tversion.propertiesh R ’375\1573?75\0

138 & ISR TR CAYET.

Fortify Software Security Center{ > X2 AHMR 5F E—k TRAVILTWSIE & (E.

ROWNTnhER LTS,

« Fortify Software Security CenterE &% & LF Y . $& /R [CDULVTIE. "Fortify Software
Security Center®#]) [A] 5% & " N—2 7125 B LT,

o fortify.home\ssc\confTALILJIZFEEIL . version.properties 771 JLIN T
maintenance.modeZfalselZER ELFET

o RNEBLTULNBSI7AILEfortify.home\ssc\confTaALIRUMNSETTLET .

» This PC » Local Disk (C) » Windows » System32 » config » systemnprofile » fortify » ssc » conf 3

e

Name Date modified Type Size

bak-1556255282008 4/26/202312:34 AM File folder

bak-1559331656372 5/31/2023 2:43 PM File folder

bak-1561657081166 6/27/202312:39 PM  File folder

bak-1574723220403 11/25/2023 19 PM  File folder

bak-upgrade 6/27/202312:15PM  File folder
D app.properties 12/16/2023 3:42 PM PROPERTIES File 2 KB
D datasource.properties 12/16/2023 £:14 PM PROPERTIES File IKB
=] logdjd.xml 11/25/2023 319 PM XML Document 11 KB
D secret.key 4/26/2023 12:23 AM KEY File 1KE
_] temp-app.properties 12/16/2023 5:43 PM PROPERTIES File 1KB
,_1 temp-datascurce.properties 12/16/2023 5:44 PM  PROPERTIES File 1KB
,_1 temp-fortify.license 12/16/2023 5:43 PM  LICENSE File 2KB
= temp-logdjd.axml 12/16/2023 5:42 PM XML Docurnent 11 KB
D version.properties 12/16/2023 £:08 PM  PROPERTIES File 1KBE

i : datasource. propert1es77’f)b&"aJ:U B OT—ER—RI74—)LRIZ(Z.
secret.key 771 UMK F T HE B L SN=IUMUNE EFNTLVET . LI=HHDT,
Fortify Software Security Center{ > RAVR&aE1—2E TH EN 9515 & (&,
T—AR—RT7A T Tl 5 secret . key Z7AINALE BN TELBELHYFET .

VITRTDO— B {F L EB B

] SANDER B TH—/ \ES Aok AT B B H55E & (3. 1—FFHTAET 15—
BEIELT. SDATLARADTARTOA—HIRH LTHLWLWITDETEENICTEE
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9 HY. Fortify Software Security CenterCH# T DU ITIEE T TEFT . Chldk, H—
IO BB ICT—RDBE IR S R EH CDIAZR ILBFT S

Y—NETOITETE—BHEIET5I2E
1. & ¥ & LL TFortify Software Security Center[ZA%5' /2L . OpenTextMAY4 T

& H (Administration) | Z® R LFET .

2. ERAUT. B %E(Configuration)] Z:ERLTH5. f&5F(Maintenance)] Z:&
RLEF

3. {®&5F(Maintenance)] R—T. PadR{TE— K& L9 %(Pause job
execution)] FzvIRVIREAUIZLTH. BREF(SAVE)1#0')9ILFET .
BREZREFELEERIC. U TOLSIAYET.

BEE REDVITNFa—IBHINIOZEMOI. COREERFHESR
LB WESITHENOLET . DITRTE—RFIL LR Fa— 1B HS
NTWBEDITEZT LI B IL-OIL ELREEZERLTHL. —1\%
Dy BT L TSN,

e EITHDITARTOUITERET TEET .

o FNURRIZA—UIEETIH LW ITEITATHF2—(2& RSN, & T Pa
JE 1T7%— B & 1L 95 (Pause jobs execution)] FTvIR VI REA I HE
ETINFET.

o DITETH—BFE L SNF-IEE1—HITE 9 5D/ \F—hFortify
Software Security Center|Z&R ;R ShE T,

opentext- | Fortify Dashboard ~ Applications ~ Reports  Administration

The administrator has paused job scheduling in preparation for system maintenance/shutdown.

Certain functions, such as artifact processing, report generation, data export requests, and so on, will be paused. To configure this setting from the Maintenance page, click here.

4. REIH—N\EREHLI=5. {R5F(Maintenance)] R—JICR-T. PadR{iTE—
i % IE 95 (Pause job execution)] FTvIRwIREADICLTHS. BRE
(SAVE)] #2')vIL%ET .

SRIEH®
"Fortify Software Security CenterD{R =5F E—F ~DF& 17" X—186

Fortify Software Security Content[Z20LYT

Fortify® &n TI&. IL—ILDF Ly R—RZF AL T, 2T A Da—k RX—X[t+Fa7
BO—T1U 2 R §| 8 1558 F ShE 9. Fortify Software Security Contentld.
Fortify Secure Coding Rulepacks (JL—IL/ S\ E XU B A T—ATHE R SNET .

o JL=IL\vIIE, KKENHNT-E FE L FAPID-HND— G EFa7a—T10 7D
AT4ALZRE R L TOET .
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Fortify D724 Y 0IL—)L/ NI DB BE ITE N ENDHRR LIL—IVEE L TEE
9. 12ERE BmEEICEOTE BRE X2 T0AMR Aoz E ALY, 9 TIC
Secure Coding Rulepacks D*} & TIFELVH—R /S\—T1DSATS)OERI a2/ (
IWENT=ZDM DNAFVEFERTE7TV)Vr—23o 53 LIV 2 ELAHYFE
T o DRALI—IVEE BT 575 i IZDULVTIL. [Fortify Static Code Analyzerh X4
LIL—IVH AR 1%5 BB L T=EL (Fortify Static Code Analyzer®! & M4 A—R
[COHEENTULET).

=LV DE B EITDNVTIE, RES B LTS,

« "Fortify 5 # H—/\HhoDIL—)L/ S DEF" T

o "EFRATAAVTUYDA K- R—D192

o "IL—ILs SO DEIBR" R—T192

 "Rulepacksz=IJRR—k ¢ 5" RDR—

o "MEH LDt )T AL TUYN)—ATIR I SNELHR—F O —R/\UR JLEF
FEARLET—AR—ADI—K" R—206

5\ # A2 T—AIZIE. Fortifylfs 35 14 h7IUHHR E H731J(CWE. OWASP Top
10, PCIZE)ANDIVEL T HEE SN TULET

4} Eimetadata. xml 77 JUSE B LB EEH R LFET . Z2OLELE. IL—IL/vyy
NEFECLICTEFH SNA-UNICE R AL EETINFET . ("BFH ZLDtFa)T4
AT —RATRESNBLIR—F O—R N\UR JVEFE A LT —2R—RDY—K
"ANR—206%S B8B). 1-fZL . customexternalmetadata.xmlZ7AILEER L. ZD
T7AIVR THLWIIEL T EE B LT-UBL FF DT vEL T &SR LIZUTEET . &F
SFELDFEARRAEBT7IVr—30 DX )T EE LB MDAV TFATURE
B EREOREEZTYITHIELLTEET . EXa )T ToVER#H 5L
ES COHRZLIFAIVSR B &R ITFEEA T B DHRZLIL—IVEITHhRE L
S ER AR T—R%EE BT 5 3 (CDULVTIE. [Fortify Static Code Analyzerh R4 Ly
=LK ]E5 B LTS,

SN ER AR T—RIVELT DRF—TIL,
fortify.home\Core\config\schemas\externalmetadata.xsdIZHYET .

SER A T—ANE B A EIZDOLTIE. XES B LTS,
o "IREDIVELTELIRTH" R—2193

o HLLYRUEL S DI B R— 194

FBRF OISR ITEENEETY . EFa T TUVETE HI Y
[CEHIHEMNERE SN TOET .

Fortify 88 7 H—/\hoDIL—)L/ NI DFE #i

BRI DIL—ILINVOEFE R THENEE TY . %1 DRulepackhViEE TRk —)L
SINTNAIEFRE R LI-LE & (K. EnEFortify —/\hioAUR—k LET .
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¥ : Fortify® # 9 —/ \AFortify Software Security Center7 0% O # 123515
&%, 20O70+x % A L TRulepackx 5 #7 TEFY . Fortify Software Security
Center A IT#t & SNF-TOXIZEER E 354 i (CDLVTIE. "Fortify Software
Security Centerffi & D7OF> D% E" R— 13025 BB L TS,

i 3T DRulepackz AV iR—b §5I12I1&. ROF B I WLVET .

1. EEEFF=ITEX1)71)—K LEL TFortify Software Security Center|ZB45 /2L
THs. OpenTextOAVAT & E (Administration) ] ## IR LET .

2. ERA2D RRUIESSYE T (Metrics & Tracking)] T, IL—JWiy2
(Rulepacks)] #ZERLET .

3. L—ILswY(Rulepacks)] R—U T, H—/ Vo5 $7(UPDATE FROM
SERVER)] &% )voLET .
Fortify Software Security Center(Z. RulepackDE £ [CR8 3 21EH AR RSh.
FATITEDEDERITITOVTI AR REINET .

4. Fon0—RE#HITT5ICE. DK E9)I9ILET .
B #HM5E T 3% &. Fortify Software Security Center| 24 > 7Rk—bk S f=)L—)LD!)
AR REINFET .

5. CLOSE]|#%2')yoLZE9d .
S RIFH
"J)L—)Ls ST DHEI BR" R DR—D

"0 B DD e F AT AO T Y J—R TR B ENBLR—R S —R UK JLEE B
LI=F—BR—ZDY—K" R—206

"RulepacksZI VA HR—k g 5" F
"LXA)TAAVTIDAUR—R" RDR—D

RulepacksZI VR R—k 9%

W E |26 LT Rulepacksz— A @ Fortify Software Security Center £ X2 A EF
DAVAZUREDM THE LY. H5U\E Fortify Software Security Center SAudit
Workbench&DfE] T EIL U TEET

Rulepacks%. ZNoZx A ih—k 3 51=HIZFE A 350ER L7710 /L4 T 774Uk
BEF(.bin F=lE . xml)BE OTITHVRR—LLET

Rulepack#x IO RXKR—k 951213

1. Fortify Software Security Center| 2% I8 & Ff-ldt¥Xa)7q)—F L TRTA1L
F9.

OpenTextDAYAT. & B (Administration)] 2oL FEF .

2. ERAOD PRIYIES SR (Metrics & Tracking)] T, JL—ILs¥y%
(Rulepacks)] #ZERLFET .
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3. Rulepacks] R—Y T, TV XKR—k 9 BRulepack DF IRy R%EFIZL T
EXPORT]Z&V)yILFEY .

¥ # IR L1=Rulepackl T8 8 D/N\—2 3o b\ 515 & 1E. R EF/\—2av =l
DIVRR—INFET .

S RIEH
"EXATFAALTIIDIUR—" T
"JL—IL NI DEIBR" T

X )T TIIDAR—k

t ¥ a!)743> T2 Y(Fortify Custom Rules Editorz{% i L T1E B S F=hRR L
Rulepack. i 3§ TYEL T 774 Ib. hARLIVEL T IT7AIVIEE) A R—k LT,
Fortify Static Code Analyzerd & UFortify Audit WorkbenchTf Fl TEE T,

X ATAATOVEAR—E T BITEL. ROFIBIZHELET
1. Fortify Software Security Center[Z& I8 & Ff-(Xt¥a )T« )—F L TRT AL
F9.
OpenTextDAYAT. & B (Administration)] #2')vJL %9 .

2. ERAVD PphUSHESSYEL Y (Metrics & Tracking)] T, IL—ILiSys
(Rulepacks)] #:ZRLFET .

3. Rulepacks] *—>T. [MPORT]Z#ZERLZET.
4. [MPORT RULEPACK] #4704y XT. #ADD FILES]%%vIL%ET .
5. File Upload] #4 7RSI HRYIRT. 7vIA—R§TE5T771IU B EL TEIRLET .

FE LR LI-RVEL T EE TFPRI7AIVETYIE—F L. ZDTVEL T HH—/NIC
FELELME & | Fortify Software Security Center| 2L M &£ AR RS FE
EE

S RIER

"Rulepacksz IV R R—k 975" Bl DR—

"IL—ILI NI DEIBR" T

IL—ILs X DE B

™ LYL—)Ls 9914, Fortify Software Security CentermisH| Br TEFET .

=IO ZEIBR T BIZIE. RDFIEEZETLES .

1. Fortify Software Security Center[Z& ¥ & /-3t ¥ )70 )—FéLTRTIL
EXE

OpenText™ Fortify Software Security Center (23.2.0)



aA—HHAK
FTEZ: BEMDAAN—)LEEERRY

OpenTextDAYZT. & B (Administration)] &2 voLET .

2. ERAUD PRUSIESSYEL S (Metrics & Tracking)] T IL—ILrvyd
(Rulepacks)] #ZERLET .

3. Rulepacks] R—2 T, HIBR T 2IL—IL/ SO DF IR vI R%EF 2L T
DELETE]Z2'vIL%Ed .

Fortify Software Security CenterlZ. ZFIRLTIL—IL/ N DREIREHEE T 54y
E—UARRIN, DRATLAIEH DN—230 D=Ly IHBEENTNDS &
(Fs ZEDIL—ILI VI8 FENET ANTON—UauhEIBRSNET .

4. OKIZEDI)ILET

Fortify Software Security Center|Z. Hll Bk ABL Th L =5 HE B AvE—U MR R
SNFY .

5. HIFRICKERLT=15 & (X, Mmore]&')vILT DETAILS] o1k VZERE. K&
DRE=HEELET .

S RiTH

"Rulepacksx IHRAR—k ¢ 5" R—191
"EXA)TAALTYDAR—R" T DR

"Fortify 5 #7 H—/ \DoDIL—IL SO DFE "' R—2190

WMAEDIVELTEIERT S

Fortify Software Security Center H'9} 8§ A3 T—2 TR 35 vELJEIL AR L 1=V,
FLOWIVELTEERLIYTEET . ThEaT55 &1 ROIEEZFEITE VT
AW

o FHLLWTUELTDEMIZTATEFET .
s BFEDIIELIELEETHLEITEFEA-
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RMAEDIVEJEIERTDICE. ROBXEFERALET.

<ExternallistExtension>
<ExternalListID>
F2FASTEA-5ARA-4DDE-90A5-480BE65CETET
</ExternallistID>
<ExternalCategoryDefinition>
<Name>APP100 CAT I</Name>
<Description>
Description for APP100 CAT I.
</Description>
<0OrderingInfo>1</0OrderingInfo>
</ExternalCategoryDefinition>
<Mapping>
<InternalCategory>
Poor Style: Identifier Contains Dollar Symbol ($)
</InternalCategory>
<ExternalCategory>APP100 CAT I</ExternalCategory>
</Mapping>
</ExternallistExtension>

BE vwwELSI74 V& 5k LT=1£ [Z. Fortify Software Security Center~7v
A—F 32 ELIHBYFET . FIBICOWTIE, "X 70227 YDAR—k"
R—=U192%5 B LTS,

i3k LI=wwE I EE OFPRO7AIVETYIO—R L. ZORVEL T HH—/NITFE
7£ L% M5 & . Fortify Software Security Center|ZAL 3 Z & MR REhE T

ZRIE®

"HLWLWIES T DER" T

"Fortify Software Security Content[ZDL\T" R—,189

HFLLIEL S DIE AL

R DEII<Externallist>ZfF FA LT, custom_metadata.xml 77/ ILEVE KL TEET -
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<Externallist>
<0rderingInfo>l</OrderingInfo>
<ExternallListID>
F2FASTEA-5BEB-4DDE-90A5-480BEGSCETET
</ExternalListID>
<Name>My Custom Mapping</Name>
<Shortcut>MCM</Shortcut>
<Description>My Custom Mapping description</Description>
<Group>MCM</Group>
<ExternalCategoryDefinition>
<Name>Custom Mapping CAT 1l</Name>
<Description>
Description for Custom Mapping CAT 1
</Description>
<OrderingInfo>1</OrderingInfo>
</ExternalCategorybDefinition>
<Mapping:>
<InternalCategory>SQL Injection</InternalCategory>
<ExternalCategory>Custom Mapping CAT 1
</ExternalCategory>
</Mapping>
</ExternalList>

BE hRALIIEV T 77/ IVEIE K LT-#& . FhZFortify Software Security
CenterlZ7v7O—F 32 EABHYET . FIBIZOWLTIE, "2Fa)T74a07YD
A UR—k" R—192% 58 BB L TEALY.

HARRLIVE LT EE CFPRI7AIVETYTO—R L. ZDIVEL T H—/NITF &
L% L5 & . Fortify Software Security Center| 2L I DZ & AR RSN FET .

SREH
"R OIELTEIR R T B X—U193
"Fortify Software Security Content/ZDL\T" XR—,189
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Ve s AV WAV.S
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%)

22.2.x>232x(E
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I8 £ MFortify Software Security Center/\— a3V & i/ \—CaVICE E 7Y L—
R TELZLME & &, /\—2 3 E F DFortify Software Security Centerk a4k T,
LLRT OVY—R(FITE 7T DV)—R)IZ7VTITL—R 54 E 7R LTS,

E = Fortify Software Security Center CFull ScanCentral SASTES & D# Bt %1
FA 9 5IZI&. ScanCentral Controller&8 KUt HHE Fr SN TV B HHYE
. B ANPVIODNRBERE S X BB F O YEER TEFET. BBHFED
ScanCentral 7247k 1%, # 8 DFIREL TER TESEFT .

ScanCentral Dt HEOTA TN ET7VTTL—K 3580 HLUFortify Software
Security Centerty—/\&7v7%'L—K 3 %A <. ScanCentral Controller& 774
L—R 92 EAHYET . ScanCentralavic—R b Z 7 VTS L—K 355k
DU\TIE. [ OpenText™ Fortify ScanCentral DA > X~ —/)L. 58 E » BLOER T
Fl%&% BB L TS0,
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829 B

1 Tomcaty—/\&#E 1L LFET .

2 SSCT#ILFESSC WART7A )Lz <tomcat>/webapps T4 LIk UhNS
AIBRLEFT

4 # LLWART7A L& <tomcat > /webapps TAL Ik JIZaE—LFET .

5 Tomcat—/ &R B LFT .

6 TS5 %BA % . Fortify Software Security Center®URL%ZA 7L T.

#) 81 1& E—K TFortify Software Security CenterZ#2 81 LET ("7
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Security Center®DfR 5F E—F ~DF 17" X—186% 5 R)IZDH. EEFZITH
ERTEET.

1. Tomcatt—/\ZFT LUV \— 3> DFortify Software Security Center WARZ 71 JL
FERLR . 7501 K % E. Fortify Software Security Centertt—/\M
URLZA ALZFET.

* ADMINISTRATORS

3

Fortify

Software Security Center

SSCis currently undergoing maintenance

opentext’

2. <fortify.home>/<app_context>TALIRVIZFEEL . init.token77AILERHEE
ER
3. init.tokenZ7AILDAN B LY )yITHR—FITIE—LFT.

4. Fortify Software Security CenterlE @ D% L & T. ADMINISTRATORS] %%
JyIoLET .
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B

Fortify

Software Security Center Setup

the README file distributed with

o How do | get this token?

SIGN IN

opentext-

5. init.tokenZ7AILMSIE—LI=XF 5| % | F4—IILRIZBRYS 1. BrA1oM>
(SIGN IN) 1 £51sLET .

6. Fortify Software Security Centertzyk 774 —K D & E
(CONFIGURATION)] #7=I% £7& E(CORE SETTINGS)] OF JIE CIR1E &%
EEEBTI2LENDHDE A L. "Fortify Software Security Center®#]] [8] 5% & "
R—TTNIRBEBINTUVSFIBIH >TER TEFT .

7. F—HA—Z4yh 7yF(DATABASE SETUP)] RTYFIETEET A
(NEXT)1&#0)voL%ET .

8. DATABASE SETUPRTYIT. RDFIBEZETLET

a. DATABASE TYPE]/Rw“XT. Fortify Software Security Center7—2~—
RAATIT— BT A1 TEERLET .

b. DATABASE USERNAME]/Rv2XIZ. Fortify Software Security Center7—
AR—ZADA—HEZEA A LET. FHMITOLTIK, "T—IXN—R1—FT7HDw
FER" N—2U6125 B LT,

c. DATABASE PASSWORD] w2 XIZ. Fortify Software Security Center
T—RAR—ZRDINRAT—REAHLFET.

d. JDBC URL]RvZXIZ. Fortify Software Security Center7—2~X—XMURL
ZANLFET.

ZE IDBCURLIADT—IR—REZ (KX FENXFEE D).
Fortify Software Security Center7—3~N—X & EE £ IT— B L TLS
ELhHYFET
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#X: MariaDB JDBCFK 547\, MySQLT—2R—XH—/\~D#% #i | F
SNFET. $RTDIDBC URL/NTA—RTIE, MariaDBR 51/ W& X %{E A
TOAMENHYFT .

IE LB & /\5A—218 XX DOl

jdbc:mysql://<host>:3306/<database_
name>?sessionVariables=collation_connection=<collation_name>
(7/¥ZA—%AconnectionCollation=<collation_name>%
sessionVariables=collation_connection=<collation _name>TE = %

TLZELY),

e. T—AR—ZADEHETAFT5I2IL. TEST CONNECTION] £4UvsLE
-a—

B TANZKRB LIS & (& ssc.log77MIL
(<fortify.home>/<appcontext>/logsTAL UM NEFvIL TR EAZEFELE
ER

f. BEAR DI LIzEtob TYT O F—RAVRLE-R . BRI UTE S
e ~Z&t#A#. DOWNLOAD SCRIPT]&7')vILFY .

g. ssc-migration.sqlAZVTrZRFLTETLET . (FIBIZDLVTIE. "Fortify
Software Security Center7—2N—XT—J )LE IV RF—TIIDNT"' R—Y
68%% B L TI=ZELY).

FE VAT —AN—ZADYA XZESTIE T—ERATL—2avDE T IS
85 [ AD5im & BHYFET .

9. ssc-migration.sqlRAVUThZEEFTLI=#E . NEXT]ZVvILET .
10. DATABASE SEEDINGRTYIT . RDEEEEITLET .

a. ERA2T. BROWSE]%#{#E L TFOERY—R /UK )LzipZ74 IVER DIt
TEIRL. SEED DATABASE|%%'JvoLET .

b. BROWSE]Z#E HLT. LIR—;>—K /UK Lzipo7/ IVER DIFTEIR L.
SEED DATABASE | Z%4')vILEd .

c. (#F>3>) BROWSE] % FA L TPCIE AR —F /UK JLzip774 )VER DIt
T#EIRL. BEED DATABASE]Z7')vIL%EY .

11. NEXT]&#9UvoLET

12.  FINISH]Z2vILET

13. Tomcat—\E=EBEREFHLET.
EVh R TIRIEEREZEE 3504 ENHDLHI5 & I&. Fortify Software Security
Centerz R SF E—RICAN. BELEFEZMMZAFT . Fortify Software Security

Center R 5F T—F 2955 & 12DV TIE. IR—2 DI "Fortify Software Security
CenterDfR 5F E—F ~DFE 17" R—2186%5 BB L TZELY.

S RIFH ) ‘
"Fortify Software Security Center®#)) [8] 5% E " R—2 71
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Fortify Audit Workbenchh i MF ortify Static Code
Analyzer® 77T L—K

Fortify Audit Workbench®a—4X. Fortify Audit Workbench1—HA 27— M5
# LU A—2 3> DFortify Static Code Analyzerds & UFortify 7 1 EY—)Lod{E F 7T &
M EFVITEET . AR —ILENTWNSN—D 30 KYFT LLVA—2 30 hME B ol &k
IS & (X, A—FDBFDN—230F A0 0—K L. O—HIA D REVRETYTITL—K
TEFET . Ff=. Fortify Audit Workbench®1—HI%. #2 8 B [ZET LUV \—2 308
B IZF vy, For0—K | BEUAV AL —ILEN S &S5(ZFortify Audit Workbench%
HRETHLELTEET.

C D RE % Autoify Audit Workbench®@a—+d] I+128 21129 %(2I%. & %) [ZFortify
Software Security Center%E I & H\Fortify Software Security Center/R Xk 2>
Ea—3TEB7YIIL—FBEERETILENHYET.

Fortify Audit Workbench/hsFortify Static Code AnalyzerS KU B & 95 Y—ILETY
THL—KR 354 %1220 TIE. [ OpenText™ Fortify Audit Workbencha—+4 1 R 1%
S B L TSN,

SREK

"Fortify Static Code Analyzerd & UFortify D7 71 )&Y—)LDAudit Workbench/mis D
TYIIL—REFEHILTE" T

Fortify Static Code Analyzerd & UFortify D7 71)&Y—)LMDAudit
Workbenchhs®D 7y L—R &8 1L 95

# LU Fortify Static Code Analyzerd & UFortify D7 7)) &V—ILDA 2 Ak —5%Audit
Workbench—HMW 775 L—K T A TEAHKIIZF 52

1. Fortify Software Security CentersfiR Xk T. <ssc_install_dir>/WEB-INF/internal
[ZFEL. THFRAF I T2 TsecurityContext . xml 77 ILEFREET .

2. ROTZERDFT. IAUMERLET

<!-- <security:intercept-url pattern="/update-site/**"
access="PERM_ANONYMOUS"/> -->

3. securityContext.xml Z7MIERFLTHALET.

4. Fortify SCAZEf=IFFortify Apps_and_Toolsf > Ak —Z774 L& <ssc_install_
dir>/webapps/ssc/update-site/installersT4L M JIZaE—LET .

5. WDESIZLT. <ssc_install_dir>/webapps/ssc/update-site/installersT4
LORIIC. B#H 53 G Dupdate.xml fileZFERLET .

a. Static Code Analyzer®®E #1 &8 #h (23 5(21E. ROXMLO—FZEHLET .

<installerInformation> <versionId>####</versionId> <version>#i#.##</version>
<platformFileList> <platformFile> <filename>Fortify_SCA_<version>_windows_
x64.exe</filename> <platform>windows-x64</platform> </platformFile>
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<platformFile> <filename>Fortify_SCA <version>_linux_x64.run</filename>
<platform>linux-x64</platform> </platformFile> <platformFile>
<filename>Fortify SCA_<version>_osx_x64.app.zip</filename>
<platform>osx</platform> </platformFile> </platformFileList>
<downloadLocationList> <downloadLocation> <url>http://localhost:8080/update-
site/installers/</url> </downloadlLocation> </downloadlLocationlList>
</installerInformation>

b. Fortify77)/r—3>&V—ILOE #HE&H 9512 ROXMLO—F Z1{E A
L Tupdate.xm1 77/ ILVEE L LET .

<installerInformation> <versionId>####</versionId> <version>#i#.##</version>
<platformFileList> <platformFile> <filename>Fortify_ Apps_Tools <version>_
windows_x64.exe</filename> <platform>windows-x64</platform> </platformFile>
<platformFile> <filename>Fortify_Apps_Tools_<version>_linux_
x64.run</filename> <platform>linux-x64</platform> </platformFile>
<platformFile> <filename>Fortify_Apps_Tools_<version>_osx_
x64.app.zip</filename> <platform>osx</platform> </platformFile>
</platformFileList> <downloadlLocationList> <downloadLocation>
<url>http://localhost:8080/update-site/installers/</url> </downloadlLocation>
</downloadLocationList> </installerInformation>

6. Tomcath—/\EZHEEELET.

A T, Audit Workbench®1—H(&. #r LUV \—2 3> DFortify Static Code Analyzer
BEUFortify 7 T)r—230 &Y—)VERE R LTIV AR —ILTESLIITGYFELT=.

¥ BE7YIIL—R# e (Z(E A St BBitRock InstallBuildery—)UE. 12®M
Windows?%J D#%EHR—k LET . B4 5/3—230DWindowsh$Hhdi5 & 1&. £
NEDN—23UN TR G TR E IT7AIHDLETY . B DKRE I7MIVEER T
B iEIZDULNTIZ. <ssc_install_dir>/update-site/installersT4L Ik JIZH
% readme.txt 77 ILVES B L TSN,

Fortify Audit Assistant®s% & OFE #

Fortify Software Security Center{ > Xk —)L&/\—23223 2.0 B (T7YTIL—KL
=1 . Fortify Audit Assistant 23.2.0LA[& TEN{E T HKLIIEZRE T AL ELIHYFET .
Fortify Audit Assistant/&. 5 21 X (G2)F Bl TP U hNE Il SN TEY. Fortify
Software Security Center 23.2.0LL £ TE A §51=HI2H E T

Fortify Audit Assistant~®MFortify Software Security Centert #i # 5 #1 35213

1. G2F AR —Z1DLL LR LET . FEMICOLTIE, "F AR —DEE"
N—U372%5 LT &L,

A%E: Fortify Audit Assistant 23.2.0&YRT D/ \—2 30 THE B SN =T Bl 7R
o—I&fE F TEFEHA. Fortify Software Security Centerz/\—3223.2.0L4
L IZ7YTIL—F3%E F1H AR (GRS —IEE B TEaBYET . Thi
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F7VITIL—R R ICHIREINET . G2IUP U TEETAFH LUV BIARUS—
T DR ENHYET

2. OpenTextDAY5T. & B (Administration)]Z2')voL %3 .
3. ERAT. B&E(Configuration)]%%')v2LT. Audit Assistant] #2')v7L %
EE

Audit Assistant] R—U AR RENFT .

4. PAudit AssistantZ# %1 1293 (Enable Audit Assistant) ] FvoR v %412
LFEI.

5. KU —DE $7 (Refresh Policies)] R22 %0 )voL . SR EEZFRELET .

Audit Assistanth 1IE L<E% E =15 E.  Audit AssistantD7R!) S —DE #
(AUDIT ASSISTANT REFRESH POLICIES)] 21K ohF kSt [ B #HITRL
Ih L E£L f=(Refresh was successful) | EL VDA vE—U AT/ R ENFET . T,
SSCOFTARTOF HR)—m—ELFES. OKIEVIVILET .

6. FIAILk DF Bl —(Default prediction policy) ] Ry X T. TI4ILk ELT
FERTLIRIC—ZEBIRLES . FRIRI—ZET7ITVr—30 3 —230(2E| Y H
rgutz— . CTERLET IV DMERShET. RF(SAVE)1 VoL
E3 a8

7. (AF2aNTIVT—2a0nN\—Da L RLTT BRI —%& E TEDLIITTBIC
X, BT DTFIVr—303—2300OR)—%H 3129 %(Enable specific
application version policies) ] FTv RV REAUIZLET .

8. (A7 av)Fno /N Mk B & O & [TFortify Audit AssistantTF Bl = B 8l
B8 B 951215, B 5% ifl%EH #1293 %(Enable auto-prediction)] Fxv%
RYOREAVIZLET .

9. (AT av)Fortify Audit Assistant TF AIHEZHRALATIZE B1HI I15E A 951
(X. B 8hi# %% %2129 %(Enable auto-apply)] FTvoRwIREAUIZLET .

R YINTA o ADE FH

FortifyDZ5A €V RI74 IVERR G T35 35 (2D TIE. KFaAU [ OpenText™ Fortify
VIR DT RTLEMHIN R AN ES B LTI,

AR YU NI OI=FE R SA Vo RAEE H 9523

1. Tomcaty—/\&E IELET .

2. AorO—k Lizfortify.license 7L JV&<fortify.home>T 4L I JIZELE LFE
EE

3. Tomcath—/\ZH £ e LET.

FHRASEL)—RENDEFA)TaALTIY

OpenText Fortify Tl&. LWV EF )T T vEL Yo O0—R TEB L3155 E.
A—HISERMLET . ChoDE HIZE. Rulepackdst & A9 T—AMNE FNET . &
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s B SN —RAURIVEETIHE ELHYET -

BEE BHININEBBAIT—EI7MIUIAL LIR—TAU DMK FETHIED T~
DEBHIE ENDGE S HHYET . EF SNt Fa)T4a TUVIH LLOLKR—
F—RNUR DB ENDIE S (X LR—FEE T T ARNCIL—ILERIELJER
# LTSN,

SHRIRE

"Fortify Software Security Center7—2~R—AMN—R AL (2T R—I68
"Fortify Software Security Content/Z2L\T" RX—189

"Fortify 8 #7 H—/ \hioDIL—ILs Sy DE i " R—190

FHIEOEX )T AV TOY)) A TR E SN ESLR—~ o —k /Y
FIVEE R LI-T—3X—RD>—F

OpenText Fortify Tl # LWL\ EFXa T4 T VEF OV A—k TES LIS L.
A—HFISERLES . COEFHINFATUVITHT LD —R A\UR LAYE FNdNED
MERERR T HICIE. BAIR a4 DR H LT OpenText™ Security Fortify Premium
Content| DT Z#HERLET . COEILAVITUL. FHLWLW—RNAURIILDOEFEZEICEE TS
BHROAEFENTOET . FILLWO—RNURILBEFATOSE S (X TEFERALT
T—AR—REBV—R TEFT . V=R /N\URIIET—AEAR—AD—F B OFEMIZD
LTI, "Fortify Software Security Center7—32~RX—ZXDY—R AL E [2TDLVT" R—I68
5 B L TSN,

FTAR—REVFUEYEHE HILWTITVr—S a3\ —2au OE L
& LR—h a0 BEUFPRUE O30 ME T ATAVIEINET .

I SEDEXAITAALTUYI—RDD, T—AR—RILR—k S —R /SR LE

O—k9BICE. RDOFIE IR LET .

1. ROKIIZ BFSNI-Fa )T 7oV 3o00—kLETS.
a. hRAIHHR—k R—2 )Y hitps://www.microfocus.com/support) |25 AL E

ElE

b. £ ®D% . PREMIUM CONTENT]%#:ZE{RLZET .
c. 51T FORTIFY EXCHANGE]Z:&RLZET
d. XFOLIR—bFI—RNURLEBRLTEIOOO—FLET,

2. O—RNURIIZIPOFAILDRN B ZHELFET

E RALT Configuration]%##E R L. Seed Bundles]#ERLET -

4. $SeedBundles] X—>T. BROWSE]#%')v2L. ReportBundle.zipZ7A U
BEBLTERLES.

5. SEED BUNDLES]%Z7')vJL%FY .

w
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244K
% 8 : Fortify Software Security Center@ 7745 L—K

Fortify Software Security Center(&. /3> F JLOT7YTO—R AL T Lfz&50 5854y
t—VFRTLET.

BRER
"Fortify Software Security Center7—2~_—XMD—K AL [ZDLVT" X—68
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R ME TlE. Fortify Software Security Center®f$ LA\ A [ZDWNVTERBALET S
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26 9E : Fortify Software Security CenterD{&
H

Fortify Software Security Centerld. YV Ik 7R FE A7V A VILEKITHI=>T. 7
T)r—2a0 TEFa T/ BB BN IR T 5 EDHEEZIRIEE 507
IHR—RXDE T . X )T4F—LERFE F—LAHMH 71 LT, Fortify Static Code
Analyzer. Fortify ScanCentral DAST. Fortify ScanCentral SAST. Fortify
Weblnspect. B&XUVH—R /\—FT1DY—ILTHE [ZBEE 5T 2L/ D51
fﬁiﬁ MofE A TEDLIITTHILET. X T L DR EZED R TIEFE IR R TER

OO avTHRBATEHNEYD:

Fortify Software Security Center®a Ly BZ ZN [ZDUNT o, 209
TR A T A E I T 00— 210
A—H TR ET TR 211
Active Directory/LDAP DR & ..o 211
#) HTDFortify Software Security Center~®OJ A .. 211
Fortify Software Security Center~M7 U AMEDER ... 212

I R = D B 214
BERTE: VATLERETT)r—30\—230f 216
Fortify Software Security Center2w a7R—R [ZDUNT ..., 217
[Ssue Stats ] AR—0 217
T—REARREYVMETFAIAIIVRAR—NTSD 220
Fortify Software Security Center APIF Fa AU ADTILR ... 223
Fortify Software Security Center®¥—R—F 7Rk F—DFRT= ... 224

Fortify Software Security Center®h 10y 4 & E| (DT

Fortify Software Security CenterTl&. E¥a T4 HfERZINE . BE A 1+, &
E. BLUTIRR—+ 515 #12 # LE T . Fortify Software Security Centert—/\
TR ROBATICEESN. BT B, UTIWEALRHGE, SFEESFit
Xa)TATITAETADREREZ ITRYFET .

Fortify Software Security Center(d. XX O gt #H7R—bk 35 &35 EF SN TLVET

c BFOMRBEDIN—ARSIUEHEL. BENETD
o HLWESEENEASNEDENS
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s MFEDMHHEELEIEL. A—RSA1UETIT5
o A FHAAMELUN B OEXLIT(HEREETFIEHEITTH

Fortify Software Security Center(d. ## R TR DL E B 2E Z5=HOITBELFE
EE

s BNET7IVr—230 X2 )T4TS50TARDIR A ER £ T AITITESL =KD
e ARF—LIZFIL AR BELGFE R EF/ DHITITESL oLV

o FIVr—auF—LHEF—LB A TAETDH. A=vk ELTRIE T 5D

s REIMLHBERZEBH IH2EESLIzoLLD

¥ )T EET—oTo0—

R DOE . Fortify Software Security Centerid Dt¥ 1748 B O ADR NETR
LTLET.

Fortify Application Security Solutions

On premises, on demand and in hybrid mode

Static Analysis—SCA Dynamic Analysis—Weblnspect &
eDAST
A )
> (<]
~ € —EJ s = .
— [ --] ) =
= e —
— oo Q — Hackers
Source Code Static AnalysisVia Build D gin B pctuz] attacks
Mgt. System ntegration QA or Production

Vulnerability Management

—)
Remediation — Q Application
Vu :;::: 5:
Comr n and

DE Plug-ins [Eclipse, FortifyanDemand  SoftwareSecurityCenter fects, Metrics and Lifecycle
udio, et 5 Us

Normalization

lio, etc.)

~—{ O [l

r offshore)

Ris
Vulnerability
Dstabase
Correlation N .
Developm Project
and Ma ment
Stake ers

ThreatIntelligence Rules Management

@ Audit Analytics

B F—LIFREFVYUEE T IR, Bt G H & Y—/ \DoE H i ITR v
B #Fortify Software Security Center|5%{E LE T .

TXa)T4F—LIE. BRI ETE OE # #9752 88 B ZFortify Software Security Center(Z
EELET.

Fortify Software Security Centerl&E fdl Z M+ TARAEvU S R LaE s R =48 B (2R
E AT+, FBERL . Audit Workbench. &f=I&Fortify Plugin for Eclipse. Fortify
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Extension for Visual StudioZ i EFDIDET S 1 B L CHEE MEHREF A TED L
SIZLET

F1=. ALM. Jira. Azure DevOps Server. BugzillaZz EDOR [fa b 5v¥2 5 AT LIRS
BETvad5IEETEET.

A—HTFTHOUNETIER

Fortify Software Security CenterTl&. R M2 DMFREE A i& HMYR—k SN TULVET .

o AUBATI—ARA T SNI-0—h/LA—FT7hok

o 1Z ¥ D1 % 5B AL (2R E {1 (T5hf-Active Directory/LDAP 77k (Active
Directory/LDAP®D#t & Tl JIL—TE=(FE A IZ&D1—HE| YL THYR—F &
nTLET)

"Dt avTHRBAITEHNEYY:

Active Directory/LDAP O B ..o, 211
#] HTDFortify Software Security Center~MOS A2 ... 211
Fortify Software Security Center~®M7VAMEDER ... 212
IN R =R D) B 214
BRIBRE: VATLEERETT)Vr—23 =230/ 216

Active Directory/LDAPD#f &

Active Directory/LDAP Ot & =&Y Fortify Software Security Center TILEE 77 D1k
EFERBRICEDVTI—YERIATEET . F=. JIL—TRIF=EE P9 5 DE Y

%L TIZ&KY. Fortify Software Security Center CBE 7 D2 aA F—/)—/\—TAER%F|
RATEES. JIL—TI125 md 5% LWL a—H(d. B E#IZFortify Software Security
CenterlZ7 V2R TEFET . JIL—TxEENDZI—HIL. BEIMITTIEREXRVET.

Fortify Software Security Centerz & B 9 51 —HI&. 41> Xt —JLEFIZ. Active
Directory/LDAPD#i & %% & 375 B h\HYET . # M ISDLVTIE. "LDAPH—/ D
EHE"R—U10975 B LTS,

S RmH

"LDAPI T4 T/4DE Fx" R—120

"Fortify Software Security CenterD1—47ho Uk B EB" R—225

¥ HTDF ortify Software Security Center~®O45 (>

Fortify Software Security Center|=A%' 124 %I<[&. Fortify Software Security Center

EEENSAVRIVADURL, 1—H4E . BEUNRT—RZAFTILELBYE
ER

#) & TFortify Software Security Center([ZA%5 (>3 5(Z1E:
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1. Fortify Software Security Center1— A2 Jx—AD& #/\—TaVITHERIZT
DERT BIZIE. WebT 0¥ DFv 2% 0 T7LET .

2. WebTSHT. X DXS5IZFortify Software Security Center{/ > X2 ADURL%
AALFET,

o EFAFHTTPTOL 2)VERE A 95 &51ZFortify Software Security Centerh¥a
ESINTLDIGEE [E. ROURLEA ILFET.

https://<host_1ip>:<port>/ssc/
ZZTport>lE. Tomcat—/\HhME A §TH5R—+FEESE#RLFET.
o LXATAREINTUAEVHTTPTOR a)LEE B 35 &51ZFortify Software

Security Centerhi& E SN TLVSE & (X R LFEA). RODURLZA ALFE
ElE

http://<host_1ip>:<port>/ssc/
" T<port>lE. Tomcat—/\HhME A TH5R—+FESE=RLET.

3. Username] LU Password] Ry RIZ. BB E M S ZON-ERIBEHREA
HLFET.

4. LOGIN]Z=II)vILET

5. Fortify Software Security CenterG/A\XT—F DZE B K 570 Th R RSN

BB E & NRO—FEEFELFET. FIBITONTIE, "/SAT—FDEFE" R—2
214% S B L TSN,
Fortify Software Security Center~M7 7+ X DE 3K

F1=Fortify Software Security Center—H7h Uk & >TULVEWME &« F=da—
YR EIINRAT—REENGE (X AT R—U ST RIVREE R TEET

Fortify Software Security Center~®7YtAFE K 3 521X, RDF B IZHE LVET .

1. WebJSHT. Fortify Software Security Center{f > A2 ANDURLEZA A1LE
9.
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3

Fortify

Software Security Center

Username

Password

Can't access or need an account?

SIGN IN

opentext"

2. Fortify Software Security CenterE & DT &8 (ZHD PIRATEG LD, PHOY
k A% B T9H? (Can't access or need an account?)] Vo0& )L ET .

X : DY Y1, Fortify Software Security Center® I & HNE F A — /LB X%
AL TCWBIEEICOAER TEET . ("EFA—ILT7 7 EH & E DX
E"AR—2100F5 B LTEELY).
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e

Contact Administrator

Please fill out the defails of your administrative request

First Name

Last Name

Email

Application Version

Notes

SEND

CANCEL

opentext-

3. BELEHRZEZANL. BEIE(SEND)ZVIILFET.

Fortify Software Security CentermisFortify Software Security Centers ¥ 3 (ZE 3R
MNEFESINFET.

INAT—FDEE

ROFIETIE INAT—RELE B ITEHEICTDOVTHBALES . O—HILTHIOUREFE
HALTA A LTSI A DH . INRT—REE B TEFT .
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INRT)—REZEBETBITE. ROFIBFRITLET .
1. Fortify Software Security Center[CAZ /2L ET .

—

Hotkeys

Preferences...

Change Password @

Logout

2. OpenTextAYA DA Il [ZHBH1—TOT7AIVTA(AVEI IvIL. IRRAT—RE
H]ZERLET.

Change Password

b\cl Password

New Password
Confirm New Password

Password Strength

-~

The SAVE button is enabled only after you type a new password that does not include
your username or common phrases (names, movie or song titles, dates, or number or
letter sequences). A combination of three or four unrelated words like
"myredhorsedance” can work well. After your password is evaluated as Strong, you can

save it, and then log in.

CANCEL

[XRXJ—K % & (Change Password)] #4 7AJ Ry AD {RTF(Save)] K2
(F. 1—H8 HP— AR B TIL—X(4 BT« BRE PZE B O IL. B+, T35
FOXFOO—oR)EEFEVEAGEHLLWARD—RZEA LR IZOAE
7z YET . myredhorsedance | D&IHIEE B R G B EEE3IM4 D A& ot
THEATDE SFHEELTT . /SRT—K 58 H THHEE M SNDBE /ART—
FEREELTHOATAUTEET .

3. WULWVSRD—FZA DL FHILLWVIRT—RZA ALT. HLULWVARD—R#FEZRL
9.

4. NRAT—R D EHNFBRSINDIGEE L. Bave]l V' )vILET .
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BEBESTE: VATLERETIT )V — 32— 3/
DRATLEERDIFE . BEUVTTVr—a0n\—2a B DR B R EATEET,
DRATLERDETEZEZTHIZIE. ROFIEIZHFWNET .

— - o

Hotkeys

Preferences..
Change Password

Logout

1. OpenTextAYEDA I 1ZHEH1—FTOT7AILTAAAEI )L THL. B
% 7 (Preferences) | & R L7 .

PREFERENCES *

System-wide Preferences

Receive email alerts from Software Security Cenfer
[ Disable hotkeys

O Turn on enhanced accessibility features

Date format MM/DD/YYYY L Time formar 12 Hour AM/PM W'

Preferences for all application versions (To override these settings for a specific
application version, go to the Profile page for that application version)

O Show suppressed issues
O show removed issues
O show hidden issues

Use shart filenames @

2. VATLEKISERTAEERTETICL. BE % T (PREFERENCES)] 4
ATATRYIRD PRTLZ & O] 5 & 5 (System-wide Preferences)] T. &
DIREEETLES .
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a. BIEITEMICT I EEDFVIRVIREFUICLET .

b. T74/)Lk OMM/DD/YYYY B i Z74—< vk TIEALYYYY/MMDD B {4 74—
Uk FiE A AIZIE. nE B 74—y (Date format)] JR HoEIR L
F7.

c. T4k D128 B AM/IPM 74— vk Tld <248 8l 74—< vk @ B 9512
. ThE B 74—k (Time format)] VAR hoZERLET .

3. IRTCOFTIVT—2auN\—2aV DIRE R TEERTE THI2E. ROFNEIZHELVE
ERp
F B FEOTIVr—3 o\ —3 DNV TINEDR EE LEZEEZT (2. #
D7 T)r—30nN—230® P )r— 3270774 ) APPLICATION
PROFILE)| #4705 Ry RIZFEENLFET .

a. AUDITIR—U DR EIRN N IE SN EEE H5IZE. Show
suppressed issues] FTyIRVIREERLET .

b. AUDIT]R—UIZHIBRSNI-FIE%E HBIZIL. Bhow removed issues]
FVIRVIREEIRLET .

c. AUDITIR—CIBLRIEZEE HAIZIE. Show hidden issues] Foyoiy
DRAEERLET

d. AUDIT]R—C DR REIARNZE WI7 LA EFR =T 5HIZIE. Use short file
names | FTy IRV IREAVIZLET .

4. BAVE|Z=7')vILZFET .

Fortify Software Security Center?ws 27:8—K [ZDULVT

Fortify Software Security Center[CA5 (4> %&. FORRTES 7 )r— 30—
2356 M ICES TR K DEDRRYRYERBEHDDT—EADT Y 2 R—K (2R
RINFET.

Dt avTHRBATEHNEYY:

[SSUE StatS ] R0 217
T—REHRRYVMETFANATIIRAR—NTSD 220
Fortify Software Security Center APIF Fa AR ADTIER . 223
Fortify Software Security Center®¥—HR—F 7Rvk F—DFRTFR ... 224

[ssue Stats] R—

Fortify Software Security Center[Z& #] [CRJ 42§ %&, Ay aRi—k D [SSUE
STATS] R—U MR TR REINFET . COR—DIZE, FOERTER T I )r— 3y
N=23 O BICATAMBRRNAR IINETS . COBFHRICIE. 7T)r—a30D
HELHEE I ELB RIS FTNET . [E DL IE OESIZOVTIR B F A%
YZEIR it 97 57=6IZ. [SSUE STATS]R—(ZIE Average Days to Review] &
Average Days to Remediate] DfE D& (2 T E/\—DR RSN FET . K& D/ \—
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(F. BENSRRICDEBINTONS, RS BELEIETES. ALUCED
IN—IFFE AL B NN L2 DD DECMHAHIEERLTVET .

F:EEBFFEXAITA)F DB S (E. [ssue Stats] S—C DIFHZHE R
FHEEITA—HITR TEINDBEHRERETHLEWMEZR E TEEFY . F MO
WTIE. "B ET LEVMEDER E" R—T82%5 IR L TS,

T—TILDYRN 2R R ENTWNBTIVr—a3un\—2a30 %9 )wo$ B L. Fortify
Software Security Centerdo7 T Jr— 30/ —2 300 AUDIT|R—(CE 5 &)
LET . T—RI0/WAILE BShFELEA.

Group by Select attribute Aggregate by Select atiri.. ™ Filter by Select attribute v

By aR—RICF B TEALEY. AR HETR RINSGYTIT—EZER YA
L3DMER E MR SN TLET .

FL—TL B DER

Groupby  [Select aftribute v

Ny

Application

Application Classification
Application Type
Authenfication System
Business Risk

Business Unit W

B—7 )r—2a0n\—2av B IR DNWVTT—42%25 IL—F1E 9 5121E. Group
by JAR MBI ERIRLET . (TIHIL DT I—TIL B & (FT7T)r— a8 —
03vTY).

BIRLIZVIW—TILEBHISM AT, # R O7T—2I2(X. Aggregate by] KU Filter
byl URN MoEIRLI-B AR INET .

X: Group byl URK IZ(BE— B R AATD)HRZLEEINE ThDHEE (F RR
SNBT—REMAE H TEET . DRAZLE M DE R A EIZDLTIE, "HRE L
B OER" R—2242%5 B L TEELY,
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KEBRMEDRR
Aggregate by Select attribute w
Application
Accessibility

Application Classification
Authentication System
Business Risk
Business Unit
B — Q7 —av B IR SN THYY TR—F 2R RSB T—4%E BT 52

(&. Aggregate by] JRF WoEHEEIRLET . SV aR—FI2E L5 EH . &
U Group by] & Filter by] URR WoFE R LB IZH DWVTT IR REINET .

7: Aggregate by] URN IZ(B —BIRFZATD)HREZLEEHE FNDE AT,
RINSINDT—HEMHIKHIH TEFET . ARILBE M DE R A E(TDLTIE, "h
ABLJE T DIERL" R—224275 B L TZELY.

12 E D1 VAR O:E R

Filter by Select attribute hd
- |

Accessibility

Internal Network Access Required

External Public Network Access Required

Secured Connection with Business Partner

Console Access
Application Classification

Corporate

TAVr—av B IR SV TTF—4ER R MR R TSI, Filter by] URK A\
E_;‘_i EERLFET. EHORMERIRNTETIN 1EICIDIOBRRI IV ELNDY

Filterby @) * Internal Network Access Required % High % Medium % Corporate v

Ayl ah—RIZIX. BIRL-O0)L2E . KU Group by] & Aggregate by] VXK
MOEIRLEBHEICE DDWTT—ANR REINET.
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HRZLBE YA DORIREIIT TS

Clear all

Filter by % « Critical x High x Exploitable

B i DB IREYRS AT TBI2IE. Clearall] 7432 @% 2L ET .

[SSUE STATS] H&U AUDIT] R—I (25 7R =5 Fortify Software Security
CenterT7—A2%H X Y] UE (CSV) 77 IUZTHRR—b TEET . FEMITDLTIE. "
T—RENRRE Y VE T7AIATIRR—F 95" T&#S B LTS,

T—HEH IR Y YIE T7AINATIRR—+ T3

TI)r—230n\—230 DFE R LIzT—F 1059 X TO Fortify Software Security Center
TIVr—230n\—230DT7—3% . hoRRE Y1 UE (CSV) 77 JUZTIRAR—k TEE

ER

By aR—K ) TF—T IV EIHRR—+ T3
Sy aR—K 2R R ENBZ P T—TIVEIHRR— 52

1.
2.

OpenTextDAYA T, vl aR—K (Dashboard)] %4yl ET .
Y—)LIA\—T EXPORT]#7vILFET .

Z: EXPORT]RAUVHAR REINBWGE X EEENCOMEEZTESICL
TWET.

CSVDIHZR—k (EXPORT CSV)] #4704 HRyIRD DrAIL4 (File
Name)] RyIRIZ, IJ7MILDLFTIEA AILFET.

(dg ;_/3‘/) V—h (Notes) | RvVRIZ, THRKR—b 5T —RETHEHREA N
L o

SAVE]| &0 )vILET .
IHRR—bSN-FERER T T 52
OpenTextDAYAT. Lii—hk(Reports)] &0y ILET .
F—AIHZXR—k (DATA EXPORTS)] 9w EY .
T7AINERTET 005 LDOMER ELET .

. BROT—IJILT. THRR—k ENE=T7AILDTITh—YIILEB LT, F9
oa—K 74> X #7)woLET .

o

Qoo

CSVIFAIDHEI R SNAFETREFSNDIHMZRE 5L, "VITRT L 1—5D%
E"N—UA3BICRFINTLSFIRZS B L THZELY.
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TIVr—2avn\—oa 0 DER L I-T—RECSVIFAIUTVRAR—+$%

v a/R—F (Dashboard)] @ BIE#iEH (ISSUE STATS)127%-1% E&
(AUDIT)] R—C ASCSVIFA IUST—RETH RR—k 43213

1. (A7 av) BIRE#i st (Issue Stats)]| R—U T —22IHRR—k§ 515 4 4.
SENFFONAFERITEIEMEEZZRIRTEES. AUDIT]R—C T, F4/L2D
BRIERAILIERELERTEERT.

3: [SSUE STATS]R—SFf=IE AUDIT]R—UT Group by] I/ 4 %45
E95E. EXPORTIRAVIFHEIBRESNET .

=]

2. Y—)L\—T EXPORT] &2 JvILET .

Z: EXPORT]HRIUARTENGIMG S (X EEENCOEEEZESICL
TWEI.

EXPORT CSV *

File Name *

Notes

CANCEL

3. CSVOIHRKR—L(EXPORT CSV)] ZAT7RIRVIRD DrAIV4 (File
Name)] RyIRIZ, TF7MILDLFIEA BILET.

4 (723) P—h(Notes) KD RIe, TORK— T 575 T B HEA S
L o

5. BAVE]%#VJvILET .
6. THVAR—FESNHERERTTBIZIE:
a. [AR—k(Reports)]&#o)voLET .
b. FT—A2IHRKR—k(DATA EXPORTS)] &5 )vILET .
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opentext | Fortify Dashboard  Applications  Reports  Administration

Reports

REPORTS DATA EXPORTS

¥ Issue Stats
File Name w Date = Status Notes Expiration (days) Version
T

Issue Stats Table.csv @ 06/29/2023 1:33:42 PM Complete 2

c. BERDT—TIIT. THRR—FENF=T7MILDTITH—IILEEREHLT. FY
va—R ] 7ALavEE9)vILET .
CSVI7MIUE Fooa—KR | AR IR TFESNET.

CSVIF7AIUDEI R SNAFETRFSNAHMERE 5L "D3TAT D 1—5M%
E"R—U133ICRE SN TS FIEZES B LTS,
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Fortify Software Security Center APIRK Fa Ak ADT7IEX

Fortify Software Security Center APIK 2 AV [ZF7OERTBICIE. RDOFIEEETT
LET-

1. OpenTextMAVE T, AT 7L ADEH )L ETS .

Openl’ext“ | Fortify Software Security Center

SUPPORT

To contact support, visit the support portal.

DOCUMENTATION

For all documentation resources, visit the documentation center.

APl DOCUMENTATION

APl Documentation
APl Reference

FORTIFY UNPLUGGED
Visit Fortify Unplugged to access the Software Security Center playlist.

VERSION REFERENCE
Software Security Center version 23.2.0.0048

ScanCentral DAST version 23.2.0.30

© 2008 - 2023 Open Text. All rights reserved.

2. Fortify Software Security Center <version>|Z2ULYT(About Fortify Software
Security Center <version>)] 7Ry XT. APIFFaA2k (API Documentation)]!)
VOEDIILET .

FORTIFY SOFTWARE SECURITY CENTER APIF FaA>k <version> (FORTIFY

SOFTWARE SECURITY CENTER API DOCUMENTATION VERSION

<version>)]| WebR—C H B EFT .

Eb: Ef=. Chrome DevTools% ENTOF%F| A L TFortify Software Security

Centerk ST4vOZEESZ L. A—A AR TI—ADT I3 EE T T 5008 U]
BIVRRAVL D= EHEETHELEE ITRIBET
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Fortify Software Security Center®d¥—R—K /kwk F—DFXK 7R

Fortify Software Security Center1— /> 271—XD# &) [<fF A ShdF—HR—F
Rk F—ZRTIHICIL

1. Fortify Software Security CenterlZA45 4> LE T .

2. ROVWITNIERITLET

o OpenTextNvyd DA | [ZHH1—5TaTr/ILT7Aa ED )L . vk F—
(Hotkeys) | Z:Z IR LFT -

. B

Hotkeys

Preferences...
Change Password

Logout

o F—R—FDREMBFFC)F—EWLET.
ERE®
"RIRE T VATLEWRETT )V r—avn—2a0 @ R—2216
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F10E: 12— 7HhOUDE B

ZDE DOk EYYTIL. Fortify Software Security Center1—H7hrok EB YK LA
EITDONWTERBALEY .

Fortify Software Security Center®1—H7hHO k- & 8

# L L Fortify Software Security Center{ Ak —)LDTSARIV ATLEBRE (X, &2
FaT7ERRAATARIAVDERBAIAHE ST, TIHIN LN DE BB LANILDOTHIVNE
ER L. T4k OE B F 7HIUZH|IBR LET . 1B 0 DFortify Software Security
Center1—H7hoUbZ/E K 3 5(2I&. T 74Uk LLS DFortify Software Security
CenterE B ET7HIVUNEERALET.

Fortify Software Security CenterTl&. T4/l DA—H1% B AL KDV HR—kSh T
WET . ROEILaVTIE ThoDE &R ENDWNTHRBALET .

Dt 3> TlE. Fortify Software Security Center®& | . A—H7ho S |
Fortify Software Security Center[ZLDAPT T4 T1%& §% 9574 i% . HXUMicrosoft
Entra IDEDIEE ZRE T SHAEITOVVTHBALEFET .

F—LDk ZvF T2 T

EBEFIEX TR F—LOEBKRRESVIBLUVERL. Bniz7
TVr—230t X2 )T4TSOTARADRIE B EVIEF SN TSI EEFHE R T 510D
&R ITIERT 2L ELHYET . Fortify Software Security CenterlE. B t-tFa
VTATZ0TA AR AZERET 500 DG EEIZR-LET. FHRHBEDELS
[Tk VOB LULR— SNDEDOMWER R 3 H&TkY. 7TV r—atFaT438
BICEDWTHEF—LOES KR ZIERE A E TEET .

ZEN DL
‘E1Z&Y. 12— Fortify Software Security CenterCE 1T TE577 aVvhiRE S
nFEY.

Fortify Software Security Centerf B ~D1—H 7 X&EH# Al il 352 AREZ
L& B %#4E B L . Fortify Software Security Center/ 22 7x—AMHEF a] 2E| YUY TS
ZENTEFT . BREIDER A EHITONTIE "hRZLZE DIER" ROR—CFS R
LTLIZELN.

EHI R E F HDRE

R DFE L. Software Security CenterCA—HIZE| YL TR BE L FE R X E F AHDE
HE—EBERXRTLTWET. BRIRTEFAHADE KRB ICBEE M TN TWNSH A EX
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F10E: 12— 7hOUrDE B

R 957 %K 122UV TIE. "Fortify Software Security Center®%& Il 1ZB8 9255 7] 15 #R
DFR" N—U181%5 B LTSN,

=& &5 BA
EEE DRATLBEUTARTOER ANDIIVT I REEZRE
TI)r—oavt RESCEHHATVYEROETILELGARIEETLET.
FATATAL | poyr—sain—sanE R
o LIR—FDRREERK
o B AT DAL
o AX VU R OT7TYIO—F
o [H3E DEL
FHRE tXa)TAOEREE L. EX1)T+ DR BB 28 Bl £-1%8
EETAT7I aEMAIERZESHARE
THR—N FAREICIAERDUIEXIEETIELE

RR—T v FTTVr—2aVv G E B TEFRAD, F—LA/N—
DTV EAE T 5 FITMYHELTEET .

tFXa)Tq)—K  FIVr—a3o D=3 EA—YEE K TED XA TATF—

LA IN—
R R DH BRERTTEEIN. MEDEF DB ETOCRZFH TS
ZEFTEFEA
A—H0H: SRATLBEE TAVUNFERE—FEEE
Weblnspect Weblnspect Enterprisef > X3 X% Fortify Software Security
Enterprise CenterlZ## L. M@ DEERBRZIWG TEET.
System Z D% Ell L. Weblnspect Enterprisef > X2 RIZ&E B DH
ERLTLET.
S RIE®

"B DWNT I DR—D
"HARLZE OERR" T

NAZ L& 8 OAF A
WEOREEEEL. AL YL THILHTEET,
FLWREIOFAIZE ZERIURET DL ROFIEERTLES
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—_—

. & 18 & L TFortify Software Security Center[ZA% 1L . OpenTextDANYAT
& B (Administration) | #2')vILE9 .

2. ERAUT. p—H(Users)]. & Bl (Roles)] DIEIEIRLET
3. {&Zl(Roles)]Y—IL\—T. BHRM(INEW)1ZEIJvILET
4. 7 LUVEE| O B (CREATE NEW ROLE)] #4704 RYIRT. ROEITRT

BHREAALEFS.

EE RAT(Name)] 74—/)Lk & §BA (Description)] 74—/LK OfE &, XX F
=, -\ +. FI@ TR HAHZLEITEFRA. T, FlHI X FZE DHEHILIETE
FtHA( BiBA(Description)] 74—/LK DR T EBREET). #il BB S TS8R
B 128 FNnTLVSUnicodeX FF M5E £ & JAK [ZDLVTIE.
https://www.aivosto.com/articles/control-characters.htmlZ% B8 L T2,

24—IUF & BF
Name ‘ZEI£

Description (A7 ar =A%, #2)% E| nDiRBA
Universal FTRTCDTINVr—230nN\—2aVFH LWMR B 7OEREE YUY

access TAIZIE. ZOF VI RVIREAIZLET .
B EEZELAINDOI—HIZOHAZN—HFILTHEREE
RIBEEBm<HELET

5. FAI ZE M T H(CORE|DI—THVER TELHHEEE B ZE E)I<IE. +ADD
PERMISSIONS ] £4vILET .

6. EF 7 D& N (ADD PERMISSIONS) ] #4 7RYRYIRT, T—I )LERIO—)L
L. #TLULME BN 5 958 AT (S G 97 F TRy REAVICLET .

7. # T (DONE)1 &% )voLET .
;E;{QL SEFRIICEMDBFRAIAMELGH S EEELS  DEIT—ERRSh

8. —ERIRINEKEFRFEZHLIMZEIISEM I SIZE. ADD MISSING
PERMISSIONS]#7')vILEd .

CREATE NEW ROLE] #4704 Ry/ (<. (& O ] (k7 B R )h—E &
RENET.

9. BAVE]ZJ)YILFEY .

E2b: F-. ADD MISSING PERMISSIONS]ZfE AL T. hRAZ LR B ZiHmE
GREEIRFREAREEMTEETT .

Fortify Software Security CenterTl&. B #1t4 DE I EAFIBAL TR I LT
REITDHHAZTFVILFET . ERLEEBNEEFAIHHR S LAGLMEE (X, Roles]
R=UIZRY. FTILLME BB T 5 ME AR RENFT
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A—HHAk
F10E: 1—47hoo+DEE

HARZ L1z & OF| Bx

Roles] R—JIc— B R RENTVDAREZLEZ B AL THIUMEIYL THNRT
LVELME & & ZOR B ZHIBR TEET
REZHIBR A2 ROFIEEZERITLES .

1. EBEFFITEFX2)71)—FK L TFortify Software Security Center|ZA45 />
L. & ¥ (Administration)]&#2JvoLZET .

2. ERA(UT. p—H(Users)]. & E|(Roles)] DIEISEIRLET
3. T—IIT. HIBR T 5HARFLA—IDE QI [THEF VIR IIREAUVICLET .
4. Roles]V—)L/\—T DELETE]#7')vIL%E9 .
;oa_rtify Software Security Center(Z. % &l DHEI B ZHER T A 0E—U R RSH
5. OK1&#9wILET.
S RIEH

"HARZLIZ B OFE " R—2226

Fortify Software Security Center7hok &

EBETHOUNEE DI—HEFH. FHILWA—FThOUNEE R LIZY. BEFEDTH
U DIEBRERELZYTEES . EEE 7HUU%FE AL TFortify Software
Security Centers AT L% E B LFEY . O—HJLEFIELDAP Fortify Software Security
Centera—H7hOUE DERERR IV BELGE BB LANIVTAVUN DAEER TS
CEEHRLFET . XTI R BLUENUT OF7HIUE E DT RTHT7T)
= B E T TAETAERETTEET

Fortify Software Security CenterTld. B E LANILTHIUSET T )r—308—
CavITHTRMISEMTEET . ChikY. AUDITIR—UHSEEE 1—HICRH &
EE| VY THIENTEET

"Dt avTHRBAITEHNEYY:

O—HILA—FTHIUR DVERL oo 228
A= aA— 7 R R E T8 o 231
O—HILaA—FTHIUR DOV BR 233
N EBINA—TEEVITIL—"TERTTD o 234

A—AILA—5F7HhH Ik DVE K

Fortify Software Security Center AdministratorL N JLD1—H (&, LI \B—H/L1—
HF7hrowk %Fortify Software Security Center1—H DR [ZE I TEET

B & Fortify Software Security Centerm54} 58 & B A—H(FXE L TEEHA. =
sl SCIMAPIZERA L TOHATOEDI= I TEET
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Fortify Software Security CenterA—H7hoU b ZE B §5I21E. RDOF B IZHE LVE
EE

1. & ¥ & LL TFortify Software Security Center[ZA%5' /> L . OpenTextMAY4 T
& B (Administration) | #2')vILET .

2. ERAUT. B—H"(Users)]. B—AhJLa—H(Local Users)] DIEISEIRLE
ER

B—AhLa—5(Local Users)] R—2 (2l A—hLa—Hh—E R RShFET .
3. RA—Ah/ba—H(Local Users)]V—IL/\—T. #iBIN(+ADD)]%#5)voLET .
4. EFLWLWI—5 D% B (CREATE NEW USER)]| #47OJ RV IRAT. ROKRITRKT
BREAHDLFET .

BEE RORTTAZIVAY(*)TRESN TS Ir—ILEDIE X, XF=.-. +. F
EIZ@TIR HAHELITEFRA. F-. I X FZE HHILEITEFEA-

J24—ILE &=

[FFvoRy

YR &n BA

*21—H4 Fortify Software Security Centerd4 4> B O1—44 .
(Username)

*£ (First (AT arTIH, BE<HERE) I —H DL .
Name)

B (Last (AT arTIH, RGERE) 0w .
Name)

"BFA—IL (ATav) OB FA—ILTFLZR.

(Email) SEE B A—LTEL R0 E HUELAR, 1—HHE
FA=IWTS— b BIVBMEZETHIZUX. EFA—ILT
FLRZHEETHALEINDHYET .

Password FLOLWA—H0D/RT—K,

Password Strength] 14 —421%. A 1 LT/ \XT—k DR
WNBEERRLET . I—FF7HhOUMNERERFE TEDDIE.
INAT—R R D FEITER TR A ETEMINE S DAT
ElR

Confirm F LWL -0/ \RXT—K,
Password
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T14—IUE E1-
[ZFvoRy
DR

User must
change
password at
next login

Password
never expires

Suspended

Roles

Access

At B3
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oM B DHAZ LB M ZER TEFY .

X NRALE M EBE F T X2 )TA)— R DI—FT7HIUREH OTLNDS
BB ICOHERTEET -

BHZERTHICIE. ROFIRITHEWLET

1.

2.
3.

4.

Fortify Software Security Center|Z%& B & Ff=[Et¥a )T )—R L TRTAL
F9.

OpenTextDAYAT. & B (Administration)] 2oL FEF .

ERL(2D FrFU—k (Templates)] T. & 1% (Attributes)] =2y oLFET .
Attributes] R—2 DA il IEHEA—EBE R RSINFET
NEW]Z2')vILET .
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CREATE NEW ATTRIBUTE

Name *

Attribute Name

Description

Attribute Description

Category *

Type *

O Rrequired O Hidden

5. #LULVE % O B (CREATE NEW ATTRIBUTE) | #4704 R AT, R D
[TRIEHRZEZADLES.
T4—ILE B L
Name EBHEHRBAIILAMEANLET.
& E Fortify Software Security Centerh\# Fi 9 5:% & &
HDEMEZHIBRL. ZORBILARM CHLWLVEEZER T
e, T—ER—ZADIATL—avhik B3 5T ge 1% H%
YFEF.
Description i EGEHRBAZANLET.
ZRBA (X. CREATE NEW APPLICATION VERSION™ 45 —K M
ttribute] Z4—ILK DT IZR REINFET
Required A—YRF7T)Vr—2a T TU— bR THEEIZ. ZOTE
EIOREMHEIHVIREITIDLELNIHDEE L. COFYY
RYIREFNLET .
Hidden 7 LUVE 1 HN"CREATE NEW APPLICATION VERSIONr ¢

H—RIZR R INDDEMHCIZIE COFVIRVIREFVITLE
EE
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J4—ILR 5 Be

3 & CREATE NEW APPLICATION VERSION 45 —F
TREIR TINDDER CT=HIZ Hidden] %:# R L1=15
&%, Required] FuoiRwIRE U7 S 200 B HHYFE
9.

Category BHAMTEERLES . EIRLI-ATIVICE LT, CREATE
NEW APPLICATION VERSIONr 15—k MBusiness
Attributes 77, Technical Attributes X7y, Ff=I&
Organization Attributes R 7V 718 E BFR RSN FET S

Type ROWNVTNHIDIVE O— )AL TEBIRLET .

A—HHIITDTFANEA I TESTFAN T —ILREFE R
9 BIZIE. Text-Single Line] &R LET .

A—HHE (2% LTI DODIE DA EE IR TESURNZEE /L
9 5IZ1E. List of Values - Single Selection] Z:Z R L&
ElR

B ERAMTBEMHZERTHEE . 2—HIFFy
L a7R—KF @ Group by] UAL KLU Aggregate by] )R
FASEMEERL. RIRTEITFEARITAATEF
ER

A—HHE T L TEBDEZER TEDIRNEERT
AIZl%. List of Values - Multiple Selection] #3 R L9

A—HHIEBITDTFRMZEA A TESTHFRNI4—ILEZE
e B9 5IZ1E. Text - Multiple Lines] ## iR LET .

3¥: Listof Values| 2147 DL\ITNHEEIRTHE. EE
FOHBEZEML. IERRITTEIHNEIDEE ET B
74— R REINFET .

B DOFvIRVIREER T 5I21E. Boolean] Z:E R L
E3

BHEEZ (TANE I —ILRZE KT BHIZIE. [nteger] %
EIR LET.

B DOALUAEIRaVE O—)LEE K T 5I21E. Date] %
ERLFET
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J4—ILR E L

F: ZOR471E. Dynamic Scan Request/E 14 Tl{E B
TEFEHA-

o J7ANTYITO—R I4—IREERTBIZIE. DPAIL] EE
R LET.

« Dynamic Scan Request] ¥4 7O RYIRTI7AILT VT
A—karbkO—)LVEE K9 5IZIE. File]ZZIRLFET

6. BAVE]ZVUYILET .
# LUVE 1 1Z. 1—4A%% [ZCREATE NEW APPLICATION VERSION™ (' —K %%
A9 5LEEIERATEERY .

R D7 TV r—avn—Ca 0 ThRA LR ER E 54 K SOWTE, "7T)r—
2avN—2avDF LWVARER LR E DIEE" ~N—2248%5 BB LTS,

3 : T 74Uk Tl Fortify Software Security Center1—HA 2 J1—XHVSHE B
L7=/E 1% |38l B& 7] 8 T . Fortify Software Security Center AP1Z{& FA L T. #l
BRAAIEMEZEE TEXT . COAPIZTZIERT B EIZTDOULNTIEL. "Fortify
Software Security Center APIK FaA b ADT7 IR R—U223% 5 B L TS
LY.

SHEEH

"BHELEMMEDEIR" T

"I —aunN—a B R—U240
B LE B sl Bk

B (IR M EAME A Shaiofi5 & . 12 E D7) r—avn—oavic
WA BEE M 5N TLDIE & THoTH. % <DF & [SFortify Software Security
Center7T—AN—XMSHI R TEFT . ThiTkY. PRTFLMSEE F-ITEHEDT
RTOFL—RDBIBFRESNET .

2 1% DHEI BR
Fortify Software Security Center7—2_R—XMSE M ZHIBR 97 5I2F. ROFIEEE
TLET.

1. OpenTextDAYAT. & B (Administration)] &R LET .

2. ERAUT. FrFL—b(Templates)] o avx#EHL. B (Attributes)] %
ERLET,
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opentext" | Fortify Dashboard  Applications

Reports  Administration

4.

Attributes Show Hidden “
Q Name Type Category Required Inu Hidden
i i O  Accessibility List of Values - Single Selection Technical
Metrics & Tracking
O  Allowable Scan Times Text - Single Line Dynamic Scan Request
Event Logs
O Application Classification List of Values - Multiple Selection Busi
Issue Age
O Application Type List of Values - Single Selection Technical
Jobs
a List of Values - Mulfiple Selection Technical
Performance Indicators  [JRE T TN
List of Values - Single Selection Business
Rulepacks
List of Values - Single Selection Organization
Variables
O Compliance Implications Text - Single Line Dynamic Scan Request
Templates

O  cwa3czxj-ko3ww Date Technical

Alerts

Attributes

Bug Filing Templates

Data Classification List of Values - Multiple Selection Business

B o o« - o B -

BHZHIBRTEHEE . AU OEAIHEFIVIRVIANT B TRIREINFE
9. BIR TERWME & (. BRTOEAIZHAHFVIRVIANIK B TRREND
=&, EIRLTHIBR TEFEA-

This specified atiribute is System 3 scode
Defined and cannot be removed

Region
s

O Related Host Name

BHZHIR TEHVERADHRALTR R T AL FovoRvIADL ITHh—YIVE
BELFEFT (BERFRATLERZTHIBRF AN I—FERTEEFAHLDT
HIBR TEFHA).
Bl Bk 958 4 OFTvIRvIREAIZLT. DELETE] &9y LET .
Fortify Software Security Center(Z. FiIRL-B N AT LS £ CHIBR SN
é%_b WEEDTI—INRTEN. BIR DR TEHER I A —UhR RSN
F7.

OK1#7')wILET .

3 : T4k Tl Fortify Software Security Center1—H A2 71—XAhHE B
L7=1& 1% (LB B& | 8E T9 . Fortify Software Security Center APIZ{& A L T. Hll
BRARAI B EE & TEET . ZOAPICTIERT B % IZDOLVTIE. "Fortify
Software Security Center APIRK 1Ak ADTHIER" R—U223%5 B LTS
Ly,

B 14 1E DHI Bx
BHEEZAIRTSIZIE. ROFIEEZEITLET

1.
2.

OpenTextDAYAT. & B (Administration)] ZEZ R LET .

ERAUT. FrIL—r(Templates)] o av#ER L. B (Attributes)] &
EIRLET.
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3. BIRIBIDLU LDEZFRIEDITERRLEY .

O Application Type List of Values - Single Selection Technical

Name Category
Application Type
Description ype

The nature of the codebase

Value Description InUse Hidden
Library Application Programming Interface

~ A module which performs a business function that is not a self contained
Application Component L
application

Codebase that defines the inferface. May depend on many components
Application
and libraries

DELETE EDIT

[n Usel 5| IZlE. WEADLU L DT7TVr—230n\—2a0 TlE ASNTULSED
RRSNFET.
4. EDIT]Z7)vILFEY .
Fortify Software Security Center|Z. il 2 5% & IZKYRE 14 (TR IHEEF D77
=23V N—DaVITE B EE Z DA REE I HIEVSEE LR RSN BHED
REEHE T AE—UNRRTINTET.
5 OK]&VJvILET.

O Application Type List of Values - Single Selection Technical

Name# Category®
Application Type
Description ypek

The nature of the codebase

O Required O Hidden

+ ADD

Value Description InUse Hidden
Library Applicafion Programming Interface & @

A module which perferms a business function that is nef 2 self N
Application Component i L & w
contained application

Codebase that defines the inferface. May depend on many N
Application X F
compenents and libraries
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6.

HIBR I HIE DB Bl ICHAHE T/ (W) eI )vILET .

T —EOBRMEER. 12U EDTTVr—ayN—Dav TRAEMAINT
L2155 & THHIBR TEET . 7=12L. R OIE (3HI B TEFEEA.

-FERSN TSV RTLE & DR 21TE M DE

- YRR AT DY AT LE & B 1% DB

-FERSNTNT. B RV /TR K IR I 51E
-FERSNTOTRIRA A ELTHESATLSI—FERRE M DOE

Fortify Software Security Center Tl # F 2K HdHZLEELEIBRESNFET S
EZHIBRLELME A X, CANCEL]1ZY)wILTlERE TLET .

SRER
"HAZLJEE DE K" N—242

T Vr—30 N\ =230 DFH LWVARS LR T DI E
HLWARELEMZT7IVr—230nN\—2aVISBRT512E. ROFIEEZETLE

ER

1.
2.

8.

OpenTextDAYZET. PF)r— 3> (Applications)] ## R LET .

P)4r— a2 (Applications) | Ea—T. 74— av DT #E L. HILWLE
28 E D/ —UavERIRLET.

Fortify Software Security Center|Z. ZMD/\—23> @ AUDITI R—U WK REINE
EE

7 )r—3 1 —232Y—)Lli\—T. PROFILE] &9 JvILET .

APPLICATION PROFILE - <application_name> <application_version>] 4>
K> ADVANCED OPTIONS] /i avhBEEd .

APPLICATION SETTINGS ] &2')voL%E9d .

Version Settings]| 9 3> T. E 78 ED)VILET .

RTvF1. —#&(Step 1. GENERAL)]( [\—> 3> 0¥ & (EDIT VERSION)] ¢
H—FR)T. WANEXT)]Z#7UvoLFET

RTvF2. Bt LURHDFE % (Step 2. DEFINE ATTRIBUTES AND RISK)]
T. B HT3( B fiT B 1% (Technical Attributes)] . §#8 i /& 1% (Organization
Attributes)] . E£-I& EPRAYRYR 4 (Business Risk Attributes)] )&= R L .
HREA LB DE(EHDISE HY)EEIRLET .

V4P —F DRTYTAFEEL. & T (FINISH)1Z0)vILET .

SREK
"HhARAZ LB DERR" R—242
"FIVr—LavnN—La DE M ERE T D" X—T261
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MRETTL—k DT

TV r—2aVdE T IL— b IZE - TE RSNFT . BMETVIL—k Tl 771
‘r—3Y)—A3—k A THH b ZEh 18 78 ZFortify Software Security Center TE%
ELEBAELFITAAEZRELET.

RIRE T TL—hIZIER D& ENE FNFET .

o THIVEIAIA - EETAIVFIZ)—hTHHEFHIHLET

e RIRIMINA-RERIFERTEDYBEZSBBEEHIELET

o JAHIETOINT«-BHI . BXUTIT4TET74)L2 vk

o HARLARY -RIRIBEB I(—IKREEERT I —ILRDEZIEELET

Fortify Software Security Center|Z[&. E R (IR 5t SR TUTIL—FHMFTELT
WET . ShoDToIL—k & ZOFEERITH5ILE. 7I)r—2avD=—XIZ&DH
HTFortify Audit Workbenchm™bZE B 952,31 TEET

NEDICIEASMETIL—+ DRAES BT 5L ROFIBIHELET .

1. OpenTextDAYST. & (Administration)] Z:&IRLET .

2. ?/\W‘/C\ T FL—k (Templates) | ## R L T. [EIRBE(Issue)] #EIRLE

[ssue] R—2IZIE. BB TUIL—hEFDFHBAN—ERRTINET.

Fortify Software Security Centerfi] %8 7> 7L —bk ZFortify Audit WorkbenchlZ{>
R—FLTEEL. #H LA B TR EFLTHS. Fortify Software Security Centerl|2A/ >
R—k 3B EMNTEET . Fortify Audit WorkbenchT# LWLV E T TL—hZ2— D
BT HIELTEET.

A% Fortify Audit WorkbenchTo4 )Lt vk 04U 3% & £1-(34E 5 515
% . Fortify Audit Workbench&Fortify Software Security Center[Z&>TfE i &t
SRREEH T T EBSNIERIPELDIGFEIHYFT . BEXITE IR
TOEFR . T4IVE, FETAHIEDRCHEREE R TEHEER YFELA. =LA
& % X ICOWASPACWEZ EDA BR A T—RATIUNE FENTLSE S
Fortify Software Security Center&Fortify Audit WorkbenchTlxX R 4 515 &
NH51=0. FERN—HLLGWNIELHYET . — BTN M ATIVIME M H55
& . Fortify Software Security CenterTIZZEN 5DV ue— B LET AN, Fortify
Audit WorkbenchTIEd XTON B ATIVEDT £ — B EH FLFET . Fortify
Software Security CenterCff i 5[ @B T IL—h &R & F=I3ME B I H/E 1
COMBEHF A LT35 & (X, ARFTHR—E [THR LE eI,

Fortify Audit Workbench TR 88 7> FL—k 2% B £H=I134E B 575 i (2oL T
[Fortify Audit Workbencha—4H74 1K J%5 B8 L TN,
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AT LADBETIL—k DB M
Fortify Audit Workbench T4k ik F7=(3% 5 L 1= @ 7> L —hk %Fortify Software
Security Center|SE M3 5I121E. RDOFIEEEITLET .

1. &1 & LL CTFortify Software Security Center[CAJ 1> LET .
2. OpenTextDAYAT. & B (Administration)] &2 voLFEF .
3. BRI DRAUT. FrIL—k(Templates)] #E R L THS. [ fE (Issue)] &:&E

RLFET.
Fortify Software Security Center®% | D7—T UL AT LB BT TL—k A
—ERIRINFT.

4. NEW]ZIJILET.
5. B LU\ 88T FL—k OfE B (CREATE NEW ISSUE TEMPLATE)] 4 704
RyOZRD & #il(Name)] Ryo R FoTIL—h B2 ZADLET.

6. (#73>) BiBA(Description)] Ry RIZ. ToTL—b O A A iZEF1—FIZH

SERRBAZAALFET .
7. BROWSE]ZJUvIL. LWV T TIL—rFEEE Shi-ToIL—bZ2R DlF
TERLZFT

8. BAVE]ZJ)yILFET

METUTIL—h DERFEIEE R

FLOBETUIL— b E2ER LIV F DT T —R2ZE B L1zY 9 518 Fortify
Audit Workbenchz{# A 3318 & (X. T TL—RIZRDI4IVEEE HELEHIBHYE
ER

<Filters
<gctionParam>true</actionParams>
<query[category]:Insecure Dependency: vulerable Component [analysis type]:SCA</query:>
<gction>hide</actions

</Filter>

M 38 7o 7L —h &4k A F1=13 % B L TFortify Software Security Center[Z7vA—K
957 % 12DULVTIE. [Fortify Audit Workbench—HHAK %5 B8 L TE&LY.

TUTL—k DEIR

Fortify Software Security Center®¥ 1T 7> 7L —h (&, Fortify 7514 7 8 G &H—
N®REQITI)Vr—2a0 73008 B LR—T4V 0 ORBELEH EEIRHELE
9. F o BRI TUIL—EERTEHE TIV—2a o LANLTIFGEL TV3—TF54
AUANITHRRERA RSN T )r—2 3V E &2 A TEET

TIVr—2av e SE T RIS T)Vr—2av OFETTVIL— EERTHELT
EFEIN, TIVr—2aE R TOERESE T $5HRTIC. EXa)T4F—LAToTL—
FORREZEEIRFTIDENDYFET
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HLWZI)r—2 3o Dix #) D/\—230 DI B

Fortify Software Security Center7 74— 3> \—23v (&, 7I)r— 30—k
R—ZADFE D)7 DTRERETEBINET . ROFIETE. HILLWTFTY
=23 DR DN—23a T ER TS EITOVWTHBALET .

FLWTIVr—2av e E T 5ICE ROFIEITHREWVET .

1.

2.
3.

Fortify Software Security Center|Z% ¥ #& (¥ )T7c)—F &L TRI1UL
EXE
Y—)L/\—T. # NEW APPLICATION VERSION]%2')voLZE7 .

B LWLWTT)r—32\—2 3> D1 B (CREATE NEW APPLICATION

VERSION)] 24 —F ® % (GENERAL)] 27 T. RO ITRTHEHREA AL
FJ.

BEE ROEXRTTRARAYM)TREINTNVDI4—ILEDE L. XF=.-. +. F

IZ@ T OB LETEFEA. T HlEIXFEE HAHIELETEFRLEA. il
R SN TSI omE FH [T& FNTLVDHUnicodeX F DE £ 1A [ZDULVT
[%. https://www.aivosto.com/articles/control-characters.html%£ BB L T</=&
Ly,

‘E-Elé

BH
T VVr— 3>k 797 (Application Setup)

*FI)r—3  (WB)TTIr—avEANALET.
s

(Application

name)

TIVr—3y (ATLaN#HLWTFIVr—L 3o DR BEEA ALET .
M5 BA

(Application

description)

J4—ILF

I\—2avOtyk 77 (Version Setup)
*IN—Tavg (MBE)N—TavD&ETEADLET.

(Version
name)
Version (AT a7 T)r—2avDE P DN —2avV T 51E

description wMEANLET.
Useexisting a. BEFED7IVr—>30n\—2a D EEFERTHI2E. 2
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4.
5.

gl]ls

T4—ILR

application
version

BA

DFIIRVIREANILFET . ZNUN DG E (X AT
TAIEHFT

SELECT APPLICATION VERSION] #4709 Ry X%
FA<IZIZ. BROWSE]&2')vIL%Ed .

APPLICATION] C. B ERRYIRIZXFFEA AL,
FIND] 5yl T7Tr— 3> DUR E45 YA & #r
LWV r—avlER IR EEE LTIV r—ay
FEIRLET.
£l VERSIONS|RAVIZIF. BIRLE=7T)r—ay
DT ITATHEN—Davh—E R REINET .
T Vr—2a  DIETHOTATIN—230% 8 HBIZIE.
Show inactive] FvI Ry I RFE R LET .
WHBIZN—D30DF IR REAIZLT. DONE] %
) OLET .
T 74I)Lk Tl. Fortify Software Security Center[ 53R L
=7 7Vr—230 =230 DI RTDRE LS ENET .
12l L DB FEERNTBIZE. ZBTIREDFIVY
RO RED)TLET .
BIRLE7IIr—2a0n\—2aVCAE T AR B ET AT
aE—9 312X, Application state] FryRwIREA I
LFET

NEXT]Z2')voLT. ATTRIBUTES]: E ISEAFT .
TECHNICAL ATTRIBUTES] 27 T. RDERITRIEHREA ALFET.

24—ILE £t BA

Development Phase FT B (New)]| &EIRLFT .

Development Strategy FIVr—2a\—2 30 DR F 126 A 9 558 B
FEIRLFET,

Accessibility TIVr—2ao DT IR EZERETHIEE
EIRLET.

Application Type

TIVr—2av 34T &8 IRLET .
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Z4—ILK &% BA

Target Deployment A—yk BR TSV JA—LEEIRLET .
Platform

Interfaces TI)r— 37O RTB=-OIF B TE5A

DRIT—ADFTIIRYIREANILET

Development Languages ~ 74— 3un\—23 O R IER 585
DFTVIRVIREFUITLET S

Authentication System FIVr—2a TP RTH-IERT55
i AT LDFTVIRVIREAUITLET .

6. (77> 3>) DRGANIZATION ATTRIBUTES]#7%%)voL. R DFERZELF
.a—

o Business Unit] JAR DS, HILWF TS —S 3 2B & 1 1THE £ S HE IR
LFET.

e [ndustry] URK DS, COT7TVr—L a3 BE O R EREERLET .
o Region]hs. 7F)r—av B &+ (A5 E &R LET

7. (7 3>) BUSINESS RISK ATTRIBUTES]27%%2')voL . R OIEEEE1T
LET.

a. Business Risk] VA D%, ZOF LWFITUr—Sauh B DES R X E 12
[C5 25X IRV ERLEY IR TEEERLET.

b. Known Compliance Obligations] 33> T. HiLWF7IUr—avISE B
SNDTRTOEH DAV TSATUREHE DF oI REAILET .

c. Data Classification] 233> T. COF7TIVr—L a3V MR BT BT—E29 58
FTRTDFIIRVIREFILET .

d. Application Classification] £9> 3> C. CO7TVr—avEHFEL TS
TARTDIAV Y 2a—IIATDF I RIIREAVILET .

8. (AT av)Fortify ScanCentral DASTZ{E F L TL 535 & 1. SCANCENTRAL

DASTDR 1 (SCANCENTRAL DAST ATTRIBUTES) ] #7%4' )y L T. XD
EEEITVETS
a. R—RURL]ZAALT. 7IVr—2av A DT RTOR—2 DIV IT499R%E
HELET.
T FLU—F(TEMPLATE) | 2 B IZE DX, RANEXT)]1ZE0'JvILFET .

9. [ssue Template] T. FIRER H DR/NLEVMEZERETHTVIL—FDFVY
RVIREAVIZLET . BRI DRI DTUTL— DFRBEER T TBIZE ZD
FIIIRYIREAVIZLET .

10. ACCESS]A27IZ# (. NEXT]Z2')woLET .
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11. a. Fortify Software Security Center7—2~N—XM51—H%E| YL THIZIK .
LOCAL]%:E R L=FFICL TN,

b. BlYE TEF—LAVN—DFTIIRIIREAVIZLET .

I B EDA—YEHRE I BHICE. Bearch by user name] Ry R[Z1—H
£2%AAHL. FINDIZZJvILET .

F1=1%

a. LDAPTAL UMM —H%E| YL THIZIK(Fortify Software Security Center
H—/\[CLDAPEREE AR E SN TS5 E). LDAP]%%')voL . View by]
DAL MOLDAPIUTATADR R IER TR EERIRLET

b. E|YY TEF—LAVIN—DF VIR IIREANLET .

T DI —YER R THICIE. Bearch by user name] Ry R [C1—H
Z2%AAHLT. FIND]ZVJVILET .

12. SAVE]Z#7')OLFET .

Fortify Software Security Centerl&. 77)/7r— 3 hE & ITHE B S f=C &% R
LET. FHLLWTITVT—a0n\—avht 74— a3 (Applications)] Ea—I(Z
RIRSNET . TOT7ITVT—230\ =230 DT 7vyITO—kshbdé. Fy
2 a7:R—F (Dashboard)| Ea—IH R RESNFET
13. EALC%(CLOSE)]&#9')vILEY .
FEFHLWTIVr—avlk, 2O B R (T—T19700)&T7vIO—R 5% T
By aR—RIZR RENFRA. =L, FFI)r— 3 (Applications)] Ea—(ZI&
RINSNFET . TIVT—30nN\—230 D7 —T47790 &7 yT0—R 55 &I
DT "RFNYT—T47770 D7 YTO—R" R—I319%5 BB L TS,

S RIER
") r—a T LLIA—2a E BN A T

TI)Vr—av 2 LLvN—23 % B N9 5

N=230(F, TV —230a—KRR—ADEED/N\J7oRDT—2EBETER SN
9. ROFIETIE BBEDTIVr—230DEF LLIN—230F BT 5 A 3R 12Dy
THBLET.

BEE D7 T )r—av D LLA—2 a3V a1 B9 51213

1. Fortify Software Security Center 2% 12 & F/-(Xt¥Xa)7q)—K L TR A1L
F9.

2. HviaR—KHS. § NEW APPLICATION VERSION] &4yl ET .

3. FLWFZTUS—2 303 —2 32 MO B (CREATE NEW APPLICATION
VERSION)] ¥ —F 0 £ #(GENERAL)] 471=%% PFUVr—atvk 7y
Z(Application Setup)] T. R DR EEZETLET .
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a. BTEOF7I)r—avIE 9 %(Add to existing application)] FyoRws
REAVIZLFET .

b. BROWSE]%%'v%L. BELECT APPLICATION |44 704Ky R T,
LWWNA—23 % 957 7)r—2a0 xR DT GEIRLET .

c. DONE]Z&YJ)vILEY .

Application name] 71—JLk & Application description] Z74—/LR (2. #EIR L 1=
TIVr—23o DA R ERBADA hSnFET .
4. Version Setup] 793> T. ROR THRPATHIERFIBEELET -

14—ILF L
Version IN—3 DB ETEANTBEN IN—2a B E—EMSERL
name x9.

BEE RORXRTTRIARI(N)TRINTWNSI1—ILE DiE
[E. XF=. -+, TFII@ TR DL LI TEFFA . Fi=.
HlE X FEE DEHEIETETFERA. RSN TSNS
DEFH [2& N TLVBUnicode X F D5E £ HUARM ZDLNT
(X, https://www.aivosto.com/articles/control-
characters.htmlzZ B8 L TL=&L,

N—=2300 (AT TIVr—a3oDIDN—23 Il TR EA A
s BH(Version LET.
description)

Useexisting a. BEFED7IV7r—avn\—23v DR EEERTHICIE. S
application DFVIRVIREFUIZLET . ThLUS DF & &,
version NEXT]%%')voLT ATTRIBUTES]#JIEA#FT
b. SELECT APPLICATION VERSION] #4705 RyIRX%
BALIZIZ. BROWSE] &2y L%ET .
c. HILWA—CavIERT AR EEH OT7IIr—avER
DT TGERLEFT
£ B D VERSIONS]RAUIZIE EIR LT )r— 3>
DT ITATHEN—=av B —E R REINFET . GEF7IoT47
N—230%FRRTBICIE. Show inactive] FoyoRiwo X
ZERLET).
d. VERSIONS]UJRrT. B I DN— 3> DFvIRvIR%E
AoIZL. PONE]Z7)vILET .
T 74I)Lk Tl. Fortify Software Security Center[&$R L 1=
TI)Vr—230 =230 M NTOE ENEFENFET .
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aA—HHAK
FNE: 7IVr—2a30E7T)r— 30\ —23>

J4—ILR 5 Be

e. —ERDERTEZR I T BIZIEK. ROFTyvoHRvIADIDLL E
=A2IZLET.

° Version attributes

o Custom tags

° Analysis processing rules

o User access settings

o Bug tracker integration settings

f. BIRL=-7I)r—23un—2aV [T E T AR EET AT
aE—93I1Z(%. Application state] FryowIREA I
LET.

5. ATTRIBUTES]& &

J4—ILR

Development Phase

Development
Strategy

Accessibility

Application Type

Target Deployment
Platform

Interfaces

Development
Languages

Authentication
System

[SEDIZF. NEXT]ZE2'0ILFES .
6. TECHNICAL ATTRIBUTES]#JT. RDXITRITIEHREA HLFET

&t BA

ZO—EHS. FTLLWAN—230 DIR £ OB & Ox— X%
EBRLET.

FHLWFZIVr— a0 \—23 D 12§ A 3 58 B
FERLET.

FTIVr—2ao D79 eRF EEHRTETHEEEIRL
FI.

TIVr—2a 34T R IRLET
B—Fys BB ToUb DA —LEERLET.

T Vr—2au| 7O RS B-0IZFE H TE5144
TI—ADFVIRVIREFAUNILFET .

TI)r—2aun\—2a DR IFERTHE EDFTY
DRV REANLET S

TIVr—2 37O RTB=0IE R ITBREEAT
LDFTIIRVOREANLET .
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7. (#723>) DRGANIZATION ATTRIBUTES]27%:EZRL. RDEX THRHE TS

BHREANLET.

T4—ILF £t BA

Business Unit BFELTWATI)r—aun\—2a0DE X EE
RLET.

Industry TI)Vr—23on\—2a b B RSN ER 5%
EIRLET.

Region B F L TWATITUr—au\—oa Ot i8] %:& IR
LET

8. (73 a>) BUSINESS RISK ATTRIBUTES]|27%: &R LFET

9. Business Risk] JAL M5, COFT T )r—avn\—av bl g (25 25 )R9%
RLBEUICRIEEEZERLES.

10. ROKRITRIBEHREIEELET -

T4—ILE St

Known Compliance TIVr—230 I\ —2 30 bV =S T E7E 574

Obligations FTARTOEE DAL TSA TV RE 7 DF IRy
REAUIZLET S

Data Classification TI)r—a0n\—2avISE A Snd T RTDT—
AR B OFTVIRIIREFUITLET .

Application D7 T)r—2a30n\—avISERSNETRTO

Classification TIVr—2a0 5 $ OFvIRv I REAUITLE
ER

1. (A7 3> )Fortify ScanCentral DASTZE FH L TL\515 & [E. SCANCENTRAL
DASTDR 1 (SCANCENTRAL DAST ATTRIBUTES) ] #7% 49 )JvoLT. XD
EIEFEITUVET
a. R—RURL]ZAALT. 7IVr—2av A DT RTOR—2 DTV IT49IR%E

HELET

12. FUTL—F R EITEDITIE. WANEXT)|EH)vILFET .

13. [ssue Template] T. M@ EH DR /NMLEMEZER E T 5T0IL—FDFVY
RVIREAVIZLET . BRI DRAUIZR TSINETUTL—+ DR BAER R T 5IC
(F\ EDF VIRV REAVITLET .

S TOAIS OTUTL— (£, BEHLEURIBMBETIIL— T
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FNE: 7IVr—2a30E7T)r— 30\ —23>

14. ACCESS]#7I1Z# (<. NEXT]Z9UvILET .

15. F—LA(TEAM)] T. ROWLWITHHAEEITLET
T BB ORI DL TRTOF7IVr—2avIxt T5I7ILT7 I RHE
9 CIFF->TWVET . I —HEFF—LAICE|IYH TAIZE. ZO1—HIZH| D& E|

HLE S TORTUE FRIERYERA. Chid. BEE HAO—HILI—HTE
LDAPI—#THE L TY.

« 1—4H% Fortify Software Security Center T—2~X—ZXMoE UL THIIF.
LOCAL]ZZIRLTHS. BIYE TEF—LAVN—DFVIRYIREFIZL
EX

B EOA—YE®RFE I BHICE. Bearch by user name] Ry R (21—
Z2#ANL. FINDIZ0)vILET .

o $BUNE. LDAPER EE A Fortify Software Security Center H—/ 23R E Sh T
W55 & &

a. L[DAP]1Z4UyoL. ViewBy]JRLMS. LDAPIUTATADRRIZFERT
LSEMEERLET.
b. E|YY TEF—LAVN—DFIIRVIREAUIZLET .

BT DA —YEBR KR T HICE. Bearch by user name] Ry R (21—
£%AHNLT. FINDIZYJVILET .

16. BAVE]#7'wILFET .
Fortify Software Security Center [Z/A\—2 3 NE & (T/E B SN2 EAVR EN T,
FLWTIVr—230n\—230 N7 )r—230n\—23 RN B INESNET .
17. CLOSE]%2')vILZ%E9 .
SRIFH

"HLWT IV —Lav DR O\ —Sav O B R—D251

TIVr—avn—Cav OB EEREB B FRIZEREMICTS

& I & hHFortify Audit Assistantz5 EL. BEEI@E A EATLEARTEICL. E
}E (Administration)] Ea—® hRH LA (Custom Tags)] £ avTEID LTS
RTI4—IREIVILTHAEE  I—HFIFE DT TV r—230n\—230(xt LT
BEEAZEIICTEET.

SERER;E %77‘")’7—/3// \—2arTEBIZLI=5 A . Fortify Audit AssistantZ{#
FALTEM S T OBEICE I5F A EE K9 5L. Fortify Software Security Center
BNENEDTF B EZARFILAVEISERLES -

Fortify Audit Assistant®\B B i IThR A LA JE #1858 3 5&. 20 & D=6
(TR FESN=ART—A(F. FhhFortify Audit Assistanti“k>TE B Shi=-Z&ERL
F9 . DRRALAZTE O IZTL—0/INE H¥5R TR SN T, 2—HIEFortify Audit
Assistanth D & F B LI-CLa MR TEET

FIVr—a3un—oa DB EE R ZE S 1295121
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1. Fortify®viaih—K o, BENEREZE MITTEHT7TVr—avn\—oavn)oy
TERLEYS.
AUDITIR—DIZIE, 7IVr—23on\—2aV IS E AR BN — B R RSE
ER
2. R—=UAYST. PROFILE1ZY)vILET .

APPLICATION PROFILE - LOGISTICS 2.5 x

ADVANCED OPTIONS CUSTOM TAGS PROCESSING RULES BUG TRACKER APPLICATION SETTINGS

AUDIT ASSISTANT TRAIMING AUDIT ASSISTANT OPTIONS

O Show suppressed issues
O show removed issues
O Show hidden issues

Use short filenames €)

Issue counts by state, based on current selections:

Hidden issues: 0 Suppressed issues: 0 Removed issues: 0

Issue count fotals (A given issue might be counted in more than one of the following states):

Hidden issues: 0 Suppressed issues: 50 Removed issues: O

CLOSE

3. AUDIT ASSISTANT OPTIONS] Z#:#RLFT .
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7.

8.
9.

APPLICATION PROFILE - LOGISTICS 2.5 x

ADVANCED OPTICONS CUSTOM TAGS PROCESSING RULES BUG TRACKER ~ APPLICATION SETTINGS

AUDIT ASSISTANT TRAINING AUDIT ASSISTANT OPTIONS

Default prediction policy @

Generic

O Enable auto-predict @
[ Enable auto-apply @

CLOSE

>k Bf & DR 7’8 FFortify Audit AssistantCE )M IZE M 95215, BEIFR%E
A $ =9 B(Enable auto-predict) ] F=yI RV IREAUICLES . (B 8 F B D
HIDWTIE "EE TRV DE EFAIICONWT' R—U9125 B LTS
LY),

Enable auto-apply] F=yoRwIREAUITLET S
TSAVBTDENE B T REU Ty TEINTULVELME & | Fortify Software
Security CenterDZDFE R ITH THZE HER RLT. EEEFICHULEHEDLD
EHFET

APPLY]Z&V')OLZFET .

Fortify Software Security Center T. B2 E #R F I ONEIDEHE R T HEIAY
UMK RINET

OK1Z&9 oL ZET .
CLOSE|#27')vILZEY .

S RinH

"Audit Assistant®E% & " R— 376
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Applications] Ea—MoD7 ) r— 307 T1)r—3
DN DR R

Applications] Ea—mo4% & D7 T)5r—2 3V Fz g7 T )r—aun—2a %% &
T AIZIERDFIE IHE LVET S

Find

1. Applications] 7—7 /LML [Z#%H% Bearch Apps and Versions] Ry X[, &
RIBT7IVT—LavFE = IN\—2a0o 7T )Vr—av & =3\ —o30 4 b
&L —BEANLFET .

2. Find]&2)vIL%ET .

Applications] 7—JUZIE. BB X F I T—HTEHT7T)r—a> DI NTD
N—=2aup—ERITIEINET.

3. 5E£7; Applications] T—JIUIR %35 & . B HRVIADTFRANEIJTLE

EE

SRIE®
"Fortify Software Security CenterCD4Y 00—/ \)Li& R " R—390

TIVr—oav B ER—CDE

TIVr—oaon—CaVIlRB R DE BB BADHDE S (L. D Overview] X—2
DRELICTEFEMRFERI 7A@ IR RENET

TIVr—2av DA IEB S ET5I2F ROFIEIHEVET .

o« 7A4a %)L . Refresh application metrics] %4704 T Refresh now] %%
YL ET .

W DV ATLTITAETAIZEOTIE AUV DE 1 IZHF il hh D515 & HHYUE
T BIMNET IT5& BEIR—DITIIr—2avDEFH TEINKRRINET .

D VRTLRT S a—)U ST, AUy B EIMICE H SNET.

TI)Vr—30n\—2aVDFMERE TS
TIVr—aun\—2a DM ERE 35125

1. OpenTextDAYET. PI)4r—i 3> (Applications)] #45')vILET .
2. PIWr—av]T—ILT. mETITIIr—aon—Cau &8 RLET

LOGISTICS  Vversion 1.3 v &

3. AUDITIR—C 7TV r—2av& DRERIT. \ET(AV &£ E0I0ILFET.
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1A AR
F11E: 7IIr—2av 7 T r—a0 i —Say

4. [\—2 30Dk <version> (EDIT VERSION: <version>)] 942K T, "7J1)
r—2avZH LLVA—2a0F B N Y A" A—U 254 TR BA SN TLS LT DD
J1—ILK DIEERE T H2TEIIVILET .

5. ZE&ITof-12I1TE. &RF(SAVE)1 20 )vILETS .

SRIFH

TIVT =LA N— AU B E RN TNETU T~ EE BT B R—U271

INTR VXD RTLEFERL-EF T/ ED
e

VIR IITDORMBEBETHIREE (L. NI SURL TV RTLEFERLTI—O0—
FEEEITDHEENENTT. EFa)TsDIEFH (Z/NNTD— B THY. M5B HI1FR
EZINTE VR T RTLICR YA DL, AR E DM OB 7OT1ETAIHE -
T -BEULBEBEFEFHELIDIFZILEES. TOHER . X1 )T ~DEH M £
L. X2 )7 8 DE E AR RITEYET

B F F—LOT TIEASNTVS/NANT R SVF TV RTLITNT &R H TES LI,
Software Security Centerot& 8 D/ T+ SVF T AT LDWT NIV TTEE
ER

Bf % & HV/\U %18 i 3% &. Software Security Center TR ME A B 75 iz 55 14 15 $R
DINGFrvk A AESnET .

o B INT-FEEDEHICOVTERA T H5E M
o BIEDHAFVR(ERITTEITILIVICETBHIERATE)
« BN LT HMES B3 51-0HI-Software Security Center[ZR %)%

Do arTHRBATEHNEYY:

INT R DUADEETE oo 262
INTERE R Velocity T TU—b 263
FTINr—230\—2 3 ANDINT R SIX DTV RTLDENYE T 267
B — DR RE /N T D AT 268
B DR B DN DI S 269
TN R B B T 270
INThZINDEE TE

F—LhFortify Software Security Centerhis/\JT '+ 59Fx TS T LIZ7 AL TE
A TEAHEIITBICE. BX )T )R FLIETRAE IR— DN\ T s Svh1U R 2
RIZHE #% 9B & SFortify Software Security Centerz% & 324 EAHYET . FD

&%;aﬁ j'% BFEEEX )T FINJEEELT EELGEF)ToRE I L
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aA—HFHAR
ENE: 7IVr—av 7T )r—awn—oay

TXaA)TA)— R FEERFE IR—DvIE ROEII/NTE VX TY AT LIZTF—LA
TORATEDLIITLET .

1. FIVT—230n\—2a D MR ELET .
2. NJESYAEERELET.
S RIFH
"J\J$R & A Velocity T JL—k" T
"INTNSYNTZTAVDEE" R—I171
"INTR VI TSI A D " R—2451

INTHR & B Velocity 77—k

Fortify Software Security CenterC/\J %R & 3 5= DTFHFRAM R—XDT4—ILE
(%, %8 T—4%%S BB 9 HApache Velocity 7L —b (2B & {1 1T TEET . 12U E
DEBEDINTEEIETHE RIETETUIL—ERBEDT—AEERLT. vv7a
Nf=I4—IK QAT IDE L ENET .

Fortify Software Security Center|Z[&. Fortify Software Security Center|Z{s & 954
R—h SN TWBNT VAT STAVITE T HHRIIT4—ILE BEUER B 71—ILE RIS
EREATVIL—IBABINTOET . ChoDERFHTVIL—ERELS
U, TSTAONMR T 5 DTFRNAR—RDOT4—ILR ETYTTEHTUTL—RZE M
LIUTEFET.

eI 3T ROMEYIIZDOWNTEHRBALET

"ING S SYh TSI 4 ~DVelocityToTL—k DB T

"ING s SYh TSI 4DV elocity T TL—k DARZIA X" R—265
"Velocity7> 7L —k Dl f&" RX—266

INT S Zvh TS5 14 ~DVelocity T FTL—bk DB I

Fortify Software Security Center|Z[&. Fortify Software Security Center|Z{} & 9754
R—hENTWS/\T+SVATSTAUITE T HH )T — I BEUER B 70—ILE A I
EBEBEHATUVIL—LDAHEINTVWET . ChoDToIL—bERELRZY. T3554
‘;_75*?;% BT 5t DTFRNR—RADI— IR ETVTTHToTIL—hEEBMLIZYTESE

BEEHLLNWTUIL—ZEMNMLEYBREOTYIL— L EHRELIZYT RIS T
VI NDEHEE S BITEIHEZFEMBTH=HIC. FRICEZSINT=T
VL EEERERMEZRE LTSN,

TUoT— b EER (FIERE)TIE R X ROAISEEHIVETY,

o IUBALIS—HERETB-H. TUOTL—FRNDEIILUF)OIHIIAREIET A
LERGERELET (R7OOFE VA O ZDLTIE. EEFADTUIL— 425 B
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L TLE=ELY),
s (BHOEEZEL/\ITIIE)E — DM EICES/N\TITHLTALTUVERLD
HETLR) TS5 RIE. FHEFERLET.

Velocity 7o TL—bt /NI SVATSTAVITEMTBIZIE. ROFIEEETLET

1. OpenTextDAVAT. £ H (Administration)] R R LET

2. ERAUT. FrIL—r(Templates)| ZRIRLTHS. o057 TL—
k (Bug Filing Templates) | ## iR LFEF .

[N 241)2% (Bug Filing)] R—2I2I&, HR—b SN TS/ T+ SvhDToTL—
FTIN—Th—ERRINFET.

3. T=IINT. NI SVhTSTAoDToTU— s TIN—TERTTBTE0IILE
9.

THBBEIN. TSIV 0FH A BLUBY T —ILR 1TV TEIN-B R E &
HATTL—t DF LR RINES .

4. EDIT]Z&V)vILEY .

5. #ADDFIELD]Z#2Jv L%,

6. o FL—bDEM(ADD TEMPLATE)]| #4705 HRVIAD RYTFHFHI1—ILK
(Mapped field)] RUPRIZ, YT FTB04—IK DEFIE. INISVATST1>
(bug tracker plugin) ] ¥4 705 RyIRIZR RahdEBYIZA ALET . (TFFRE
R—ZDIA—ILK DHTYTTEET).

7. Template] Ry RIZ. vYE S DVelocity Template Language (VTL) A T—hk A
UhEAHALET.

VTLRAT—k AV DR K (2D TIE.  Editing tips] V2 9%& 0 )L TS0, T
UIL—t DR A E DM FIEICFTIERTBIZIE. Velocity User Guide]
Yo HEI)9ILET . ThiZkY. Apache Velocity ProjectddWeb A~ 2R B L&
T ERAUTBELEITNTOEH DR 2R KT HIZE. BHOW VARIABLES] %
PU9ILET

F: — SRR RE TIE. I RTOEHEME H TERVNIELHYET . $F(C.
TATTRIBUTE_COMMENTS]. lISSUE_DETAIL]. 8&UTISSUE_
RECOMMENDATION | EDEE AR R IL. B — ORI BEO/N\JFHR &
LT3 & [COHEDNET .

8. ER(APPLY)]Z7')vILEY.

9. BlOTUIL—LEEMTBIZIE. FIES~ 8FHEYRLET
10. BAVE]#0)vILET .

Bug Filing] R—ST. /AT h Sk 5 TS5 1V DM IS LW TUTL—k h& Fh

BEINTAEYFELT =,

Lk ko

")\ & A Velocity T IL—k" Bl DR—2

"INGRSvh TS5 42DV elocity T TL—k DARZIA X" R DPR—D
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aA—HhHAKR
FENE: 75— 7 ) r— 30— 30

"INT N SYHDERTE " R—262
"Velocity 7T 7L —bk QEIBR" R DR—

NG SYhTS5T 142 DVelocityToTL—k DHRERA R
NIRRT 14DV elocity T TL—k EFhRETA T BIZIE:

1.
2.

3.

OpenTextDAYAT. & B (Administration)] ZZEIRLFET .

ERAVT. FrIl—h(Templates)| &R L THD. INT20)9F70T—
; (Bug Filing Templates)] ## iR LEF .
R OT—INT. FERTINTSVH—TST1DTT— T IN—TE0)0%
LET.
THRBESIN. TSTAUTRESNDFH A BLUYTI—ILR [TTVTSIN-E
HISRERARETIL—F IR TINET.

EDIT]&0)vILET .

E=D
%, ®

ERBTEIVTINIZD— I DA AIZHD Editfield] 71> %00 FET .

EDIT TEMPLATE

Mapped field o *

Bug Summary

o Various issue variables can be used in the template

SHOW VARIABLES

Template (Editing tips) (Velocity User Guide)*

Fix #if ($issues.size() == 1) $issues.get(0).get
("ATTRIBUTE_CATEGORY") in $issues.get(@).get
("ATTRIBUTE_FILE") #else $ATTRIBUTE_CATEGORY #end

##This pre-defined template renders a single line for "Bug
Summary"

CANCEL APPLY
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aA—HFHAR
ENE: 7IVr—av 7T )r—awn—oay

6. TUIL—DIREITRILDOEVNER BICIE. §RE B T (Editing tips)]
EO)ILET . TUTL—OE B FEOFMEFIEICTIERT B,
Velocity User Guide] )2 0% 2')voLET . &Y. Apache Velocity Project
DWeb YA ITEELET . FRAAIRELGIRNTOEHDOVRNER R T I,
SHOW VARIABLES]#2')vyIL &Y,

7. Mapped field] /RvoRE FoTU—hR | RVIRDA BRI EREBEMAET
8. APPLY]%V)vILET.
9. BAVE]&VJILET .
NI SIN—TSTAVITR R EINDFEMIC. EERABNEENDLIITALGYELS=.
SRIEH
"Velocity7>7L—t QI B&" T
")\ & A Velocity T JL—bk" R—2263
"INTRSVHh TS5 A ~DVelocity T FL—k MDE " R—2263

Velocity 77 L— DOF| B

NG SYNTSTADT TV r—2 30N\ —2a TR E T TSN TUVELME & (&, B &
fFFont=T7oTL—c T I —T%HI R TEFET .

INTRSIHRTZTAUNERE A Fonf=ToTL—h TIL—TEHI R T5121E. RDOFIE
EERITLET.
1. FortifydAYZT. & (Administration)] ##RLFET .

2. ERAUT. FrFL—k(Templates)] ZZIRLTHS. T2 TToTL—
k (Bug Filing Templates)] ## R LE3 .

3. TUIL—RTIN—TDIRLT. INTESVATZT1 DA RTEI)VILET .
ARSI, TIVAUTRESNDFH A BLUYTI—ILR [TTvTShT-E
AR EFATUIL—FDEMIARTINET

4. DELETE]Z2UvIL%EY .

Fortify Software Security CenterhoToFL—b JIL—T%HI bR 3552 4R 6B
Iyt—UMRRINET.

AR BHEROTUIL—FII—TFHEIBR LGN EEARHEELET.

5. HIBRZH1TI5IIE. OKIZDIVILFET

Bug Filing] R—I2. 1NT s Svh TS5 14> DVelocity T TL—k hi— & & R ah i<
BYFET,

S R

"/\J#R & A Velocity T TL—k " R—263

"INGt YN T ST A~V elocity T TL—k DE N R—I263
"INT R S TS A OV elocity T TL—k DHRZTA R B DAR—
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aA—HHAK
FNE: 7IVr—2a30E7T)r— 30\ —23>

TIVr—230 =230 ~NDINT R VX T AT LDENYE T

IR S9N RT LET I Vr—a N —UaV I8 Y S THIZIE, ROF IEIH L
F9. INEERT TR NTRSVATSTAUDNT TIZDRTLIZFEELTWSR E
M&HYZET . Fortify Software Security CenterlZ/\J'k SvhEB M 337 %1220\ T
(X "INTRSVhTSTAODEE" R—U171%5 B LTS,

NI TVXVTORAT LR E TBHITE. ROFIBIZHELET .

1. OpenTextDAYET. PI)4r— 3> (Applications)] #5')vILET .

2. P )r—3av(Applications)] T—IILT. NI SvhEBIYLY TH 7T Ir— 3
DIN=230F D )ILET
BIRLE=7IVr—303—2300 AUDIT]R—D (& ZD/N\—23av (BT 5%
FMENI—ERRINET.

3. &t T. PROFILE]#2')voLFET.

4. FII)Ir—3>7F0774)L - <Application_Name><Application_Version>
(APPLICATION PROFILE - <Application_Name><Application_ Version>)]1 347
ARV RT. M 5vh(BUG TRACKER)] 279y ILET .

Edit Project Version ®

Version Business Attributes Technical Attributes Analysis Result Processing Rules Custom Tags Bug Tracker

Bug Tracker
Bug Tracker Bugzilla |~ |
Supported Versions =No Bug Tracker Integration=
Bugzilla URL Prefix = = -
JIRA
HP ALM

Batch Bug Submission
Combines a selected set of security issues to be tracked within your bug tracking system.

Enable Batch Bug Submission L

5. INJNS5vhnEk & (Bug Tracker Integration)] VAL hs. COF7 T )r— 3>
N=230DINTEBM T A-OIERTE7I)Vr—avazBIRLES .

6. WEQGEI4—ILFIZA L. VALIDATE CONNECTION]Z#2')voLZET

7. INIRSYHTSTAUE%K E DTAMTEST BUG TRACKER PLUGIN
CONFIGURATION) ]| A4 7OSRyHOR T, INThSUhRIE EHRIEREA SIL.

TFANTEST)1Z250')yoLFET

Fortify Software Security CenterCT/\Jk Svh~DIE it HHER SN D E. TR
B LIz S AvE—U AR RENET .

8. OKI#J'J)ILFET.
TIVr—23onN—230 DN EEBEZBNICTEET . NJRKBEEZED
(23 %&. Fortify Software Security Centerld/ N7 DR 38 MK BE HZE £ B MDIC
L. NJEEFH TEET .

9. (AT av) TR EEEEHE$IZTBIZIE. Bug state management] Fvs
RYIREFNLFET .
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10. Username] 8LV Password] RV I RIZNThSVvhDE K IEHRZEA AL

APPLY1Z&9vOLZET
BUCCESS]#17OY Ry RIZI&. /3T E AR LIz AvE—S hik R &
nxd.

1. OK]ZEJIWILET .

12. CLOSE]%%2')vJL%E9 .

SHRIFH

"INT R SUh—Of & 12T R—U 169
"INTRSYATSH AL DE " R—S 171
"B B DB EDINT DEE" RDODR—
"IN SVHTSTADIE " R—451

B — DO 0/N\T D%

TIVr—2avn\—2au NG Zvx T TS TAUDE E SN TSI & (77—
2AVN=D3UANDINT R TVFR DTV AT LDE Y E T/l DR—2) EOINTSvhE
FERALT. 12U L OB EERRICTH/\TEEETEFT .

BE—DOEEONTEEETBITE. ROFIRIHEVFET .

1. FI)5r—303—2300 AUDITIR—U T N\ T EEETARIBEDITEZERL
*9.

2. FILEBUG]ZJ7'JvILET .

¥: FILE BUGIREUNE R TELME S . NI SvhR7TUr—2ay
N—23V (2B Y TONTULVELA BB ABHYFET . (COR E [T 951
(X, "INTSVhTSTAODE B R—AT1ELN" 7T )r— 33— 3o~
DINT S Z9F T AT LDE| YL T 5 OR—UFS B L TEELY).

OB LTI TITNIDNZIESNTLVDIE S (L. FILLWV\YEEE T
BONZETEE LTSN,

FILE ISSUES (1)

Login Issues

Enter your username and password for logging into Bugzilla at orevoul
http:/webserver.prgga.hpecorp.net. These are not your Fortify Software Security Category Primary Locstion 4 y
Center credentials. Filed

I Cross-Site Scripting: Persistent BackDoors.java: 128
Username: :
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3. D7PAILORE & (1)(FILE ISSUES (1)) ]| #4 7RI RYIRD BT A (Login)] =, T
DT TVT—230\—23 V[T E At (T f=/ NIt SvhDA—F R E/IXRT—R %
AAL. AFLU(LOGIN) &5)voLET .

Fortify Software Security Center(d. #E £ vl 3o [FE KB REZERFLET.
F0=H. FDt Y avf ISEMN QNI ERE T2 E THYERA.

TA—ILE DR R SNFT
4. NTETDUBRIGET ATOIA—AFISA AL, BUBMIT]ZTUYILET .
EEIKRNTEHE BREDNTT7AIAVHEET—T /LD Bug submitted] 7l 125k 7R
SNFET.
SHRIRH
"EH OB ONTOEE"T

" R (T3t L GEE S\ DFR R" X—368

18 B DR B D/ \T D% AE

TIVr—2avn\—oa3u T LTNT R S9R D T TS AUh R E SN TSGR (77
)r—2avN—23o A DINT R VXU AT LDOENYE T R—U267), 1L ED
BREEZNRICTH/NNJEEETEEFY . (1DOE B I LT/ \JEHmETDHHEICD
WTIE, "B — O & D/ T D E" B DR—2 S B LTS,
BEHOREENRICTHE — DN\JZEETHITE. ROFIRIHEVET

1. FI)r—3208—230MD AUDIT]R—U T AN\JIZE HBT R TORIEDFTvo
i\wx@m:lﬁ [ssues] T—7ILDL [2$H5 File Bug] 7/ %41yl %E

3 FovoR s REAVICLER T [N 0O & (File Bug)] 7A/aVhR R &
NEWME S X TT 7TV —230n\ =230 DING R SVhER ETAHANEMN
HYET . ("TIITr—2a3unN—23ADNT SR T AT LDE Y Y T
N—267%5 B L TZELY).
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FILE ISSUES (3)

Login Issues

Enter your username and password for logging info Bugzilla at http://qa-st-win- o
bz5.prgqa.hpecorp.net/bugzilla. These are not your Fortify Software Security Category Primary Location
Center credentials.

Cross-Site Scripting: Persistent BackDoorsjava: 128
Username:

Cross-Site Scripting: Persistent BackDoorsjava: 127

Password: EY
Cross-Site Scripting: Persistent BackDoorsjava: 125

CANCEL

EERUEBEEISH LT/ NIDBUAETNISEE SN TG S . TORE IS L
TH LI EREFTHILETEEEA. FILEISSUES] #4705 RV RIZ
[X. T Some selected issues have already been filed and will be ignored | &Ly
SAvt—U MR RSN, Previously Filed] B AICRE E D/ \T 74V hR
REhFET .

2. D7D (FILE ISSUES)] A4 7B4HRyIRD BT 1 (Login)] <. COF7T
Yr—aon\—2av 2B E A (TR SvhD1—H4 L/\RTJ—KE A B
L. BYA(LOGIN)E5 oL ES .

Fortify Software Security Centerld. X vl avh [FE KRB HRZEFLET
F0=H. FDt Y avf ISEM ONTERE T2 E THYERA.

RT1U] o avizid. 7TV — a0 n—23 0@ (HIZHE B SN\ SvhD
T4—ILR DR REINFET
3. IRTOBEI«—ILKIZAAL. SUBMIT]ZH)voLET .
EEIPKIITEE BRLUEBEDONTT7AaVH R - T—I )LD Bug submitted]
IR REShET.
S RIER
"B — DR RE DINT DL E" R—2268
"B RE I L TEE SN/ T DR R R—U368

INTIRREE I

IR BE B I TIE. /A O E DR BB HZE L T5DIZE HE T, Fortify Software
Security CenterT/\J1Zx L TH E DR FH &M 25 EMNTEFT . Fortify Software

Security Center Tl LW\ EF1)TAREVYE2FvIL T ESNTF/\THK R
ROEFLZOD. 8T TELOIEFIBLET .
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AErUDFER . LHETISEE SN/ \JIZEE T 52F2)T<L ORI E DL
RRLBINBLIEIREE (C— T 5)15 4 .« Fortify Software Security CenterTl&
INTR VRGO RTLEFTVIL T INT DB SR R R IR BE (CHEINEIHERE R
L.BHEIIISCTNVIEBUVREET.

INTIZBRE fF TN TS RTOM & AV Bk Shi=i5s & (1 AME IE ShizhuE iR
H# (T— B LA of=1=8). Fortify Software Security CenterTlZ/\JZHE #H L T.
MEERENFIIIERRELIIE T CEOAREMEIHIELERLET . BEELE
B BT BE 14 28 $h 129 51=8IZ. Fortify Software Security CenterTl3/\JZBH B[
i IR FTR T LEEA

FIVr—an\—San DN G B EE NI B K IDLVTIE, T3
UIN=TTADINT R SIS RT LDEN Y T R—U267%8 B LTS,

TI)r—23u =03 [T E A o TWhWS T T —
FEZEETSH

FRETUIL—+EESH. BMFEOT7IVr—2avn\—2avDE D EEEE TEE
$ . 2L TIVr—2au\—2avTR OB E TV TL—h EE|UH THH. 4—/3L
DEETUIL—rEEFHTHE TEN—RFvrol 2l F DEE Y aH OF
HANKHONAEDT., FELTEZEL,

ERE Fortify TI&. 74— a0 n\—2avCElE A ITonTWS T IL—k 1E.

ZFOT7IVr—230n\ =238 LTEEE R AL EBE SN TULVELNME B ITOHE

BHHILEHBELET. ITITHENMBIATWNSTINT— 301\ —230D
MRETUIL—hH#ZE E L3154 . Fortify Software Security Centerl&. i #8 A+

JuOIEBETESNT . LIRTICEIVE TONToTL—h TR DWVTE B ShizA
VOISR TET . HIBR T HILIETEEHA-

77;)’7—;3‘// \—2avVITBE S O TWA T TIL— 2 E B 3 3I2E. ROFE
[ZHEWVET

1. Fortify Software Security Center 2% ¥ & Ff=(ItF1)T70)—F &L TRIA1L
EXE

2. By aR—KF M [SSUE STATS]IR—U T EEBTH7T)5—au\—2av 04
HIZE7JILET .

3. EEAUDIM]R=2O7T)r—30inN—o3y—)WwN—_<. PRIz L
(PROFILE)] 5 L ES .

4. I)r—3>70774 )L<application_version> (APPLICATION PROFILE
<application_version>)] 4 7AIRYIR T, PIVr—a ik E
(APPLICATION SETTINGS)] &2 )voL %Y .
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APPLICATION PROFILE - BILL PAYMENT PROCESSOR 1.1 x

ADVANCED CPTIONS CUSTOM TAGS PROCESSING RULES BUG TRACKER APPLICATION SETTINGS

AUDIT ASSISTANT TRAINING AUDIT ASSISTANT OPTIONS

Application Settings @ Version Settings

Application name

Version name: 1.1

& | DELETE | | DEACTIVATE

Bill Payment Processor Bill payment processing and support interfaces.

Application description
) . Other Versions
Bill payments processing
and support interfaces.
Version name: 1.2 P

Created by REST Automation - TC5691 Application Version

admin

5. IN—U3VER T (Version Settings)] T, fE 7280 wILET .
FE TUILEEETLHE 7IVr—2a30n\—avITi L TR ESND

ARSI ADNE BESNAHRREMEADYFET . BETF DAL VIR TBEESNE
HA,

6. IN—C3 MR E (EDIT VERSION)| 4475w R T, FrFL—k
(TEMPLATE)] 2 7% )y ET .

PCI SSF 1.0 Basic Issue Template O
PCl v3.2.1 Basic Issue Template
Prioritized High Risk Issus Templafe a
Prioritized Low Risk 3rd Party lssue Template a
Prioritized Low Risk Issue Templafe O

TUoTU—rDUYRRTIE. BAEE VY TONTWNSTUTL—FASEIRFEHELT
I—IENET .
7. TIIVr—2aun\—oauFE B T5T70 70—k OFvIRvIREAUITLET .
8. BAVE]ZVUvILET.
T TL—h%EZ B L1-# . Fortify Software Security Center(d. 22 £ %32 (1577
=230\ —Ca DE Ryl ay (Bl DA—HIZ&kDE 0 EFE L. 7T)r—
AVN—TVEE VAV EREETOAMELNHLILNDITAvE—DEKRIRLE
9.
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I HEEZTBZTI V30— 3 %8 & 5. Fortify Audit
Workbencha—HIZIE. ZOIF R TR T IhFELHA.

TIVr—aunN\—230 DS s R 0B IL—ILOEKR E

DMEROEIL—IUKY., - AU DEEE ORRBEER/MAIREITGVYET .
RXNYUT—TAT7IN DT VITOA—R BT TV r—avn—oa0 05 i R AN E
SNBRE IR SII—ILEIE E TEFT -

TIVTr—230n\—2a0 DR iR LB )L—IVEER E T5I23:

1. & & LL TFortify Software Security Center|ZA45' /2L 2 aFR—K T, 9%
HEROWEBII—IIWERTE TIT7IVr—30\—230D)o9%9 )99l ET .

2. EEAUDIT)R—COT7T)r—avn—oay—)bn—7T. Pazrz v
(PROFILE)] =7 )vILEY -

3. PFUr— 3270774 )L APPLICATION PROFILE) - <Application_Version>
(APPLICATION PROFILE - <Application_Version>)] #4745 Ry R T, LE
JL—JUPROCESSING RULES)] 47%:@R L. — & & RSN TLBNIE )L—)L
ZHERELET.

4., 7IVr—230n\—23VI5HE A 9508 IL—ILDF IRV I REF U FE=IEATIC
LFET. ROEXT. SNHDIL—IJUTDNTERBALETS .

JL—IL £ BH

Require approval if the Build Project  Fortify Software Security Center[X.

is different between scans Build Project DR+ &, DRI DR
F %8 LFET . Build Projecth'E
7515 & 1F ARV ET7YIO—R 5
HIICEEEDRZENILETY.

Check external metadata file versions 1—HhHFPRI7/ILE7YIO—KL &

in scan against versions on server S&9 % &, Fortify Software Security
CenterlZ&>TI7M LD BB AR T—
A /\— 3> EFortify Software Security
Centert—/\ £ D} &8 AR T—H/\—
DM R ENES . FPRI7AILD
B ERART—RIN—=T 30D —/ ED
W ERART—RT7AILIN—2a &Yk
(L) THSIZE | Fortify Software
Security Center G771/ LD T VT
A—k I3 3R BB ETY . FPR
T7AIVDIN B AR T—RN—2auh

OpenText™ Fortify Software Security Center (23.2.0)



aA—HHAK
FNE: 7IVr—2a30E7T)r— 30\ —23>

=

Require approval if file count differs
by more than 10%

Perform Force Instance ID migration
on upload

Require approval if result has Fortify
Java Annotations (#% & [ZFortify Java
Annotation®$% 515 & (TR B EZHE L
EK))

Require approval if line count differs
by more than 10%

B85

H—/\LE O B AR T—E TP ILD
N— 3 KYRT(E WY, F=ER L5
& L. Fortify Software Security
CenterldFPR771 )LD T7v7A—K %
eI LET.

Fortify Software Security Center(d.
AXVDI7AIVE EE R DAX V%
LB LFET . AU DM0%EEZATE
7515 & 1F ARV ET7YIO—R ¥ 5
RIICEEEDRZBIALETYT.

# LU A—2 3> DFortify Static Code
AnalyzerZt=IERulepacklL. & LY/ \—
L3> DFortify Static Code Analyzer
(Ff=IFRulepack)Z&>TiE E DRF+
UTIERSNF=AV ARV RIDEE R T
EFET . EELNAIV RV RIDBE LR
BEEERELET. COL—ILEEHIC
95 &. Fortify Static Code Analyzer
(Ff=IFRulepack) D/ \—2 a3 hF L5
BTH. WAV REVRIDIER IG5
FLOWRAVRIDIZREITLET . =
DIL—ILDEN 1F DF # IO TIEL "
VARRAVRIDIATL—av T E TS
BLER )L—)UIZ DT R—D278%5 R
L T<I=&Ly.

Fortify Software Security Centerh¥&
B %#Fy/L T, Fortify Javal;E IR &
B HENEIHL T T LET . Fortify
Software Security CenterdGE R R
DG E (F R ETYIO—R ¢
BHRICEBEDRDBILETT.

Fortify Software Security Center(d.
AV LR DAFDITHELL B L
T WOV MO0%EE A TR 15
&lE RExvrE7y7O—F 950112
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Automatically perform Instance ID
migration on upload

Require approval if the engine
version of a scan is newer than the
engine version of the previous scan
(RE2 DI D IN—2 3R DR
FYoDITN—Da0 KYBFLLY
BRIIERBELELTD)

Ignore SCA quick scan results and
SCA speed dial results performed
with a setting of less than four (4K i
MDE%E E TEITSINSSCAVAM VIR
COHE R ESCARE—R 21V ILOfE R
TEHITD)

at B
EEEOERDINILETY.

# LU= 3> DFortify Static Code
AnalyzerZt=IERulepacklL. & LY/ \—
< av DFortify Static Code Analyzers
f=I¥RulepacklZ&>Tild & DRF+v>
TR SNIAVRIVRIDEE B TE
F9 . EHELNDIURZAIDE E LR
BEHELET. COIL—ILEFRIC
95E TWAVRAVRIDIER 95
HLOWURAVRIDIZE B8 ISF8 1T
. BEOEEIIREFINETT. (T
DIL—)UF. ARZTHHR—b D ST )L
ATV FERELTEMICLEEZ
IMMEFIG5 E HHYET).
CDIL—ILVDENE DFF #E 12D TIE,
AVRBVAIDRATL—avIT B
B L—)UZ DT R—T278% 5
BE L T<IEELY.

Fortify Software Security Center(&.
A¥v I (Fortify Static Code
Analyzer. Fortify Weblnspect. Fortify
Weblnspect Agent)D/\— 3, 7
TVr—a o TETIER I TS
N—=2avFYLF LLIDEIDERERRL
F9. FLiwv\—"au b Shizis
Bl 7YIO—FICEBEREDIZ
JEHRELET.

DAVIRXYE—R TEITIND
Fortify Static Code AnalyzerR¥+v> M
WEETOVILET . CORFHYUT
T EEEM LS EKXE O EIE
RINFT. COIL—IIEFERTHE. 4
RBDOLANILTE T INFZRE—R T4
YILRHEER L7 YITO—FING<A
YFET .
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Require approval if the Rulepacks
used in the scan do not match the
Rulepacks used in the previous scan
(RFr TfFE A 9 HRulepackhET DR
F+> G F L1=Rulepack&é— B L%
WG FEAFEZHLELTD)

Require approval if Fortify SCA or
Fortify Weblnspect Agent scan does
not have valid certification

Require approval if result has
analysis warnings

B85

AE—RZA(V I HEER D7yIO—
KZF T BIZE. COFvohyy
READIZLET.

AE JIAXSEROTYITO—
RKERE—KRZAVILD TR D
7y7O—K DB TZHIR—%1T-
=& &, 7 )r—a 3 —oay
BIZ7y70—K 3 3% k& ORXFv
UEREFRILAATITT BE588)
HLFET .

Fortify Software Security Centerld.
Rulepack# & il F£71=I&H| Br LT=hES
M BLURulepackD/A\—2 3 HZE
BEINTLSEMNEINERERLET .
RulepackA%E M0 . HIBR . F=IEE 7
B A& 7YyIO—RICEEE
ARBOIZIEHRELET.

Fortify Software Security Centerl(&.
Fortify Static Code AnalyzerZ7=(%
Weblnspect Agent R 2H % 75
AEBAE L HOINEHERLES . GEAZE
ME M TELVGE S | #EHDT7TyTO0—
FOfEREHRSALI-AI BEHE ABHYFE
9. SEEAE NR OHBELME S (K. 2
SAERHE TEFEHA . SIRRENEFE
LEWLWDE I TELMEE . L—IUZE
EEERDBIVLETT.

Fortify Software Security Centerld.
Fortify Static Code AnalyzerZf-I&
Fortify Weblnspect AgentR¥+v> (25
WEENEFENTLEIHNEILIEFTY
ILET . T ESF IR HE S5
B LUILEBEERBILET
ER
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JL—IL &5 BH

FE:ZOIL—IUT FEESNFAER
T74IVDER H DT7YTA—K [ZDH
BRI, TDEDIT7AIDT VT
A—F [ZIEE A ShFERA. F2EZ
£ B EEES ORIV
O—K SNf-FPRI7/IUZBE & 1
i ZiE T 5155 . Fortify
Software Security CenterTIEZ
BIN=I7MIAB UV7yIa—F
SNBRICEEFRE IR E LS

nEEA,
Warn if audit information includes EBERBRITBALGHRILITNE F
unknown custom tag N3EE . IL—IUZFEEERKIEMN
WHWETY,
Require the issue audit permissionto = 1—HHEE & Shi=-n T I7MILETY
upload audited analysis files TO—RL&SELTA. BEE DRIREIC

HEEF A (R RE 1T D hRE LA
JEDWwE . BEADIAVE DB

. BEUE RE DNl LfiF B )& -
THWMEE .. ZOIL—IILE7yTa—K

ZJ0vILET.
Disallow upload of analysis results if 3 ##ERIKZBHIVELEFZE. IO
there is one pending approval IW—IUE7yTR—R&#T0vILET

Disallow approval for processing ifan = LB DRAXv2T7—T47778 hiEK R

earlier artifact requires approval WEEL, RFBSINTLVELMES . C
DIL—)UFI—HIZK DR E DRFr>
T—T4777b DR BETAVILET
AL JL—)UHNE R SN TLVEL NS
& 1—YHMREDFPREE R TS
&L LLET DT RTOHOFPRAE B Y (2K
mENFEY

Fortify Software Security CenterT. 2 T #& R LB )L—ILDE E R T T 5

BAVE—UHRRSINFTS .
5. APPLY]1Z#7')vILFET .
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AVARRZRIDRAI L—a & B4 A0 I8 )L—ILIZDNT

RO2DDIEE JL—ILHA LV RBURIDIRA T L—avITFEE LET . [Perform Force
Instance ID migration on upload | &I Automatically perform Instance ID migration on
upload | TY . CNHDFE LS ZEfE L THLEEF TY .

ARV RIDIE. ROVTHADE R TEEINSAREEAHYET .

o #7 LU Fortify Static Code Analyzer/\—3> TOIIDA K 7ILTUXLDEE
o # LU \Rulepack/\— 3> DfE A
o AXYUERTE DE B (=EAIE. AFvITxt LTE M DIL—ILOE B AE E Snt-15

&).

o MEBHEIA—FDE R (FLAIE ADDTT)Vr—a30\—2a3 0 TRICHE 55 45a—K AY
HHEIE—Sh. YR ITONT-1B & . D5 & [£. Fortify Static Code Analyzer
[CEYR Y DE R ITSTAUE DEH DAVAEVRIDINE LS. RVTIDE RS
NI=AVZAZVRIDIEY DT RTDE B TSI AU DI=DITA DA ENFET .
L1=h"oT. BIME D2E DRF¥(Z&>T. Bl — Oa—K IS5 AR LTHI 7 DA
VAU RIDAME B ENBAEEETE ABY . THIFXTNESD2E DAFUIZE>TEND
DB SMNEINBIEF IR FELET).

[ Automatically perform Instance 1D migration on upload (7y7O—FK B [T/ XA
YRIDRATL—avEH B IR 1T $5) 1 )L—ILTIE. # LU Fortify Static Code
Analyzer/\— 3 12k BIIDAE L 7ILT )R LDZE B F1-IFRulepack/\— 3> DE B
HANRETHLETIEEARIVAIDDEBAIFREINET . 1=EZE &R#F DAEY
> CfE A Shi=Fortify Static Code Analyzer/\— 3 AL HT DRAF v ClE A Sh -
=30 KYFT LWL EDFortify Software Security Center[Z&>THR HH Shi=1H5 & T
9. [ Automatically perform Instance ID migration on upload (7Y7O—K B |21 X4
DARIDRATL—aE B BMICEIT T D) IMNE R SN 115 & &, Fortify Software
Security CenterlZ&>TIY(IL— 3o EITINFET . £ FH S TLVSFortify Static
Code Analyzer/\—> 3> D% & HFortify Software Security CenterlZ&>TH& H &h
Bhvot15 & . IM1TL—avIEE 173 FEFEA(T Automatically perform Instance ID
migration on upload (7Y7O—KR B IZAVREAVRAIDRA I L— 3B 8 IZEITT
B)IHEIRSNTLNSIE S TH).

[ Perform Force Instance ID migration on upload (7Y7O—F B [ZAV X2 RIDD
B RATL—a KT T D) IIL—ILTIE RFvUa% & OFE F F=(EHE 5545 3—K
BEMNERRERTRETIIRIVRIDDE B AR R SNFET . Fortify Software
Security Centerl(&. Static Code Analyzer®/\—> 3> F-IZRulepack D/ \—2 3o Hi%E
B SN ESIHERS B 123 Wy TE=FEI . Fortify Software Security Centerld. Z0D&LS
BEBZBRHTEE TMJL—2a0 B EBMICETLET . =1L, thDr—X(a—
KD & . A5+ 5% 7E ) TFortify Software Security CenterhSC ¥ B 17 5 &(X T
EFEA. COEIHEE (L. COWIE )L—)L%EE B L T. Fortify Software Security
CenterlZ5& il I (T4 L—2a R T SEHIENTEET

AXYUBREDEBRFIIMBLEIFOERDER L THEARIVAIDAE E
SNBAEEE A S5 & (L. [Perform Force Instance ID migration on upload (7
TA—F B IV RV RIDDME R T —2 3 R TTH) LB IL—ILEERTD
CEEREIDLET .
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I AVREIVRIDYA T L—a 23RS 8 BAHINB T EDY. TD2DDIL—ILINEFETE
THEBRTT. EIZEK IIDRAIL—avEE R E T 50T TIEGEL=H. =
NEDIL—)UZEST. RFvE27vIO—R § 5P/ REVRIDRA T L— 3>
ERITITEINEIDERE TEEY

SRE®
"REXNT—T477I DTYTA—R" R—T319
"FTI)V =30 nN—o3 DR EERER B TH" R—2324

T — 33— 3 2xt 9B Audit AssistantA 7S 3
> DER TE

Fortify Audit AssistantZ % & 5K (2 & D7 TIr— 3w\ —oa0 D)o —%

£ #h =9 B(Enable specific application version policies)] #:# iR L1=i5 & (£, 77V
F—2avnN—2av DT IAN R EE L EETHIENTEEY . ChEBRR LG
BEIE ITRTOT IV r—230n\—23 0 TTIAIVN R EMMERShES . 7I)7r—
2aVN—2aV RN TT IR EEZ EEETTHMEEEFE A LLMG & (E. "Audit
AssistantDi% & " N—376%%5 BB L TS,

T I)r— a1\ —2 30 2%t L TFortify Audit Assistant4 7S a0 %% & 35213

1. 77— 3> TAudit Assistantz{E A 9% &S5 Fortify Software Security
Centerh\i% E SN TSI EEEZE LET . ("Audit AssistantDik & " R—376%
S BB LTS,
2. Bl aR—K his. Fortify Audit AssistantA 7S av %85 & 357 T Ur— 30—
DaVEERLET
3. EZE(AUDIT)|R—CT. PAZPLIUPROFILE)| &7 )vILET .
APPLICATION PROFILE - <application_name> <application_version>] 24>
K5d ADVANCED OPTIONS] oL avh B EEd .
4. AUDIT ASSISTANT OPTIONS1&2')voL%EY .
5. Application version prediction policy] VX A5, Audit AssistantCZD7F1)
F—=avnN—=UavISER T AT RN —EERLET
3X: Enable specific application version policies] 77> ar b X7 L2 (K
THMTEO>TWBIE B COH. TI)Vr—30n\—230F BRI —%3E E
TEFET . ("Audit AssistantDEg TE" N—2 3765 B L TZEWLY). #h U5 D
15 & . Fortify Audit Assistantl& T4/ OF BRSO —&FERLET .
TIVr—2320\—230DF BRI —%1E E LAELME & | Fortify Audit
Assistantl& T4t OF BRI —ZFERLET S
6. COFTVr—awN—Sa D8 B SN TV B %51 il 0)7=6)I Fortify Audit
Assistant—/ % 2 375(21F B 81 F Bl ZH %) (<9 %(Enable auto-
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prediction)] 4> ILFT .

: BHEFHlZEHE BT S(Enable auto-prediction) | &0 BHEI#ERA%E
£ %17 B(Enable auto-apply) ] FTyIRvIRIE. TNHDE & R E AR
TLEARTERITGZSTNSIG & IZDAFE A TEET . ("Audit AssistantDzx
E"R—U37675 B LTZELY).

7. VTEINT-HhRBLAGE 2T BI{E AFortify Audit Assistant(Zk->TH & B [
RAEhad&31295I2IE. B B A %% 20123 %(Enable auto-apply)] F=v%
RO REAVIZLET .

8. HWHMA(APPLY)]%#2')vILET
9. Fortify Software Security Center[Z&klY. CNEDATL I DR FEHERTEHAY
UK TINET. OK]EVIVILET .
10. CLOSE1%&/V')vILZET .
B RIER

"Audit Assistant®i% & " N— 376

HRB LB

Fortify Software Security CenterCa—kZ8 & 9 41=0IZ. X2 )T4F—LIXH
BRERN. 7I)Vr—2a O EICRE T A2V 1 IEZEIVE TET . AFETF—L
(T S JEEZERLT. LT BEIERFERE TEET -

Fortify Software Security Center(ZI&l Analysis 1 £ULV54 B DB — T 74Uk 25D
BEINTWAE=SH. 3IC7TITr— 3 DEE B FH N ITTEET . AnalysisZTDE
7 [X. Exploitable. Not an Issue. Suspicious. Reliability Issue. #XUBad
Practice T9 . Analysis#J B EE B LY. 2JEEZE B LY. BEE ——X(ZED
WTH LWV JEZFEMLIYT H5IENTEET,

EETOERERYVIATT=HIZ. 1 B DHRELETETE & TEET . AnalysisZ L
BT, hRALATEZ L. 7I)r—aun—2au([CBE T I cEBME T TL—
MRTFEINTET . 2E2E BEOYA U AT7TOCRF BT 5=HI2F A I HHhRE
LATHEER TEET . HEEHIFBE S IHYY TON-HBZEEL-RICE. X2
JFADEMARNENODOEEEHERLT. FhFNITEKBFAINTEKE OY—
HEHIFBIENTEET .

3 : Fortify Audit Workbench®a1—#1d. BE E B [ThRALATETOD IR ITE
MTEET . =1L {57 TVr—>a " —2 3V B E {4 o TULVA R RE
TUTL—k IR LTINS DHRE LAY hFortify Software Security Center TiE 2
SNTLVELME & . Audit Workbench—HAH\FPR 74 JL&Fortify Software
Security CenterlZ7v 70—k L1z 128 LLWVARA LAY (TR HhiET .

Dt avTHRBATEHNEYY:

O RT LAND AR LR DB I 281
R LR B D BB 283
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HARBLAGZETO—INVTIERTRITT D oo 284
HRBLEZTDEIBR oo 284
HARBLBTIE BN oo, 285
PR R T B oo 289
HRB LT DB BE oo 290
HRBLATER BT TU—hEBE TS 290
MRETUTL—hDSDARZLATDEIBR o 291
HRBLBGET IV Tr—230 =23 TBIYE TS 292
HARBLAGET T )r—2a =230 o B (TR TS 294
BIRETUTU—hRICKBHRELATDEE 294
FPRI7MIVH DR E T IL— b EERALIARALATDER . 295

AT LANDHARRLAZT DIE N

Fortify Software Security Center® ¥ 3E D5 & (£, VAT LICHhRA LA %B I TE
F3 . ROFEVI T, Hh—b SN TR E hRRLE TS24 T%Fortify Software
Security Center[ZB N9 54 A [CDVWTERBALET .

F:ERLTZIV— 3\ —2au B YY TRHRZ LSS DIE IZ& DLV T, B
RBBEIIWATEET . Mz TIE. " DVERVIEW] B&LU AUDIT]R—UIZFR
RO AMREEIAIEANIET B R—I341%5 B L T=EL.

NAZLATEEMT BIZIE. ROFIEEEITLET

1. OpenTextDAYAT. & B (Administration)] %)L ET .

2. ERA(UT. FrIL—r(Templates)] %:EIRL. $HhRALAJ(Custom Tags)]
ZERLFET.

3. Custom Tags] R—UAYAT. FHR(NEW)]E0)9ILFET .
BT LWVARZ LR D B (CREATE NEW CUSTOM TAG)] B & AR SR E
¥
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CREATE NEW CUSTOM TAG *
Type ¥
List v
ar d OE bl O Hidd Or

mmmmmmm

4. EFLUWHRZLAEYT DI B (CREATE NEW CUSTOM TAG)] #4704 Ry X T,
B Bl (Name) | RyORIZH LWLV DL RTEA ALET

EE QAP LBJIHRE T DR AATHIR—RAFMETHEE SN TGS
EEHERLET

5. (73 3>) Description| /Ry RIZ, hRALATDEWNAFHBATHa0TY%
AALFET.
6. j_ﬁl»fj’(Type)] DR 5. RORIT—ERRINTNSZT21TO1DEERLE

BT Z A REGE

Date R 15 5% F (PREFERENCES)] #4705 Ry X T & shi=
TA—XVN DALUEDBEF (" RBIERE: VATLE R ET T ) r—
DA N—Ua R R—U2161F5 B LTSS,

Decimal & & 18H7T DAF B &8 DRUE (/N = LL T 9HT & T)

List BJIHE E T HE DURL MoER
Text & K500 F DX F 5 (HTMLUXMLAT EXUFH R R ATIIXERT
W)

7. (AT2aV)ROATao DT D— B FFTE B EERLET .
« il PR (Restricted): ¥ & MOFF 7] 23 21— (¥R —C v, X2 )T4)—F. B
B E)ZDAHFTDEBEEZH A THI2E. COFTVIRVIREAVIZLET .

o ¥k 3K ¥ & (Extensible): (VAk 24 TDHIH) AL B4 TOHAS LAY 345 5k 7] e
TY. DFY. BB BT BEEE B TAHLEZIMEXEMTEETT. EERIC
A—HH)RS 2T 12H LLME ZB I TESKSIZT S5 A (£, SOFouoRvIR
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=AIZLET .

o JEF R (Hidden): ElYL TASSIGN)]|ZA4 7O RVIRFE-F BEE T—IX
~F (Audit Workbench)] T4 A& & S NESITT BIZIE. COF Toihus
REAULET

o AUk AN E (Requires comment): COHRBA LA DIEEZE B 35 (121—
HIZEIZOAVNER T IEERODE G L. COFVIRVIREAVICLET
AN ERB B LT DIARILATHERB INDE. DRATLIFEEMIZOAUNE
BMLT 2YIZEELIMALNIZCEERLET .

FE AR ERBBEESTDHLVARILATDBR G4 TRID5E . &
BICA—ARJIH LTGERIRI DA ML B RIERE
(PREFERENCES)] #47RJ R AT & SNT=I74+—< vk ITEYFET

8. HLWARALATHB 125, 102 F=ETXRNFATDRT D5 E L.
£ 7E (Save)| 20 )vILET . HILLWHRZLAT DA B4 TR DB & X [EE
EBMTEIBENBYET . YRR RATDHRELATDIEEEK T35 EKIZDLT
(X, "HARZLATIE ME " R—2285%5 BB L TLEELY,

ERIFH

"Fortify Software Security Center A3 L2 7B ~MDAudit Assistant73 #t 2J1E Dy
EL9" R—382

"HARBLZGETO—/INLTERRITT B RON—

"NAZLEZT DHEIBR" RDOR—2

"hRRLAG" R—280

"TNAZLZTERE T D" "—289

"NAZLZT LR T T — B & 1 15" XR—2290

"B TUIL—RIEDNRELETDEE" R—2294

"FPRIZAIVA DB E T IL—h EFE R LIHRZ LT DE E" R—295

NRALATEE DEE

HARALAT DR EE R THITE. ROFIEIHREWVET

1. & (Administration)] R—C DE RAUhn. FoFL—bk (Templates)] &'y
HLT. PARRELAY (Custom Tags)] 2w oLET .

2. j_fJZQA’iﬁ‘(Custom Tags)| R—>T. ERB T2 R RTTHITE0)0ILE

THERMASHh. FHARTINTT.
3. EDIT]Z&Y')vILFET .
4. 3JBMEEEL. EBEZRELET.

OpenText™ Fortify Software Security Center (23.2.0)



aA—HHAK
FNE: 7IVr—2a30E7T)r— 30\ —23>

FE NDRAZLBYTIFEE T DR BT HIR—RAFHMETHESNTLVE
WIEZRERELET .

SRMEE
"HRBLETEDBEM" RDR—2
" RTLANDHRZ LT O8I R—281

HRALAGESTO—/INIVTIERRIZT S
HRBLAZGH#TO—/NLVTIERRIZTTBIZIE. ROZEEZLET .
1. EHE (Administration)] Ea—DZERSMS. T FL—k (Templates)| Z5')w

HLT. HRBLAS(Custom Tags)] ZEEIRLFET

A2 LAY (Custom Tags)] R—PIZIE. BEFE DT RTOHRELETH—E KRR
SINFEY

2. ERTRITTBATDITEVIVILET .
THBRAINT. 2D MMNR RINET.
3. EDIT]Z2)vILET.
4. Hidden] FvIRv I REEIRLET .
5. BAVE]ZJ)vILET.
HRBZLAET1E AUDIT] R—2 %Fortify Audit Workbench 2% 7R Shiz iYL 1=,

NRB LB DEI R
B E FEEFUT1)—R [d HRELATEYI B TEET .

X ROGE & AR LA EHIBR TEFEHA.
o TZAR)FTELTERESINTLVS.,
- HENDEETEAINTLS.

o WIE. 7T )r—aun\—2a F IR BT TL—R B E fF (5 TULVS.
FTI)T—2a30\—23 0 Mo hRAB LB EHIBR T 55 ik [2DWTIE. "HARZ LA
GETIN)r—230\—2oa b & TR R 35" R—U204% S B L TS
L BRBTUTL—h DOARFLATEBIBR T 5A X ICOWNTIE. "RETT
L—k DoDHRZLZT DEIR" R—291%5 BB L TS,

D RTISHEI R TEFE A,
NAZLATEHIBR T BIZIE. ROFIEEEITLET -

1. §& B (Administration)] E2—DZE RX1Uhin. FoFL—bk (Templates)] & iR
LT. $HRELAY(Custom Tags)| ZEIRLET .
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éf;LZQ_dJ__xQ’]“(Custom Tags) | "—UhBEFET . BEF DARZLATHA @l IZR R
EXIP

2. HIBR T DHRILAT DF IR VIREFAUNLET S

3. Custom Tags]V—J)L/\—T DELETE]#%%Y'JvIL%ETY .

4. RJ(BEHDEE HY)ZEIBR T EAE—U MR RSNz, OKIEV)VILET.
B RIER

"HRALAG" R—280

HARZLETIE DB

Fortify Software Security Center& 12 & [£. YA A TDHRZLAT|IfEZE N TE
EX R

X HRBLAJIHLR AT REREAB UL TONTLSES & . EDE B
[EZEMTEET

HABLMEZEBMF IR ETLHEE L. ROBEEITVLET

« FILIMEDARTZIERL TS

o (ATLAVFLIMEDFRBAZEER TS

o (A7 3v)Fortify Audit Assistanth’s% & SN TLVSIE & (&, hRA LIE ZFortify
Audit Assistant{i& (v 7L . Fortify Audit Assistant®ET /LD L—=2F TEDIEE
FERITINEIMDERETD

o {E %78 DIX B8 (ZE| YL TA(Fortify Audit Assistantz B $1 123 2 EABYET)

HRBLBTEZEMY S

A%E: Fortify Audit Assistanth:% & SN TSI & (X, "hAZLATEZEN TS
(Fortify Audit Assistanth\i% & & # D5 & )" R DR— %S B L TS,

AR BATDHRZ LA ZIEZB N T 52

1. OpenTextDA—a1—/\—T. E B (Administration)]%2JvoLET .
2. ER(UT. FFvFL—k(Templates)]Z5)voL. HARARLAY (Custom Tags)]
0L EYS .
RS L5 (Custom Tags) | R—UIThRA LA WN—E R RENFET .
3. ARBLBTDITEDIVILET .
AHLPREAINT. 2V DFEMIARRINET .
4. BIE DA TET. wWEEDMIZEVIVILET.
5. lEOXRNDLT. #EM(+ADD)ZEIIVILET
{5 D38 1N (Add Value)] ¥4 7RISR ZNE R ENET .
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ADD VALUE

MName %

Description

[ Hidden

CANCEL

6. {EMEM(ADD VALUE)]|#A47RJHRYIAT. ZHlE BHEIZGCTHLIMED
SHREAZAANLETS.

7. (A7 3v) BIVY T(Assign)] FA7RTRYIRS B E T—IRDF(Audit
Workbench)] (285 h\%k & S LESIZ AI2iE. BE 3 = (Hidden)] Fovshy
DREANLET .

8. EHA(APPLY)]. BR#F(SAVE)|DIBIZVJWILETS .
9. (AT aRIEICRIBEDIKEEFHRELET.
10. .BMNTHALEINHHEMEIZT LT, FIES~ 9%FEVIRLET .

HARBLAJE %31E il 35 (Fortify Audit Assistanth's% & & A D5 &)
Audit Assistanth\z% & F A DB & (VAR ZATDHRE LA T ZEZEE T 521

1. OpenTextDA=1—/\—T. & B (Administration)]%>')voLFET .
2. ERAUT. fFoIL—k(Templates)| &5yl . $HRELAY (Custom Tags)]
=)L ET .
Custom Tags]| R—2I12lE S AT LA DHRBLZTP—E R TEINET .
3. EZEMT BT DITEIIVILET .
THBRRAINT. 2T DFEMIAR TIINET .
4. IEQOFXRDT T. EDIT]Z#VUvILZET,
ENDXRNDLET. $FADD]ZEYIVILET .

6. Fortify Audit AssistantZ {3 Fi 9% &S5IZFortify Software Security Centerh\i% & &
. BEEAISENIAOTNSIES . {EDEMADD VALUE)] #4705y
HR(ZIF AABRB LAY DB B E Y T(AA Custom Tag Auto Assignment)]
giavk. hRALAJIEDAAR L—=2"% ¥ (AA Training Classification for
the Custom Tag's Value)] zo>avhF rEnFET .

o
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ADD VALUE

MName ¥

Mot an Issue

Description

AA Custom Tag Auto Assignment *

Mot an lssue
Indeterminate (Below Mot An Issue threshold)
Exploitable

Indeterminate (Below Exploitable threshold}

Oo0o0O0OQ

Mot Predicted

AL Training Classification for the Custom Tag's Value *

O Skip for training
(@) False positive
() Suspicious

O Exploitable

n order for Audit Assistant Training tags to function, the custom tag used as the Audit Assistant
training tag must, minimally, have one of its list values mapped to 'Exploitable’ and another list
value mapped fo 'False Positive'. You cannot map a single list walue to both, so you will need to

choose two different list values to map from the previous screen.

[ Hidden

CANCEL APPLY
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#FLLMEA PADRR LA DE )3 YE T(AA Custom Tag Auto Assignment)]
923> MAudit AssistantDF Bl B &E— BT 55 S (. TDFVIRVIREL
(29 %&. E IR LI-Audit Assistant®DF B B [ZZDURANME A B B M IT9vTINnFE
T . iKY, 7T)r—au3—2a0® Pair4/IL] @ Audit Assistantd
$3(AUDIT ASSISTANT OPTIONS)] €45 2> T EEBIEREERITS
(Enable auto-apply) ] ## R L TL\B I RTOF7T)r—a /I —oav(2xf LT,
EDEETIELTHEMITZEVET .

7. Fortify Audit Assistantzk L—=%"9 %IZl&. CDHRRLAZJ1E HiFortify Audit
AssistantiZxt LTHDEKREZRIRLET. BB ICCORTEZER E I 5&. Fortify
Audit Assistantld. 1—HIZ&HIZTORBE D FEICE DT, A—HHEZE
DESICR TNENEEEF LET . FL—=2 I TIRTOYAMNEXF A TEILNE
FHBYFEEAD. FL—=2TFTII2UE. D ER20%FE| VY THRRH EAHYE
9. 121 & F 7 BE (Exploitable)] [TE| YL T, £512(% R#& H (False
Positive)] [ZE| Y TH E A\PHYFET . Fortify Audit Assistant®Dk L—=4 TfE
BHIBIVAMEC L. COFIEZZYRLET .

8. HEHA(APPLY)]. B#H(SAVE)|DIRIZVJVILETS .
9. (AT AR IEICRIE DR EEER ELET.

FEHLWHRELZTEFERLTT IV —2avn—Ua0 O B EEE 351
(X, FITRIETTVr—2a0\—2aV B YL THRREABYET . FIEIZDOLVT
(& "HRBRLRAGHET T )r—3\—2a 2B YY TEH" R—U20275 B L T2
= AN

FREDIKEZRETD

HRA LAY IE %58 10 3 BFE (. Fortify Audit Assistanth\g % |2 - TULVAI5 & (.
TR EDIREEER T TETFEY . BIEDIKRE (Issue State)] TlE. [ 7 TLELV(Not
an Issue)] A R 2 ;R DR 78 (Open Issue)] DULNTNADATI)ICRIEEE| YL THZ
ENTEFT . RREFEETIHEIC. PIL—FE & & (Group By)] A=a—h5 FE
DK B (Issue State) | 4 E IR I 5L RIRETE T HM B LD ET ILOGEE TEF
T.BBEEEEL. P H(Analysis)| hRRLAJIEIZEZEI YL THE. BlEDIK
fE& (Issue State)] TAIWFITER LB ICE DWTEHF SNFT.

YRR BALTDHRRALATEZFEMTSE. B RE DI RE (Issue State)] o3> B
78 T7EL\(Not an issue)] ] [ZZDfE HiFk R SNFET .

HRBLAGIE D [E 78 DI FE (Issue State) | #5X E 95

;‘;:_;"Gl: PRALATIR—CZFRE. ME TN IHDE S (T FIESALEH A
LFET.
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1. OpenTextDA=a1—/\—T. & (Administration)]Z=7JvIL%ET .

2. ERAUT. FrIL—b(Templates)]%5')voL. HRALA(Custom Tags)]
=)L ET .

Custom Tags| R—V(ZlE. P RATLH DHRBLATHN—E R RINFET .

3. EERETDIIIDITEIIVILET
THBRRINT. 2V DEMIAR TINET .

4. IEDOFXRDT T. EDIT]Z#2)vILZET

5. chﬁ 7 YK & (Issue State) | 223> T, KRR DB B AL TEZEERLE

6. KEIARZZFERALT. EIRL-EZF 7B THLY(Not anissue)] RyIAHS K
fi# ;R DR 78 (Open issue) | RV I RIZFEELET .

ssssssssss

eeeeeeeeee

\\\\\\\\\\\\\\\\\\
aaaaaaaaaaa

REAF-Y. ZBLELME S . KE R O 8 (Open issue)] RV X THE &
RL. REXHARIZFEHALT FIRE THLY(Notanissue)] RvIRIZELET .

7. IRTOMEIE V)4 [ B DI RE (Issue State) | RV RIZR RENSET. FIE
5~ 6ZMEITLET .

BR#F(SAVE)| K2 &0 )vILETS .

oo

SHRIRE

"NABLBTEmET D" T

"HARBRLZJE DEIR" RDR—

"U AT LANDARRLZT DB N R—281
"HWRBLAGHET T r—3\—av|ZE| Y Y TR R—U292

NWARALBRTERETH
EHELANILODI—YDE S [F. DA LRI EAR S AT LTE R T=x%9.
HRALAT &R E T 512

1. & ¥ (Administration)] Ea—DZE R1Uhvin. o FL—bk (Templates)] &5')w
HLT. PHRALAEY(Custom Tags)| =EIRLET .
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2% LAH% (Custom Tags)] R—UIZlE. Y ATLR DT RTOHRZLATN—E
KIRSNFET .

2. METHHIDTEVIVILTERL. #FMlERTLES.
3. EEMERNDTT. EDIT]ZV)ILET .
4, RIERSNFET—ILEDIEZRELT. BAVE]ZV')VILETS .

RIRESNDT—ILK DFFEMZDOWNTIE. "V AT LADHARZLEZT DIEM" ~R—
281%S B L TLEELN.

S RimH
"HAZLAJIE DEIFR" T
"HABLBGET IIr—3 I —2 3 ZE| Y Y TR R—2292

HAZ LZTTE DHI R
BB E FTEFUT )R [, DRELETEEH| B TEETS .
HRBLAT DIEZEEIBRTBITIE ROFIEERTLES.

70— 30— OB ETUTIL— R IR EBE M TR TLIE S .
;T:ti%@ﬂﬁ ZFERALTHENEESINTNSIE S (X hRZLAJIEZHI R TS
Hh.

1. B & (Administration)] Ea—®DOE R1Uhin. FoFL—k (Templates)] %2 iR
LT. PHRELAY(Custom Tags)]| Z#RIRLET .

R4 LAY (Custom Tags)] R—UIZlE AT LR DT RTDHRILATH—E
RININFET .

2. [EZHIBRTRITDITED)VILET
THABRBEINT. 3T DEMIAR REINET .

3. [EDERDTT. EDIT|Z#7)vOLET.

4. fEDE T. 4T 3EDTI%H5 Remove value] 74> W £5vsLET .
5. BAVE|%#7')vILZET.
B B 1E R

"hAZ LB EHmE T D" Bl DOR—D

"o AT LANDARZLAZT DB " R—2281

"HARLATE DB M R—285

HNARBLATERBETUTU—&E & 4115

RAICEETVILU—EERLTCRE TV IL— T7/IVETYTO—R L& . ZD
BRETUTIL—hI7MITE ZRINTVDHRILATIE, &R A ICEETTL—k T
E AT TONTWSNRELETTY . BFEDHWRZLZTDEFNEHREINSGER L. 4
ThRI Dt avTHRBALEFIEZE AL TEHF INSILIIHR I SATLSITIE
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L. ZORETUTU—h F7AIILVTH LE R ENFZARZLEZT DY AT LIZBIME N,
T IL—h I E M} o TLSF=TY .

I P ETFUTIL—NEAE M 5N TS HRELAT L. FOR BT TL— %
FARALTEADIERSNEESIZ7IVr—auN\—2avZE Y Y TOENE T I4)L
kDRIt VsTT,

HAB LB HER BT TU— 2B & 1 1+5I121E:

1. OpenTextDAYAT. & M (Administration)]%5')voILET .

2. ERAUT. FrIL—r(Templates)] #EIRLT. BFIfE(Issue)] #ERLE
ER

3. ARALAYJICEE(F 1+ B TUIL—k DR R EINFATEIIVILET .
TIIERRASINT, ToTL—FDFEMAR RINET.

4. EDIT]ZJ)vILET .

CUSTOM TAGS] %73~ T. #ADD CUSTOM TAG]Z#7')vILFEY .

6. PHRALAETDE M (ADD CUSTOM TAG)]| ZA4 75 RYIRAT., BT TL—k
(ZE§ ;_é T H2HhRELET DF VI RVIREAUIZLT. #BI(+ADD) ] %#5)vY
LFEY.

hRHLAT(CUSTOM TAGS)]| T—F /U, BMLIz2I D — B R FShFT.
7. BAVE]Z7)vIOLET .
SRR
"NRALBGET T Vr—> 3 nN—Tav o B TR R §5" R—2204

RIE T IL—hk DhoDHRR LSZST DHI B
R T T —k DOHRRLAGTEHEI BB T BIZIE. ROFIBICHELET .

1. & ¥ (Administration)] R—C DE RAUhS. FoFL—bk (Templates)] £ iR
LT. ERE(Issue)]#EIRLFET .
GRIDRICF. PRATLADTRTOM BT IL—h H—ERRINET.
2. g_l BRDINRALATICEAE M (ToN-EToIL—bERTTIITEIIVILE
THREIN. BBTVIL—t DM AR TSINET. CUSTOM TAGS] 24
;EDIZ(i VTV IR EBEE A (T TWARHRILATHN—E R RShE

o
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The PCI DSS v3.1 standard gives specific guidance on what types of software defects should be removed from software
before deployment. To better aid with remediation, this view displays those issues that are immediately related to the
PCl standard. To enhance the auditing of the application, one should group the issues by "PCl 3.1" for better clarity.

PCl v3.1 Basic Issue Template

Name Template

PCl v3.1 Basic Issue Template Project Templatexml

Description Select Primary Tag:

The PCI DSS v3.1 standard gives specific guidance on what types of software defects Analysis

should be removed from software before deployment. To better aid with remediation,
this view displays those issues that are immediately related to the PCl standard. To
enhance the auditing of the application, one should group the issues by "PCl 3.1" for

CUSTOM TAGS
Name Description Hidden Extensible Restricted

Analysis  The analysis fag must be set for an issue to be counted as ‘Audited.’ This is encouraged fo be the final action performed by an auditor.

Recurrence  Indicates that an issue was uncovered before in the current, or previous application version.

| SET AS DEFAULT || DELETE | DOWNLOAD TEMPLATE EDIT

3. BRFEILIATOTAIZHD EDIT]EVIVILFET .

CUSTOM TAGS

+ ADD CUSTOM TAG

Name Description Hidden Extensible Restricted

Analysis The analysis fag must be sef for an issue fo be counted as 'Audited.’ This is encouraged fo be the final action performed by an

auditor.

Recurrence Indicates that an issue was uncovered before in the current, or previous application version.

[ e |

4. %_E;ﬂﬁ DH| T, ToTL—hkDSBIR TERHRRALAT DEI B TAar w7 )voLE
F BB TUTIL— DS ELI=TSA4VAT %I R 35 EIETEEEA-

5. % (SAVE)]Z4)vILET .

& B iHE R

"HRRLAG" R—280

NRBLRGETI)r—30\—2a (2B Y TS

HLWARZLAGTEFERA LTI —S3un—Sa DR BEHE B 521 £F44
=7 T)r—an\—2av|ZE Y Y TABLEIHYET,

NAB LB HET T )r—a\—2avIZE| Y TAIZIE:

1. Applications]| Ea—T. 75— 3o DT B EL. BEE 35/—23 D4 Fi
ZERLES.

2. EEAUDIM]R—CO7INTr—an—ay—Ibin—7. yazzq i
(PROFILE)] #42')voLET .

3. VPFIHr—3>FOI774 JAPPLICATION PROFILE)| #4704 Ry X T,
R LZT(CUSTOM TAGS) | #7EEIRLET .
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4. ASSIGN/REMOVE]Z7vIL%EY .
é%l%S;‘_OM TAGS]4271Zl&. BEE O CHEA AL T RTOEIN—E R T
5. FI)r—2av\—23 (2B Y E THRHRALAT DFovIRvIREAUICLT(HE
HDRIEERTEET). DONE]#V)vILET .
BIRLIEATE BIYE ToNATELT—ERRINTLET.
Fortify Software Security Center CRIREDE B ZIEE IR T §5I2&. [T54<

AT 1ELTH E SNTUWDARILAT DIEZEIE E TE2LELNHYET . TIALE
Tl&. Analysis2J ET54<1RT T,

BEERIC. T/ JER D IT—E R RSNFET . AnalysisLl i} Dlist-types

R LAY B Fortify Software Security Center 1 ABVRIZEEL . 7FIr—3
UIN—23VZEI YL TON TG & & ShbDF5 D1D%AnalysisDit HYI

TSA)ETEL TR IR TEET

6. (ATLAV)BREDTFATIRTUN DRI ETZ74)ELTEIYE THIZIL

i list-type hRZLATHEN YL TEHIENTEADIE, TF7M17RTETHI5E
T,

a. BELECT PRIMARY]#Z2')vIL%EY .

b. US4<)2450:&IR(SELECT PRIMARY TAG)]| #4705 RYIAD US54<
)25 D& R (Select Primary Tag)] AL D5, T5ARVARZLATEL TR E
THITEERLETS .

FEETIRIVEFERTEEAET. EETVRAIVEDAMFURIE R
FIREBELTVEWNME S X 2V EZHRELTEDRERES HDILEHHYFE
T BEBETIVRIVE ATV RER BT ETDNTIE, "V AT LAD
NABLAT DEMN" R—22815 B L TIZEW hRALATERET S
B EITONWTIE, "hRILATERE 5" XR—289%%5 B L TSN,

c. DONE]Z&YJ)vILEY .
7. CLOSE]Z7)vIL%EY .
YL TOENIZDRILAT & RICF—LADN—DTTVr—230n\—23 I T3
MEEEEIHLEEIFEAAREITGYET.

SRER
"NARBLRTETITVr—avn\—au o E M (HRR T 8" ROR—D
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HARBLZGHT ) r—a o \—2a0 s &+ IHEBR 5
HARBLBGHT I )r—a I\ —2oau o & 4 (T B TEADIE. FOT7 T )r—3
VN3V NEETHEALTLVEWLS & TY.

HRB LA HET T )r—30\—2 30 8 & T TR R 9 51215

1. OpenTextDAVAET. FWF)r—av(Applications)] =2y LET .

2. hARALATHEIVY TENTWBST IV —3n\—2av & #9)vILET .

3. EEAUDIMIR—CD7I)r—30n\—o3y—)0—7T. VRIPSIL
(PROFILE)] &2')voLFET -

4. T )r— 3 FaT7AIUAPPLICATION PROFILE)] 4R oG, hRALAY
(CUSTOM TAGS) ] #7%ERLET

Bl Y4 T/ Bx (ASSIGN/REMOVE) ] &4y L %Y.

CUSTOM TAGS1471ZlE. Y AT LR DT RTOHWRELATH—E R RTEShE
T TI)r—2a30 R\ —2aV [T E A1 TN TR AT DF vy AhNE IR &
nTWhEY.

6. HIBR T BHRELBTDFyoRvIREATIZLT. DONE]#5)voLET .

7. CLOSE]&7)vILET .

ZOT7IVr—3unN—230M A (AUDIT)| R—2 L [ZR R EN TULVAR B D #
AN EEE (AUDIT)] 2T TlE. ARZLATH—E [ZShiEiEYFELT=.
FTRTCDTINVTr—230n\—2 3o ENDEN YL TONTULSE B T TL—k hohR
BLATEEIBR L= 121X, TR0 %HI B TEET.

B R 1FE R

"B ETTL—k DDDHRRLET DHEI R R—291

" AT LANDHRZLAZYT DB " R—2281
"HRBLBGTETI)r—awnN—oau|ZE| WYY TE R—2292

o

BB TUIL—hCLDHRRALIZTDE B

BT IL—h I7MILTE B INFARILAT . T8 E OB B TTL—kIZE|
YHTonFET. BEMETVIL—+E27YyIO0—FLTBRTFDARILATEREH T
Z&IFTEFE AL Fortify Software Security Center T H1 S -hRALAT MR H &
ndE BEENKRTEIN., MITEHER T AvE—UBNRTEINFET.

R DEKSIZ. Fortify Software Security CenterQhRAZLATE B oL 3 AL T
BEF DARELATERFHTABEIHYFET .

1. OpenTextDAYST. & H(Administration)] &:&RLET .

2. ERALT. FrFL—h(Templates)] &R L. HRHZ.LAS(Custom Tags)]
FERLET.

3. BHZEETLFEY

OpenText™ Fortify Software Security Center (23.2.0)



aA—HHAK
FNE: 7IVr—2a30E7T)r— 30\ —23>

RETUIL—D7y7O0—FRZEB L THLWAREZLATEZE M TEET . ThizkY.
12EZ XV TR I T7E B IZS ML TUOVE W EX ) TAF—LDAN—D., B ETVT
L—rBLURRBETUTIL— DHRR LAY ETE & TEEFT .

FPRZ7AMIVN DRI ETUTL—+ 2 FE A LI-ADRELETDE I8

BE . FPRI7AIUZIIR E DT TL—k BE FNTLET . Fortify Software
Security Center[Z7y7O—K SNF=FPR774JUZ. #& & 7l ft LL TR E S f-hRF L
AEEOEBETUIL—DEFENTNWDIGE S L. 2V ICEZEB I TEET .

TI)r—32\—2 3 D B 12D T

Fortify Software Security CenterC77)/7r—> 3z B & HIBR 752 LIETEFE A,
Fortify Software Security CenterTl&, 3 _XTO/N\— 3V bl Br SN (T7T)r—
avEBEEMICHIBRLET .

Fortify Software Security CenterCE B & D& EINE VL TonTWSIE S & £E
D7 TVT—230 =23 FH| B TEFET . EX T4 )R FEEIR—D D& 2 %
BoTWBE &L BlUS THNTWST IV r—23un\—23 4| B TFF .
N—2aVFEIBRT5DTIEGES  Fvi aR—K (Dashboard)| "—U B &Y FI)r—
3> (Applications)] R—U TR R ENGNKIIILIZWME S N\—D 3 EB/HYICTEE
T o TIVr—2avnN—0aVE RIS BT R IONTL, 7T ) r—Yavi—oay
DEMIL" TES B LTI,

SRIEH

"TI)r—a o\ —2 30 D R R—U297

TI)r—232\—230DE L

T Vr—30\—2a 0 FE 2T HE. FD/A—230h PApplications] Ea—TIER
RIZENET . 7IV—23o DT RTON—23 %I R T8 7I)r—oavIdse
2ICHIBREINET .

TIVr—230n\—23 0 E,MIT BICIE. ROFIEEETLET .

1. Applications] Ea—T. 75— a DT EERAL. B(TT 5/ —D 3058
RLET.

2. BIRLI=/\—Pavm EE(AUDIT)|R—OT. UVR77MJUPROFILE)] &5')vY
LFET.

3. PFUr— 32 FOT74JUAPPLICATION PROFILE)] #4745 RYIRT. P
F1)r— 328 £ (APPLICATION SETTINGS)] 247w L &7 .

4. Version Settings] X1 T. DEACTIVATE]%2')vIL%ET .

Fortify Software Security Center(Z. /A—23V DE R L ZHER T A0E—U DK
RENFET.

OK]z7)voLFET .

o

OpenText™ Fortify Software Security Center (23.2.0)



aA—HHAK
FNE: 7IVr—2a30E7T)r— 30\ —23>

DEACTIVATE] R4 A ACTIVATE|RAUIHVES . R EIZELT. % T
N—23a B EBEMICTEET .
6. APPLICATION PROFILE] #4705 Ry R EH LT .
SHRIFH

"TI)r—aonN\—av DB EMIE" T
"I —3 o n\—2a  DEI R R DOR—D

T ) r—a0n—o3v OB A 31e
BEDTIVT—avn—oavhEpibshn. v aR—K (Dashboard)] =% 7
J)r— 3> (Applications) | Ea—IT— B R RSN TULVELME & (L. FO/\—2 3%
HEAMELTBUKRRIHIENTEEY.

‘ML SNE=TIIr—2aon\—2a0hs, 7I)Vr— a0 DO — FEE §5/83—230
FotE & 1E ROBEEZETLT, 7IVTr—23avIT7OALTEE B HICTEE
ER

. g ;7:)] L EIN=7TVr—2avOF LLAN—2a0 R L . RICERBA 975 F IE 16 L

T )Tr—2a DRl DIN—230 N FEE TR EIT7I)Vr—avn—2a 2B EER
ML T B ROFIEIHE NET .
1. OpenTextDAVAT. PF)r—ar(Applications)] =0')vILET .

2. BEFHOT4T1E/8—23>DF R (Show inactive versions) | FTyoRwI X%+
[TLFT .

3. RTEVIESINIT7I)Vr—aun—230FBEE#0)vILET

4. EE(AUDIT)] R—SO7TUr—Savn—oany—bin—<. Yazr/iL
(PROFILE)] =9y OLET .

5. PFUr— 3270774 )L - <application_version> (APPLICATION PROFILE -
<application_version>)] #4A T7AJRYIRT. PIVr—a ek E
(APPLICATION SETTINGS)] #7%:&iR L% .
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APPLICATION PROFILE - RWI 1.0 x

ADVANCED OPTIONS CUSTOM TAGS PROCESSING RULES BUG TRACKER ~ APPLICATION SETTINGS

AUDIT ASSISTANT TRAINING AUDIT ASSISTANT OPTIONS

Application Settings @ Version Settings

Application name Version name: 1.0

RWI Riches Wealth International f
Application description

Riches Wealth International Other Versions
Created by

admin

CLOSE

6. BHIE(ACTIVATE)] 29w oLET .
Fortify Software Security CenterC7 I T4RN—L 3 R T AvE—UMNKR RS
nEyd.

7. OK]Z&VI)ILZFET .
8. CLOSE]Z&VJyILFET .

7 )r—a 8 —23 M, Fortify Software Security Center® Dashboard] &0
Applications]| Ea—ICB UR RSNET .

T —23\—2 30 D Bk

TIVr—2a0n\—2 3% 8 Bk 375D TIEAL. Fortify Software Security Center®
Pashboard| Ea—& KLU Applications] Ea—DR R ML YRRLKIE & . "77)r—
2avN—Uav DE R R—U295%5 BB L TN,

BE 77)5—23>0OF RXRTO/IN—2 3% bR 9% & Fortify Software Security
CenterlZ&k>T7FI)r—av N E B (ZHIBR S ET S
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Fortify Software Security Center7 )4 —32\—23 % HI R 95121 R DOF B
ZEITLET.

1. Ppplications] Ea—ms. BIBR 57T —aun\—2a DA R EEIRLE
9.

Fortify Software Security CenterT. EiRL1=/\—>3>0 DVERVIEW] R—IU M
MEEFT.

2. 7I)r—2308\—232Y—)LN\—T. PROFILE]Z#2)vILET

3. APPLICATION PROFILE] #4704 Ry X T. APPLICATION SETTINGS]
TOIILET .

4. Version Settings] X1 T. Delete]%=7')vIL%Ed .
Fortify Software Security Center|Z. /\—2 3> DH| B 25 2 T 5 A0E—U KR R
SNFET.

5 OK]&JJvILET .

Fortify Software Security Center|Z&>T. T—AXR—ZAMo/\—D 3 M| R ENET S
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Webhook#%{E R L T. Fortify Software Security CenterCH & 954~k 2B L T4
BORTLERH I HIENTEET

DYV THREATHNEYY:

WEDNOOK DB Bl o 299
WEbhOOKDVE B ... 300
WeEDhOOKZ R B T8 oo 305
WebhoOKRAE—R DI IR o 305
WebhooKk RAE—R DB BCE . 308
WeEbhOOKDB R ... 309
WebhookDEF /]

R DF [E. Webhook|ZRE & ¥ 52 R V% E 179 %5F 7] ZHF DFortify Software
Security CenterDf#& | R L TLVET .

& & C)

B  21—HIIWebhookZME M . KRR BLVEELT. FEDEEDINULE
& BERTEET.

t¥a o 1—HEWebhookZ %k ;K TEFY . WebhookTE R &N 57T ) r—3
D ( DN=oavlld AR RGRREF A EF TS T I r—3
=k DDIADEFENDIIITIEBERASNET .

o A—HF. ARG RRFAIERH TSI T4 T4 TDHWebhook:
MANUZERBFIVEERTEFT .

THaA)TA) R ROBEHREE B F-FEE TEFLA
« 8end me everything!]1 473> H%& R S f-Webhook

« All Application Versions] 473> h%& R & f=-Webhook

o AZN—YINTIERNLBELGARNEE R TH5-OIZR E SN
Webhook

!_Jﬂ!

Fortify Software Security CenterM# & I AR 1T TEET7 U2 ava I RTR R T 5IC
(T ROFINEIHEWNFET S
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1. OpenTextDAYAT. & B (Administration)] Z:&RLET .
2. ERAUT. B—H(Users)]. & ElI(Roles)] DIEIEIRLET .
Roles] T—7/UZ. A—HIZE| YL THIENTEDTRTORE DR IR RS

nEs.

3. B DR B T1—HE TEL T ETRTE R TBICIE. Z0OEE OF
oL ES .

Webhook D{E Rk

& 1 & (TWebhookZ1E B L T, Y B—/ W7 T )r—avn\—2a 0 E B MNIE &
BB BB DAINUIZE R TEERY . EXa)T4)—FE RRIDFAZHEHD
IUTATADANU %85 8 9 HWebhookZ1E K TEFT -

¥ : Webhook#% 1§ 1F 97 %5F 1] &4 D1% B D& #l (CDULVTIE, "Webhook D& A
B OR—2 %S BLUTZELY.

# LL\WebhookZ/E K 3 BICIE. RDFEEZEITLET .

1. EEEFF=ITEX1)T1)—K L TFortify Software Security Center|ZA45 />
L. OpenTextdOAYAT & B (Administration)] #2')voLET .

2. ENRAT. B (Configuration)] Z#=E R L TH5. Webhook (Webhooks)] %

EBIRLFET.
Webhook (Webhooks)] "— [Z[E. 97 TIZER E SN TLYSWebhookh' — & &
RENET.

3. Webhooks] R—_T. NEW]Z2J)VILET
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CREATE NEW WEBHOOK

Payload URL * o

Description

ssL Verification®* @
® Enable

O Disabled (Not recommended)

[ use SSC proxy €

Confent Type* 0

Secret

Which events would you like to trigger this webhook?*
@ send me everything!

O Let me select individual events

Which application versions would you like to monitor? *
@® Monitor all application versions

O select individual application versions

O Active

Select this check box to activate the webhook. To keep it inactive for now, leave the checkbox cleared.

CANCEL

4. CREATE NEW WEBHOOK] #4704 HRYI AT, RDE TiHATHEHRZEA
HLFET

24—ILE L

Payload URL ZORYIRT, BR SN =_AO—K D52 {5 £ URLE
BELET.

Description (A7 3>)Webhook&EZDRAO—F DERBAFIEE L
EX P

SSL Verification & % L=URLIZE DL yTWebhookZ I U 3 DI

SSLELEA & DIREE N BEMNEINERELFT .
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T4—ILR

Use SSC proxy

Content Type

Secret

Which events would
you like to trigger this
webhook?

&t B3

(AT av) Fortify Software Security Centerffi & F
[ZTOFUERELTVDIE A F COFTIRUIR
74129 % EWebhook! 2 F TEFE T . Fortify
Software Security Centerff & F [CTAX %R E T
A7 ik 22Tl "Fortify Software Security Center
HEDTOFLDEE" X—213085 BL TS
Ly,

RESNDIR(O—FIFERASNIEAERTLE
EE

X ZOV)—ATHR—F SN TWBIaTIYEA
J1ZJSONDHTY .

(AT2aV)POSTER DT—4BEMFIVELEH
IR 5L 9 A1-0I2fF A S bdWebhook>—oLwk %
ABALET . =LYk L 1w arR—R Ayt—D
FREIEEO—FHMAC)ZESH ET4=-OIFHINET .
HMACIZ. ' X-SSC-Signature JNvA %A L TR/ O—
F D%k ImZEINFT . COI—KFIEHMAC-
SHA256 7 JLO)RLEZFE AL THEINET . >—
Lk EFF—ELTRERA SN RMO—R KL (HTTPD
Date | NVATE ANE I ST BB ) AvE— &L T
FERAINET . HMACIE X, TL 71 v Asha2s56=%
BEo16E LTIV a—RENET

RONTNAIEETLET .

o RAO—FIZRDARUEEE HAHIZIE. Bend me
everything! | ## R LFET (ChiE. WA BIUVF
EDTARTHOAIRUMSE A SNET).

¢« TELTWBARUE DY T Yk ER(O—FIZE
HBIZIE. BRI ARV ZR IR T 5H(Let me select
individual events)] 2R L. {FO—/NLAIRUb
(Global Events)] URk & PFVr— 32 —23
1Rk (Application version events)] XK (T
LSBT RAO—FIZE HBARUDF Vo
RV REAUIZLET S
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J4—ILR 5 Be

Ta—=1\NWARVN (VAT LEW)
USER_CREATED: # LU \a—h/La—4, O—hILTIL—T . F=[ZLDAPTY
T4 T4 hFortify Software Security Center|Z3E il &t EL =

USER_DELETED: O—A/La—4, O—HILJIL—T | FELDAPIU T4 T4H
Fortify Software Security Centerhisgl B ShEL f=.

USER_UPDATED: O—A/La—. O—Ah)LTIL—T . FH=IELDAPI T4T+«
MNEFINFELT-.

LOCAL_USER_ACCOUNT_LOCKED: #Exh  E & B IcKHOT 1V 1T
W% 3E51=8. Fortify Software Security Centerms>O0—h)LA—HHNOvo 7o
FEnFELT=.

APP_VERSION_CREATED: SSCT# LW\WZF)r—230n\—IauhMERR &
nELT =

APP_VERSION_DELETED: Fortify Software Security Centerhis7 1) 4—
a3vnN—IauhEIBRENELT=.

REPORT_GENERATION_COMPLETE: Z Rk S i=#H LL\LR—rZER T H
FUPAOUO—R TEET .

REPORT_GENERATION_REQUESTED: #H LL\LAR—k MER ShFEL =,
FIVr—230 8= ARV (FTVr— a3 —Sa V@ H)
ANALYSIS_RESULT_UPLOAD_COMPLETE_SUCCESS: 7v7O—K&h
=7—T1 779+ DI HiFortify Software Security CenterlZxt L TIE & [T1TH
. TOT—AIMERTTRETY .

ANALYSIS_RESULT _UPLOAD_FAILURE: 7vJO—K &hf=-7—T4777k
[FEF [CNIE INFHFATL=.

ANALYSIS_RESULT _UPLOAD_REQUIRES_APPROVAL: 7vZO—K&h
FRX YO T—TA77I N B FBITITEZEHINETT .
ANALYSIS_RESULT_INDEXING_COMPLETED: Fortify Software Security
Centerh\7v7O—F SNT-FPROMEBF# T L1 2. JO0—/NULER R D=6
DT—EDATIIRF ITH5E T LELT=.

ANALYSIS_RESULT_UPLOAD_APPROVE: 7—74 777k ®7y7A—K A
AFEEINFEL

APP_VERSION_UPDATED: 77— 3>70774)J/APPLICATION
PROFILE)] #A 7RI RYIRDNST T r—a0n\—oav BB HrianEL 1=,

T I)r—S3\—2 30 (RN
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Z14—ILF 4 BF
ANALYSIS_RESULT_UPLOAD_COMPLETE_SUCCESS: % # #& 2 MIE
w7y O—REhELT=.

ANALYSIS_RESULT _UPLOAD_FAILURE: /& 2 o7v7O0—K [k BaL
FL71-

ANALYSIS_RESULT_UPLOAD_REQUIRES_APPROVAL: 73 ¥t D77
A—RZIER BB E T,
ANALYSIS_RESULT_INDEXING_COMPLETED: % # #& & 1Ty A+
[+H5E T LELT=.

ANALYSIS_RESULT_UPLOAD_APPROVED: % #T @77 0—K #& & H\7&
EaInFELT-.

APP_VERSION_UPDATED: 77— 3> Mi—2avh B FrashFEL 1=

BEHRRROTII—  ROVWThAEETLES.
vavn—rary (Which . gRTO7FIVr— v —S (BT D7 T —

application versions LavN—UavEg BIERINET IV —ay
would you like to N—30)&BE R 9 HICIEL. Monitor All
monitor?) Application Versions] A7 av &R IRLET .

o TIr—30n\—0a3oDHY Tk DAHEERT
BIZIF. RDFIEEEITLET

i. Belect Individual Application Versions]#
ToavEBIRLET.

i. ADD]#J')vILFEY.

iii. BELECT APPLICATION VERSION] &4 7
ag Ry XM APPLICATION]URK Hin. BE
BIBT7TIVr—avmERLET

iv. TRTON—230%FE R T 5I21E. Belect
Alll FzvIORYIREAIZLET . ZNLLH D
B A& N\—2arDFvIRvIREAUIZL
x9.

v. DONE]#2')vILFEY.

vi. BIDT7TIr—230n\—Ca (B DB EH
V)EE MM BIZE. ChoDF IEZEEYRLE
9.

Active WebhookZ 79747129 515 & |&. COFTyIRYY
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J4—ILF ERBA

REAUIZLET . WebhookZEIE7OT4TDEFIZT S
(21X FzvIRVIREATDFEEICLET .

5. Webhook®E& E M5E T L1z, SAVE]EV')vILET .
S RIFH

"WebhookRA/O—K DR =" F

"Webhook Ml kx" XR—309

WebhookZ#Rr & 95

WebhookZ#w & 951214

1.

s

6.

& B E F-(Ft¥1)7+0)—FK L TFortify Software Security CenterlZ0%5' 4>
L. OpenTextOAYAT & B (Administration) ] %2 )y LFET .

F X TA) R DB L B RMER T AHIITAT1EEHRTD
Webhook/=[+%#R & T=%7 .

ERA2T. B TE(Configuration)] Z:Z# R L THS. Webhook (Webhooks)] %
ERLET.

Webhook (Webhooks)] "— [Z[E. 97 TIZER E SN TLYSWebhookh'— & &
RENET.

TEEIRTHE. #RE T 5WebhookDEF M AR RINET .

"Webhook MDAE " R— 300 TERBASN TS I4—ILR DIEZZE B LFET .
(ATLaNEBET-RITRAO—F DEERIEZE KR T5I2IL. Recent
deliverie] T. BB £ 3 25X/O0—FDT7%#ER L T. REDELIVER]ZYJvoL
9.

SAVE1Z7)yILETY .

ERRE
"Webhook R4/ O—K DE =" T
"Webhook®fE B " <—300

Webhook R4 O—F O 7R

EIE DS S L. TRTOWebhookRAMAO—K 2K 5k T=E 9. £X1)T1U—K D5
Bl KRR ITBIARMNAHF R ZHF >TLBT7IVr— 30 /3—2 3> DWebhook R A

D_

FDHER R TEEY .

Webhook RAA—K #FX ;R I HICIE. RDOFE (ZHELVET .
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% 123 : Webhook|Z2UL\T

1.

2.

&8 E F-I3tFXa )74 )—F &L TFortify Software Security Center|ZR45 1>
L. OpenTextDAYAT & B (Administration)] 2 )JvILET .

ERALUT. BE (Configuration)] ## R L TH%S. Webhook (Webhooks)] %
EIRLET,

Webhook7T—7JUZIE. R DLSIZEE7F DT X TDHDWebhookDUREL & FNEFND
AT—RAANKR RINFET .
VIRE DFTVII—IIE. REDRAO—R ERICHR I L=2EERLET

& LxIE. Webhook(E7 T4 THAMN, BEREINI-REDRA/O—KRZEE T
ERhOI=ZEERLET .

X URK IR R SN T=Webhook® 8tatus] 74—ILK(Z7AAHR R Shis
LM & (X, WebhookT—JIILTZD{TZE L. Recentdeliveries] 7—7 /L
DL 1ZH5 Active] FTvIRyIANRIR EN TN EEERLET .

WebhookT—7 LT, WebhookZ#E IR L TZDFEMEER L. ZREEE SN
AO0—R (& KR10E)ZRAELFT(RTRELIHZE)-

Recent deliveries

v 22 10/14/202011:29:20 AM
v 21 10/14/202011:23:47 AM
v 20 10/14/2020 11:23:00 AM
v 19 10/14/2020 11:10:29 AM
v 17 10/14/2020 11:09:59 AM
v 15 10/14/2020 11:08:40 AM
v 14 10/14/2020 11:08:20 AM
v 13 10/14/2020 10:43:17 AM
v 12 10/14/2020 10:18:14 AM
v 8 10/14/2020 10:00:39 AM

Recent deliveries] [Z[%. & i B2 1§ SN =R/ O—F (& X 10{@ ) DUR+ HiFk 7R~
SNFEY,
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% 12E : WebhookIZ2UL\T

4. RETEIRAMO—FDITEVIILET .

v 18 10/14/2020 11:10:29 AM

REQUEST RESPONSE

Headers

X-Request-URL: http:// :8084/2972bbcg8-eb96-4934-blad-6baafb72a0d4
Accept-Encoding: gzip

User-Agent: ssc-webhook-sender

Date: Wed, 14 Oct 2020 15:10:29 GMT

X-SSC-Request-History-ID: 18

Content-Type: application/json

Content-Length: 267

Accept: */*

Host: 18084

Payload

{
"events": [
{
"event": "ANALYSIS_RESULT_UPLOAD_COMPLETE_SUCCESS",
"artifactid": 4e,
"projectversionId”: 1eee6,
"filename™: "EightBall ja.fpr",
"username™:
¥
1,
"triggeredAt": "2020-10-14T15:10:29.044+0000",
"sscUrl": "https:// :8443/",
"webHookId": 1

}

5. g BEDORXFFAVFDFMER T I HITIET. RESPONSE]#TZREIRLE
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Recent deliveries

v 18 10/14/2020 11:10:29 AM

REQUEST RESPONSE

Headers

Server: nginx/1.15.12

Content-Type: text/plain; charset=UTF-8
Transfer-tEncoding: chunked

Connection: keep-alive

X-Powered-By: PHP/7.3.5

X-Request-Id: f@65ac41-483b-4cdf-a655-26cdad65b340
X-Token-Id: a972bbc8-eb96-4934-blad-6baatb72a9d4
Cache-control: no-cache, private

Date: Wed, 14 Oct 2620 15:10:32 GMT
X-RateLimit-Limit: 3@

X-RateLimit-Remaining: 26

Body

B2 {5 SN A=K OOV T Y DR M IOV TIEL A= 100" Webhook DA H—F
" R—U466%5 B LTS,

SRIEH

"Webhook DHl Br" R DR—
"WebhookDAE 5" ~<—300
"WebhookZ i & 975" ~"—305

WebhookR4/O—K OF L {E

WebhookMDXAO—F URLIZEEE SNARAO—R IS EITIEEMT OIS E .
"AO—F DB EEZERTEEY .

WebhookRAA—k DB EEEZE KR TH2E. RDOFIEIZHLET

1. EEEFF=ITEX1)T1)—K L TFortify Software Security Center|ZA45 />
L. OpenTextDAYAT & B (Administration) ] %2y LET .

I X )T )R DOE L. A RMABR TR DHIIUTATAHFEHR TS
Webhook/=[+%#R & T=F7 .

2. ERAUT. B %E(Configuration)] ZE R L TH5. Webhook (Webhooks)] %
EIRLFET.
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% 12E : Webhook|ZDUL\T

Webhook (Webhooks)] "—2 [Z(F, §% B SN TLVST R TDWebhookh— & &
ANy (I3

3. RAO—RZHE{E 3 5WebhookDITERIRLET .

4. Recentdeliveries] T. BEE A RX/O0—FD1T7%:#IRL. REDELIVER]Z%
2 )9ILFET .

EHRIFH

"WebhookMfE Bk " ~<—300

"WebhookZ#& & 95" ~"—305

"Webhook R4/ O—K DX ;=" X— 305

WebhookDg| &
WebhookZHI & 3 5I1ZI1E. XRDFIEEZEITLET .

1. EEEFF=ITEX1)T1)—K LEL TFortify Software Security Center|ZB45' /4>
L. OpenTextDAYAT & B (Administration)] 2oL ET .

2. ERAT. B3 (Configuration)] #:# R L THS. Webhook (Webhooks)] %

EIRLET.
Webhooks] R— (2. BE7F DT RTHWebhookEZFMIR £ DAT—HRAN— &
RIRSNET
3. ?'C Hll B 97 %5WebhookDF =vIR vy RXEAIZLT. DELETE]Z2')voL%E
SRHE

"WebhookM{E B " RX—<°300
"WebhookZ#g & 95" R— 305
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FI3E . T INTAH—TR(OH5—A. B
LUOT75—Fk

Fortify Software Security CenterTl&. 77— an\—2 30 TRIE SNT{E EAN
Uk EHEE B EL TR 7E TEET . Fortify Software Security CenterZE #t (. 771
r—2avnN\—2a 0 TEICE B IR @ SNAANIVIDE R TY . ZHTIE. BB
T—RDME . £ T OATIIHAIURINET .

INDA—RUVRA D=3 TR TIVr—>aun—2av DE R 2 TE R L Sh.
BERRBGCEDERGTIVELNILOHRILEZR T ENTESAN)VIICE M A
HE HENFET . Fortify Software Security CenterZ ${ &/ \TA—<X UV RA D5 —HET
[F\ ARFTARINT AR D ZEE K T HF=0IfE A TEAE R TOvIhMR I ShE
9. N TOVIIE. ARIATAXENTZT7o7—F EEITHARATIENTEFET .
EHDEEFEALTTI—bENJATEES . ChIZKY. Fortify Software Security
CenterTld. 75—h E & TRE & LLTE E SNz 2—FDFYY aR—F TR R TE
F9 . Fortify Software Security CenterTl&. 77Ur—30\—2 30 F—LDA I N—
[Z75—hBHEEFA—ITEIETHIELTEET.

eI avTHRBATEHNEYD:

B B Ol P 310
B B D E B 311
B B DR DT 311

IND A= RA T 312
INDFH—RADDT—BDVERL oo 312

T T B B 313
T D E B 314
T R R T D o 317
T B B 317

T o IR TR & 317

EHDER

X )T R FLEIEBEDS A (X 7IIr—aoDEREEEHE TEEFT . XD
k EwSTl&. Fortify Software Security CenterZ #t D& X &8 & X F 5 A 9 51F
WERL. EREERTDAEITONVTEHRBALES.
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aA—HHAF
F13E . INTA—TURATH—A, BXUTS5—k

Z B DIE K
Fortify Software Security CenterZ 8 Z1E B 9 5IZ(F. ROFIEZETLET .
1. EXa )T« )—FF=EFEEFLLTOTIL. EE(Administration)] =5')vY

LFET.
3 B & E 7Hh ook FH D1—H(EFortify Software Security CenterZ %
ERk TEFEE A

2. ERIDORAL2D Metrics & Tracking] ©. Variables] #®# R L%,

3. Variables]'V—IL/\—T NEW]Z9')vHoLET .
4. BLULVE $ DO B (CREATE NEW VARIABLE)] #4704 Ry2 X T, RDE I
TYEWMEANLET.
4—ILKF f BA
Name XF(@a~z.A~2Z2)THFEY. XF.HF(0~9). BLUVTY

A—RAT7XF () DHEETEHBEANLET.
Description (72 av)ih DA—FHE $h DfFE LA ZE R TESH LS. S

ZAHOLET.
Search £ $h 75 Fortify Software Security CenterZ ## F X F 3% A
String HLFET (BREREXFIOERAEIZONTIL. Bearch

String] RYIADT [ZH5 Byntax Guide] Vo o% £ R I 550\
"EHOEX" TESRBRLTIESLY),

Folder DR DS ZEEZEE E At (15T 74 DI1IIL2 I DTA+
IWAEEIRLET

Folder] VAR IZIE. FE AR BEL T RN CTOME T IL—~ 2B

E AT ToNT-BEH DTAHINFE DR RINET . TEHE X 7+
WEZ DT IV r—aunN—Sa DR BT T— IZB &+t
(TN TG & ISSHESINET

5. Fortify Software Security CenterZ 8l &+&FEL1=#% . BAVE]ZV)vILFET .
Variables] T— JUZH LWVT—ILh —E R RShE 9.

EHDEX
Fortify Software Security CenterZt #t O X [Emodifier:searchstringT9 .

Pl [Fortify Priority Order]:critical audited:false

XFIDEE—HERRIDIUT. XFINEZSIRAF("")THAFT . FHLHZLTX
FIHERRIADICUL. SIAFEERAETIXFIEANLET .
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R MDF |Z. Fortify Software Security CenterBi iz BE F &R~ LFET -

ERER

b |

F H Y| #i

BE HEOCHFEOREIBEER TEEEITSIOIFERS  (2,4]

BE NEN TR YOES ORTTY. 2 EUEE<. AT O
S ICRIETAREETEOTIEE TSI £1F SEHEZRLET.
MELFEFEMC[]EFEARALET .
£ IO 1 T HHE £ A (KUK EOEF I
SR ETAICIE. BAEEIMEFACHEIR(()"E
FEARALET.

(& RBRIEFF(IMTW-EHmFEEHIBRLET . file:!Main.java

L’\<fd: Main.java.lZfEFEL

W) RNT TR B EE

LET.

INDA—XARA O r—43

Fortify Software Security Center/\O4—<X> XA 5—A Tl 7T )r— a3z —
DaDEREFHATERLIN. EBRELGEDEMR . SLANILOMRIEER T
ENTEDANVIIZE R EMAE HEDIENTEET . COEYAVTIK. /04—
DRAVD T RO XL EINTH— U RA DT —RDE L A R I DUDVTERBALET

Fortify Software Security Center/\O4—<> XA r—A N D— A% B4 K (EX
DELYTY .

Variable[operator]Variable

"l Toperatorld. R EMLGHEMERE F(+. -+ */)TY.

INTA—RURA DT —BOE R 5 iR I2DWVTIE "IN O+— U AL —a e "
T#ESRBLTZEL,

INDA—RURA D T—3DIE K

Fortify Software Security Center/\O4+—<Y RA O r—2%E KR 3521 RDF B
ZETLFET.

1. EFa)74)—F &L TFortify Software Security CenterlZAJ 1> L. §H
(Administration)] 27%%2')voLET .
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aA—HHAF
F13E . INTA—TURATH—A, BXUTS5—k

3 R rE IR H & OR EIHE| YUY THR TLSI—H(X. Fortify
Software Security Center/\OA—< VAL —A%E L TEFE A

2. £RIDORAL20 Metrics & Tracking] ©. Performance Indicators] #Z R L%
j—

BB OT—TIUIE. BTFE DNV RA T —EAN—E R RINET,

3. NEW]ZEIUvILET .

4. FLLINTA—IU R r—5 DAk B (CREATE NEW PERFORMANCE
INDICATOR)] #4700 Ry AT, RDORITRTIEREA HLET.

T4—ILF A
Name INTA—RORAV T —3DE&FTEA AW LET .
Description (A7 av)ZDI\TH—RURA O —EDE5EBAEA DLET

Equation £ #h 15 Fortify Software Security Center/ \J4+—<Y 2R
T—AERZEAALFT.

INTA—RRL TR DR K [FRDESYTT .
Variable[operator]Variable
ST ARL—AIIMZE M EH B ARL—H(+. - *. /) TT
Return Type COURRMS. RIEDIELEFEIRLFET .
5. HILULWNIH—URAU D r—3% R ELTEE IR LT-5. SAVE]Z0)vy
LFET
Performance Indicators | 7—J JUIZFH LW U r—ah— B R RINFET .

75—t EE

75—k E &2 FvaR—K ® Todo List] 71K CFortify Software Security
CenterlZkY7S5—b B EFE R TIIA(IVTERTE 51012, EEFEIZ/N\T+—<
DRAVDT—REE HBENTEET .

7 COBEEE (X, Fortify Software Security Center® I & A& F A—ILE M EH
MICLTLNDIE & IZDAE R TEFT .

B E D7 T )Vr—avn—oau 28 YE Tonf-a—4HI21 DLl £ O75— & #1168
FRBEFA—NAVE—VEEETDHITS—BMZEHRE TEFT

Xz
"75—bk DYERL" R DR—
B R 1E R

"B FA—NTI—EH R E DR E" X—T100
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aA—HHAF
F13E . INTA—TURATH—A, BXUTS5—k

"BF AT DREEZENLELVCENELTE ~—I103
"75—bk DHEIBR" R—T317

75—k OYE R
TOEADMT E SN TWST7I)r—a3un\—2av Il $575— 2 E & T2F9.
Fortify Software Security Center75—h #4£ B 3 3IZ(3:

1.
2.

OpenTextDAYZT. & B (Administration)] &2 voLEF .

ERDORAT. FoFL—k(Templates)] 5 )voLThin. P5—hk (Alerts)]
EIRLFET.

Po5—h (Alerts) ]| R—2 (2T WA EFTIZE ZIN TS T7S5—F AR TEINFET
75—k (Alerts) ] V—IL/\—T ER(NEW)]ZH)vILFET .

# LULV7S5—k O 5L (CREATE NEW ALERT) | #4705 v XD & #l
(Name)] RvPRIZ. 7o—h DR FTZA ALET .

(7> av) BiBA(Description)] Ry RIZ, 75—k DN B ERFATH5TFAL %
AALET.

To—bEBIETIMER T DITIE. PI—hEF 3T SH(Enable Alert)]
%;yibrﬁ‘yg;%ﬂ-?l:bit DT 7R =B MITTBICIE. FouIRVIREFY
DEFICLET.

BAF (Type) DI T HER T B75—F DEATEERLET .
¥ AT a—NENET5— EE L TEADIFE B E OHTY .

§% {8 & (Recipients)] D& T. R ODWTNHEERITLET .

. TSREEDIZOHEIETBICE. B S OHMe only)] A7 a EE R LI
FHILET.

o 7T r—30n\—30@E|Y Y Th A—HIZE|YE Tohnfza—HIT75—h
EEETBICIE. PN—23v 0B YY THE 31— (Version assignees)] #7323
VEEIRLFET

o (RTVa—IENTZTS5—bt DIF & DH) 75—k &3 XTDFortify Software
Security Center1—HITE S 375121, FTRTOYATLIA—H(All system
users)] #ERLFT .

EBRULAT VIR BHMEZELET.
ROVNTNHIDRITR T LI BIRLIZZI—F2ATOREHREA HILFET
INTHF—RORAVT/T—4
a. VO75—hZEE T DI (Alert when)] VR DS, IS TAH—U AL Hr—
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aA—HHAF
F13E . INTA—TURATH—A, BXUTS5—k

AEEIRLET .

b. ZRL—2DYRL MEARL—FFFIRLET .

c. MEEAALET . BIRLI/N\TA—IVRADT—EDEALT(2&ST. {E
NEYIVN— T IDRFEVET .
TIHI TE RTH—VRATT—EDIEN [VOTF—hEEXET SN
(Alertwhen)] IZER E SNF-F W &M= & INTF—URADlr—57
S—bAMEFZIFRUASINET . 12X (X FUATE B M Critical Exposure
Issues < 50] I1Z5% & s =-75—hk (X, B DRAXT VY TELOFHLLVE K%
M REAH R ENi=5 & THIEEZFUAShET

d. FILWP—T« 770k O7v7a—k Z&lFortify Software Security CenterT
77—k &)ty 35I21%. Reset after triggering] F=vIR v RXEA 2L
F9.

EH

Alert when] URF D%, ZHHEERLET .

b. ZRL—2DURL Mo, BY)EARL—2EEIRLFET

c. BEEZAALET . EBRLIEEHDIA(TIZELT, EHBHE IV —ET—
OHNRFEYET .
TIHILE Tl ZEHDMEN Aertwhen] (TR ESN-FHEmI-9& %
T ME R UAESNET . F=EXE A A NEWissues =
Ol ESNT75—h L BB DRAFYoTHLLVEENRE RSNE S
THIEIFZFRUASIhET

d. FILWP—T« 770k O7v7a—k Z&lFortify Software Security CenterT

77—k %)Yk 35IZ(%. Reset after triggering] F=voRyIREA 2L

F7.

VATLARUE

o

« Alert when] URk H\i5. 75—k Z b 179 SFortify Software Security
Centers AT LARNUNEERLET S

RO a—Shi=75—F (BB E DH)

Alertwhen] D F CT. XDFIEZETLET

a. hL>Aark a—)L%fE B L T. Fortify Software Security Centerh\is 75—
FEEEITSRNEEELET.

b. BRIM2DODRYIAIZ. P5—h %% 8 I AR &5 (hhemm)ZEA ALFET .
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F13E . INTA—TURATH—A, BXUTS5—k

c. AM]& PMIZYIYE R, 75— BFRIISEESNDON. FRISEES
NEDHIERELET .

d. EHLUHE QYR A, B B R E ZE A OB T3t ZERRLE
ER

e. ZALT—VDVARDD, BREREEZERITOFMLY —VERRLES.

10. INITA—TUVRAVH—B 75— EH=EE R TS5 2ERTHE S IE. ROF

11.

12.

13.

IEZETLT. 7o—hE2ERTE27TIr—aun\—C a3 B ELET

a. ADD]Z&5J)voLET .

b. PIUr— a3 —aw D& IR (SELECT APPLICATION VERSION)] 5447
AgRYIRD FFVr—a2(APPLICATION)] YRk AV, 75— E#E R 3
B7 I )r—a B EIRLET .

FS— a3 (VERSIONS) | RA(h ) (1E. IR L7 T —2av D7 574
THN—=Vavh—ERRTINFET.
c. VERSIONS]YARMZZI)r—av DIETHIT4TIEN—230%E HBIZIE.
Show inactive] Fy IRV REAUICLET .

d. IRTCOFTTI)VT—230n\—23uIT LT75— b EFE A T5I2IE. Belect
all] FovORVIREAUIZLET . TN D5 & (X, VERSIONS] XK
T\ 7o5—h#ERTH =230 DF IRV REAUITLET S

GRIORAUIZE FLWTS—EZETHDISER LTIV r— 3>
N—=avh—ERRINET
e. BlOT7IT)Vr—23>DiN—230F R IRTBHITE RT79Tb ~ dE g UIRLET .
f. DONE]ZJvILET .
Message] RVIRIZ. 75—+ #ZELI-EBHEREB GBI AvE—CFA
hLFET.
;I_ : RO A= )VENFTI— b EE R THI5 B & AvE—CTFRNARET
BAVE] &0y LET .

Version assignees] %% 1§ & &L GE IR L1315 & . Fortify Software Security
CenterlZR D7 o—k BFJ/REINFET

[ Are you sure you want to notify all application versions users? This could
potentially notify a large amount of users every time the alert triggers. |
ATIBIZIE. OKIZV)YILET . LS DiF & (. CANCEL]Z2')v%
L.21E®& LT MeOnly] Z&IRLET .

Fortify Software Security Center(Z. $TLL\75—~ OF Hi AR RENFT .
SRIEH

"PS5—h DHIER" K DR—

"BF AT BB E OB E" K—2100
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aA—HHAF
F13E . INTA—TURATH—A, BXUTS5—k

"EF A—LTI—F DRIEEE ML BECEMILTE X—S103
"TI—hEE" K—U313

To—tzwm&ETS
Fortify Software Security Center 75—k & & 3 5(2(%:

1. & & LL TFortify Software Security Center|[ZE4' 4> L. OpenTextMAYET
& B (Administration)] &2y L %7 .

2. ERIDORAT. FoFL—b(Templates)] =4yl Thi. P5—b(Alerts)]
TERLET

F7—h(Alerts) | R—=U(2(F EBLETS—F I RTHRRINFT .
3. PI—h]T—ONLT. HRETH75—LDITERDTTERLEY
IHARFESINT, 75— R ENRTINFT.
4. 75—rBREDETT. EDIT]ZV)VILETS .
. WERBEEZITL. BAVE]ZV)YILFEY .

9]

7o—h DHEI Bk
Fortify Software Security Center75—hk ZHI R 9 5I2I1E. ROFIEZETLET -

1. & 3& LL TFortify Software Security Center|[ZA4 /2L . OpenTextDANYAT
& B (Administration) | Z:& R LET .

2. ERIDORAUT. FUTL—bk(Templates)| Z:EIRLTHS. PS5—k(Alerts) | &
BIRLET.

Alerts] R—2I2lE. EER L7 T RTHRRTINET .
3. Alerts] T—JILT. HIB& 3 575—t DE B ZHEFvIRVIREAUIZLET
4. MAlerts]'V—J)L/\—T DELETE]Z#2)voLET.

Fortify Software Security Center(Z. Bl Dt T2 R T AvE—U MR RSN
F9.

5. OK1Z&ZIYILET

el

"B F AT BHERTE DHE" <—L100
"FI—hEE" R—U313

"FI—h DI L X—T314

To—bDRTER—D
Fortify Software Security CenterTl&. 1—HF IR D1—FHRZE THLIIEK E

L=k R T75—RZISTMRESNEFT . ChoDI551E. v ah—FnEflE. &
Ea—®DOpenText A DA fl (CH DT Yi-l=AH R BEIEARA VIR RENFT .

OpenText™ Fortify Software Security Center (23.2.0)



aA—HHAF
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o

RFETI—LERRTTBHICUE. ROVNTNHEEITLET
o OpenTextAYAMA ifi T, KiE 77— DBERTHRUVAZEI)VILET
o Byl aih—Kk O UTf=ATA BE TG RA4> D TodolJXI(Todo List)] 293> T. &
7 I—hOBERTHRUOAZEI)VILFET .
ALERTS] 4 R OB E. RFETT—b DURR DR RENFET .
T75—h B & v — 0% T2 ROFIBIZHELET .

o PALERTS] R IT7Z5—h B DEMICHEFIIIRIIREEIRL. MARKAS
READ]%&7')voLZFET .

TI3—hIRFE IV FTBRICUE RDOFIEIHEVET .

o ALERTS] 4k IT7S5—h & OEQIHEHFTIIRVIRZERERL. MARKAS
UNREAD]Z&7')yJLFEY .

Bt 75— ER R THICIE. ROFIBIHELET .

o View]JARFHS Read] &EIRLET .

KFETS—IERTITHITE. ROFIEIHELET

o View]JALHS Unread] Z:&IRLET .

FTARTOT7T—h(BEFRERT)ER TTAITEL. ROFIBIZHELET .

o View]URKRMS Al ZERLET

FTARTOT7F—h B I—0DMT (TN TWBIE & & ISR 75—h DI MNR RS

NGB YFET . ChoDT75—hER T T BIZE BV aR—KR (SR EIL . T YUT-1=#&7]
HEL RS2 D Todo List] 222 32T 8Show all alert notifications] 2"y LET .
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FE14E: AX Vv T—T47798 DE{EIZDNT

R 0)%’7_93*/?(;\ AXwT—T4770 ORI 3 HSFSFLAIE ISDOLTER
BALETY.

RAXNUT—TAT77 DT YTA—kR

R DF B TlE. REY2T7—T14779 %Fortify Software Security Center7—2~R—X
(Z7y7O—R 3 2HEITOVTERBALET . FL—=2F A2 T—2%Fortify Audit
Assistant|Zi% 1§ 57 3% 1220 T "Audit Assistant~Dk L—=245 T —4Mi%EE"
N—389%5 B L TZELY.

3 : Fortify Software Security CenterhA7T—4~R—X([ZT—42%B I T 5L,
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3. ARTIFACT]1Z2')vILFET .

UPLOAD ARTIFACT

+ ADD FILES...

Click ADD FILES to select up to five files for upload. Supported file formats are FPR, XML, GZ, and for third-
party artifacts, ZIP
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| X ARTIFACT | | & APPLICATION FILE | | & APPLICATION & SOURCES | | < REFRESH |
Upload Date Status Uploaded By Type Audits Scan Artifact
10/27/2021 8:07:31 AM Complete susan SCA = webgoat_5.fpr
10/27/2021 8:07:14 AM Complete susan SCA = webgoat_.fpr
10/27/2021 8:06:58 AM Complete susan SCA = webgoat_3.fpr
10/27/2021 8:06:46 AM Complete isa SCA B webgoat_2.fpr
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Analysis Type SCA Analysis Date 02/23/2009 2:48:12 PM Certification VALID
Engine Version 5.7.0.0025 Scan Elapsed Time 01:59 Hostname mobile-16 ... gular.net
Number of Files 168 Total Lines of Code 25913 Executable Lines 8250
Build ID webgoaf
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RULEPACK DETAILS

2009.4.0.0006

* Fortify Secure Coding Rules, Extended, JSP * Fortify Secure Coding Rules, Extended, Content
* Fortify Secure Coding Rules, Core, Java * Fortify Secure Coding Rules, Extended, Java
* Fortify Secure Coding Rules, Core, Annotations * Fortify Secure Coding Rules, Core, JavaScript
* Fortify Secure Coding Rules, Core, Classic ASF, VBScript, and VB& e Forfify Secure Coding Rules, Extended, C/C++
* Fortify Secure Coding Rules, Core, PHP * Fortify Secure Coding Rules, Extended, Configuration
* Fortify Secure Coding Rules, Extended, SQL * Fortify Secure Coding Rules, Core, NET
* Fortify Secure Coding Rules, Extended, .NET * Fortify Secure Coding Rules, Core, ColdFusion
* Fortify Secure Coding Rules, Core, 5QL * Fortify Secure Coding Rules, Core, Python
* Fortify Secure Coding Rules, Core, C/C++
5.1.0.0031

* Fortify Secure Coding Rules, Core, COBOL
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BILL PAYMENT PROCESSOR  Version 1.1 v &
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v Bill Payment Processor
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¥ Version Progress
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¥ \ersion Progress

Last measured on Apr 8, 2021, 2:03:15 AM

Total lssues 805 1

Total Issues Audited % 96774 1
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Fortify Security Rating b
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METADATA

Instance ID:
2DF475BDEYFBS0O7FB1LCOBFE48C0O063EF

Primary Rule ID:
45BFO5ST7F-1A34-4E28-9B34-FEBS3EC96792
Fortify Priority:

Crifical

Bug URL:

Priority Metadata Values:
Impact: 5
Likelihood: 5

Legacy Priority Metadata Values:
Severity: &
Confidence: 5

Fortify Taxonomy: Software Security errors
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LME 5 E A T—ADENR REINFET.

F:RRENDAVRIVAIDIE. B E D7) r—2avn\—2avICE B TH
L. ZDith DFortify Software Security Center7 F1J4sr— a2/ \—2 3 (ZIERE
E A TohEEA.

5. VIrI7 DX ) TSI AHF MIERZIR L T H5Web AN ENT
A1Z(%. Fortify Taxonomy: Software Security errors] ) 0% R IR LET .

% J&I’S IJZI\ /\O)X#_V‘/%ﬁ % 0)7“/[:0‘/7“

Fortify(d. 4} & A#T—4K ¥4k #Rulepacké— #& [TBRE M LET . COR FaAVE
[Z1Z. Fortify hT3 Uit & AT (OWASP 2010, PCl. CWEZ: E)ADIIEL S A
EFENTVET . X 2UTq)—F B DT7MIIVEER LT, SESFLEDFEAR R
(RET7TVr—2aoDEFa )T EECEMDIAVTIATUORER B HE)EERE
EYVTTBHIELTEET

3 hRBALRIED T D B 7 ik DEE#IZDULVTIL. [ OpenText™ Fortify Static
Code AnalyzerDHRZLIL—ILH 1R 1%S BB L TS,

ERBEINT- FEFH LU EAIT—EAR X2 AN EFTRTOT7 T )r—aVIZE A
9 5IZIE. & ¥ I1Fortify Software Security Centerl 2/ > ih—hk T2 B AHYET .

OpenText™ Fortify Software Security Center (23.2.0)



aA—HHAK
F14E: RXvT—T47778 DR {EIZDNT

#F LOERITE B Shis 88 A T—4K FaA 2k Fortify Software Security Center
[TA2R—bFBI2IE. ROFIBIHELET S

1. BEFLLTOY ML, OpenTextDAVAT & B (Administration)] #7%5')vY
LET.

2. ERAUD RRUSIEL SV (Metrics & Tracking)] T JL—ILry9
(Rulepacks)] #ZERLFT .

3. Rulepacks]X—LnHE LA T. [MPORT]Z7JvILET .

4. Rulepack®->R—k (IMPORT Rulepack)] #4704y RAT. #771ILDE
0 (+ADD FILES)] &4 L ES .

5. FXaAVMNFRH L TGERL. Py7O—FBR(START UPLOAD)]%45')voL
EX P

Fortify Software Security Center&Audit WorkbenchéDfEl T R BE & §518 & 14,
E B LI=IYELT R oAk %Fortify Software Security Center[Z4 > 7k—k L. Audit
WorkbenchTFPRI7MIVER LT, AFv 4 R TOIVEL T DENMEERE R TEE
ER

AXNT—T4T7I DIN—

T—T4ITFINEN—TFBE TYVIR—RENET—T4T7I . T—T4 777N LB D
—BHGHEER. BLBV—RT7MIILOBE S BRI1F R ZHIBR 352 &2&ST. Fortify
Software Security Center7—2~A—X T MEIBELET .

TIVr—2avnN\—23v D7 —T47700 I —DF BRI RORAEE B LTS
LY.

o DB =T INET—TAI7IREBIBR LY. =D SR TUO LR B E L
T—TAI7IEBIBR LY T BT EFTEE A
o N—UlE VRTLADRBER—RANJYRICIZHZEEE ZE A,

o ARBALLER—FDH55E [F. FTHRETHR—k
(https://lwww.microfocus.com/support)IZFB i L T, 7—T4 777k 1 \—U hEh bl
HEERITTINEIHERE R LTS,

o« IN\—UFBHE HITANEILL. ENEYRTIDT—T1T7I0 DT RTHIBREINET .

RDIANTDEGEMm =T T—TA4I7IE/IN—DTEFT .
o F/IA=UINTLVELY.

« BEDN IV UBATIDE R ENTF=AFYU DN DIEIF A >TLNADTIETA LY. 1=
ERIE 7TV — 303 —2avTxt L TFortify Static Code Analyzer|Z&>TH B
EINF=T—TA4T7I PN DOULOEFELGWME & (X N —DTEFERA. AL T
UMM DODNT—T A7 BT T )V r—aunN—oavBIZ7yTa—RESnf-i5 6
(& ZD2DDT—T4T7IL DIHDH WA FEIFE/NN—DTEFET

. RF—ARBRDVFNHTHS.

OpenText™ Fortify Software Security Center (23.2.0)


https://www.microfocus.com/support

aA—HHAK
F14E: RXvT—T47778 DR {EIZDNT

« PROCESS_COMPLETE
« ERROR_PURGING
« ERROR_DELETING

ROEBE X T—T47700 &N\ —DTEEEA-

« MEPTHD.
o MEBCIS—MFEELT.
o FWIVOUEATDREF DAXYUHNEFNTLVS,

Fortify Software Security Center7—2N—AMDR XY 7—T4T7I E/1\—DF B2
(T ROFIEIHELET S

RWI 1.0
Artifacts @

1. v arR—K (Dashboard)] 5. /N—VF 27 —T1779 DHHT7 T )r—av
N=23UNTHh—Y IIVEBEIL . a—bt vk AZa—hn P—T«777k (Antifacts)]
FERLET

P—T1 777k B B (ARTIFACT HISTORY)] T—2JUZlE. #FQ7T)5— 3y
N=DaVRIZTYTA—R SNRARNUT—TAI7IR T RTH—BE R RSIhZE
ER

2. TAR—ZRNIN—DGBT7—TAT7INERRTDITEIIVILET.

T—oOIHDERIN. BIRLIZ7—T1777 OF AR RINFET .

ARTIFACT HISTORY

[ & armiFact e | [+ | [ = |
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08/01/2018 4:27:24 PM Processing Complete ~ susan sCA =2 webgoat_5.fpr
Upload IP File Name
Not Available webgoat_5.fpr
Uploaded By File Size
sssss 2.0MB
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3. Find]Z#2)voLFEY .
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<custom_tagname> BELIEHARILAVER R LET . ZEHEZITHY
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an issuelFE)EHF DM EERERLET .
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audience WNEDA—TAIVRR I BEERELES. B

B (L. targeted. mediumBEUbroadTT .
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confidence (con)
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file
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maxconf
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LEREHHLTLET .

BREZRBELT. T2AVIHRIALEZTHERE Sh
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sink

source
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F—A5 8RR IZIE. DWASP Top 10 2013] .
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ENEFNFET . ZEEZS LT —ILR A (TAFEN
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EFENETH0—DEEERELET.
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5T 420D EERELET.
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Mt Sh TS EZIRELEFT -
HE LtaintD3 7 & DR R ELFT .

OpenText™ Fortify Software Security Center (23.2.0)



A—HHAK

FISE. HEEE

BiMFEERAIIRRITIDOH ICONTIE. "HEERE IO FTESBLTES
LY.

SRER
"R DR R " R—T344

3=~ Eymyl0p]]
BREHFEERATIRRITIOFEZRISRLET.
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B FD—E EL TeleanseNE ENATARTORI B EIR R 92 RDKLIIZA
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cleanse
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HLET.

filename:java OR filename:jsp
java ZE A 1I2TE CHRAEITHHBERR T AL ROATNIFEAALET .
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Version
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EE & (AUDIT)] Ea—DOT—IUZIE, BV L THN=IAIAIZE DT E A —
B (2ZINFET(TIAILE TIEE RKHSIE).
3. EEITHAMIEFERIRMICR RTBICIE. BBIRMI O AEERLET . ("
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1. MEZERLTGHERZR R TAICE. T IR DZ S THTE7)0ILFT
R DE @& ¥+ TFrl&. Fortify Static Code Analyzer® Xy o1 [ZH] 5hIZEh =
[ 78 DFF Ml %7~ L TLYET . WeblnspectDig 3 #& £ D% R 2LV TIE. "Fortify
Software Security Center C®DFortify WeblnspectR¥Fv & & DOF R" X—396
SR L TS,

[ CrossSite Scripting: Reflected XssController.java: 24 SCA Critical T—o

¢/> CODE |osuppasss”1=-es‘rrmmmo < > @ a4

javaforg/springframework/samples/petclinic/web/XssControllerjava & Q AUDIT  HISTORY  INFO
b | 1MPOFT JBVEX.SErVLET.MTTP.HTTPSErVLETKEqUEST; A —_—
7 | import javax.servlet.http.HttpServletResponse;
8 USER
9+ | import org.springframework.stereotype.Controller;
1@ | import org.springframework.web.bind.annotation.RequestMapping; Not assigned rd
11 | import org.springframework.web.bind.annotation.RequestMethod;
12 | import org.springframework.web.bind.annotation.RequestParam;
13 | import org.springframework.web.bind.annotation.ResponseBody; ANALYSIS o
14
15 |@Controller Nof Sef
16~ public class XssController {
17 @ResponseBody
18 @RequestMapping(value="/xss", method = RequestMethod.GET)
19 public void display(@RequestParam(value = "name”, defaultValue = "default”) String name, HEtpS
20~ 1
21 resp. setContent Type( “text /html"); COMMENTS
22+ try {
23 ServletOutputStrean out - resp.getOutputStrean();
24 out.print("hello * + name);
25+ } catch (IOException &) {
26 e.printStackTraca();
27 H
28 H
29 |1
38 v
< >

Analysis Trace

<> XssControllerjava:18 - Spring Methad Mapping URL
(] XssController.java:19 - display(0)
4[] XssControllerjava:24 - print(0)

Evh: BREOHMEFR LISV AR ITRRTDICE. HFLLWVMIT
BA<(Open in a new tab) ] RZ/()EV)VILET . BE D UZIE—LT
% CHEBIZFUEATBICIE. Copy issue link to clipboard] R2 (&)%)
JLFET .

f—K(CODE)] #7121, FREICREEL T, B R SN f-T Y —R3—F DO
TlESTE /I ANKR RENFET .

29 ¥

Rule ID:
B-4C10-51F0-9C2A-
i 2TAZ9198330000

display(0)
Spring Entry Point ethod Mapping URL

+[ ] XssController.java:19 - display(0)
+[ ] XssController.java:24 - prﬂﬂ)

2. BREINTHAOBRBORTYIICEATHYTIDEMER ~I DI BHE
L—X(Analysis Trace)] D T. TORATYIIH—/ IVEHBELET .
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Q

Search for ¢ » | All X
0ofd ¥ A@a b 5

b. R IREINDTFANRVIRIZXFFZEZADLEFT. RA(next)] D7 >
& Hi~(previous)]DF7AMY « ZHERALT REBREZBHLES.

AUDIT  HisTORY INFO

Detected on: 05/24/2022 3:26:57 PM
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Changed Analysis to Not Set

rspitler

Changed SUPPRESSED to true
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6. MBEOHE. FRICEIIHM. REICEHIHHREEIER. FBEDAZT A,
BINJY—ZADS B . BLUT7IVr—avn—2avci T8 85k m15IC
T BRI DORAUT [EH](INFO)| 2 TEERLET .

AUDIT  HISTORY  |NFO

OVERVIEW @

The method makeCurrent( in CSRF.java sends unvalidated data to a web

browser on line 245, which can result in the browser executing malicious code.

DETAILS >
RECOMMENDATIONS >
METADATA >
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IMPLICATIONS >

7. TERBELTHERISAER TIDICE. HISTHIRE(O)EERLET .
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%,
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Not Set

COMMENTS
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7= GET TRAINING

(AT 3v) & I & hFortify Software Security CenterC7 1 Jr—avt a5«
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R—86%S ). BRL-MEZNEITLHEICATIKRICG C@E v ah
AFUREB BITE. FL—=J%%15(GET TRAINING) | #9'v L ET .
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(XML R DF F2 AUk [EHR—b SN TOERA).

3 D7 AXIEIMBERE 272V E STl TEEL Y,
d. (A7 3v) BiBA(Description)] RyYRIZ. F7MILDFRBAZEA ALET .

BAVE]&7')ILEY .

A A= D7 IVER I+ LT=15 & . Fortify Software Security Center Tl {8l @
[mage Preview] [CA A= DT LEa—MR RTEINFET

12. CODE]%%'Jvy/L. £ EE T AUDIT] 47 &#:&IRLFT.
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13. A—H#M BTN YE THITIE. ROFIEIHELET S
a. USER]T. Editassigneduser] 74av# %9 )vIL%ET .

SELECT USER %

Photo User Name First Name Last Name Assigned
a habe Hiroshi Akin
[ :
Y karim Olha Arsenych Kara Ghazal
& olha
(] :
e kcrabtree katie crabtree
& jdu Donald Dusen
@ )
a donald James Dutie Donald Dusen
@ . .
a dziaugys Ava Dziaugys
& olcay Kara Ghazal

- 2 3 4 5 e » Last

b. P—H MR (SELECT USER)] 47O Ry 2 AR R8 (CE| Yk THa1—
H&R DIH5I1ZE. L—H DR R (Find user) | RyY RIZ1—H4E O— i F1-
[FF_RTEAHL. BE(FIND)]ZSUILET .

c. RENF-ZATNDJA+T. BRBIZE|YY THA—H DA EI)ILET .
d. DONE]#%%'JvoL%EY .

AUDIT HISTORY INFO

USER
Stephen Ekin -

FEEIYE Tonf-a—JZHIBR LT REIYE T(Not assigned)] IR 3
2. B—H0EIYY TH & (Unassign User)] 71avez )L ES .
F=E. BlVY Ton-a—H#3 OA—FISEZH 2555 (. BIYET
Shf-1—H0#R &£ (Edit assigned user) | 7/a Vs 2R INLT. H LTS
I—HERRLET.

EAE (AUDIT)] 2712, BIRLI=A—HR L7/ 3—DR RENET (A FTRELR
Za).

OpenText™ Fortify Software Security Center (23.2.0)



A—HHAR

FISE. HEEE

14. kPrimary_Tag_Name>]'JA+T. CORB DL MR T HEEZRIRLET.
Fortify Software Security CenterCIXZ D B IEREE LL THRbHONET .

15. BN DOARZLATHNTT)r—awn—2a T E 4 IT5h TOSIE & 1E. Fh
HDFTDEEIEELET -

FE:BVE THEHRRLATITH L TAAVS DL BE THALEEEMEELT
W5I5 & . ARZLAT DIE VA DT 2R R ENDFR DRI R4

EANTEIRLEIHYFET .
ABC o
A

7 : Audit Assistanth\E ZEZEE M L1=35 & 1. BRI ORAUITE M DT1—IL
K ( AA_Prediction]. AA_Confidence]. XU AA_Training])h%& r&h
F9 . TNLDTo—ILE OfFE LA [2DULVTIL. "Audit AssistantDis £ DfE "
N—2386%5 BB L TZELY.

16. RAVKF(COMMENTS)] RV RIZ. CORBENEEICEATIIAUNEAALE
T.(BEERTELZRAFLEE. AV (COMMENTS)] /L av(clFarsb. &
FULLATICR F LM OOAV R D—E R REINFET).

17. AUDIT]27 DT &#BIZ8H5H SAVEIZI)vILET .

8 B8 9 5 DES

TIVr—230n\—3 R IC7yTa—R Snt=7—T4777k 12, § K (Fortify Static
Code Analyzer)% # L&l 8 (Weblnspect) 7 1T D1 5 OfE R HE FNDEE . B H
DR EIHEIBELE >TWSAI BEE A HYET .

HAHE MR Dy T T % fE A LT oM e of=t D1 DL £ ORI RE LB EL T
W55 4. B9 5REHY(Has correlated issues)] 7/ar &, HHETARED
AR TRENET . ChiZE, BIRULEBEZS 79 ETHLDE. TNITHE TS
LOOE A IEFENET

OB AR T AHEE—EILTT—IIILOLE IR RTTHICE. HETHM
i $Y(Has correlated issues)] 712> %2[E 7' )vILET .

Has correlated issues Jrees
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D Category Primary Location Analysis Type Priority Tagged & =
D Cross-5Site Scripting: Reflected concatenateMethodUrl Weblnspect Critical ‘__ﬂ
[ Cross-Site Scripting: Reflected concatenateMethodUrl Weblnspect Critical .__o
[ Cross-site Scripting: Reflected edit Weblnspect Crifical T_a
[0 cCross-site Scripting: Reflected concatenateMethodUrl Weblnspect Crifical .—9
D Cross-5Site Scripting: Reflected concatenateMethodUrl Weblnspect Critical .—9
2 issues are correlated with this
ISsUE.
= - - $fy r=n =] =] 3 —
B ULAICKRTESNDIMF I HhOBBELMEE IO EDHERLET .
=] B [— - .

HMEITLIEEZ— BT HICE

o AFE/-IE $HBY 9 SR E HY(Has correlated issues)] 71> &# 9 )vILET .
o This list of correlated issues is either targeting or originated from the highlighted issue.
O category Primary Location Analysis Type Priority Tagged B &=
[J Cross-Site Scripting: Reflected concatenateMethodUrl Weblnspect Critical T_a
[J Cross-Site Scripting: Reflected concatenateMethodUrl Weblnspect Critical T_e
O Ccross-site Scripting: Reflected EditPetForm.java: 112 S5CA Critical .__9

"AEVAER DEE" R—U350MEF B IR DT, YRR SN TV BBEE B T
F9.

FEBEEOR.BEARAE N 100 EITFE T HENEH oML of AR & B 73
BEEEITHE HERBRICHIE YD B HE ESNDIEABYET .

TRTOE B DT—TIUZRBIZIE. DaIV2E & (Filter by)] VR DA I IZHD B
TYYUZ(CLEAR ALL) 1 &0 )L ZET

SRIEH

"f] D/ \TFDEE" N—368

"B BT RAURZDNT R—U 371

HIE | BIBR . HEUIER R DR EITOLNT

;ﬂf RAVIT L BIRR . BEUVERTOMEE—ERTTENEINEH I TE

ik Sh1-f &

TIVr—2a0n\—oa0 OE i LI=RAEv 2 e il K% 12, — &8 D4 B Shf-fE &8
EEE(CHIELIEWME S AHYEY . 1 E DT EHNRE RS SNHMEE TIIEL,
RLUTEIGLIENEHELE TSR A (& MBI IE DY—0%t 1THEEFI TT . F
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f=. BB & E TR FET ISR -1 S 7] BE 4 AVE UV TE DZ AT ORI RE 1
MLTEEEZRRLEVWIELTEFT . LA BIEFHOREE OB E FE DG
LR EZHNIE TEFT .

ik S E L. DVERVIEW]IR—C DREBRI BE/E XA/ D Version Progress]
T avIZR mENS Total Issues] DIE [ZIFE ENFLHA. L Sh-RE L. 7
TVr—230 N\ =03 AN O DEF EITH & FEnFEEA. BEZEI L T55 & (120
TIF "AFvAEFRDEE" N—U350 B LTS il L SN-RBEDRTA
FEITDLVTIE, " RE DR R ER T DR E" R DR—2FS B L TLEELY.

(| Category Primary Location
[[] <Cross-Site Scripting: Persistent \ s WSDLScanning.java: 221
Cross-5Site Scripting: Reflectec earch5taft.jsp: .
C 5 5 Refl | 5 hStaff 11
Hil r s =R RE

TI)r—23 0 TREYUIME BB E TSNE556I1T. BEIME ESnfYE<GdIL
M&L{HYZFET . Fortify Software Security Center CRE¥ v B Mv—3h b &L LLAT
DARAFVU TR DhVof-hS, & #T D57 47 & R TH oM TEGE o= E M HIBR &L T9—
JEINFETS.

O Category Primary Location

[0 Cross-Site Scripting: Persistent o C5RFjava: 193

HIR SN -RIRE L. OVERVIEW]R— DE BRI REL 1D Version Progress]
o avIZRRmEnS Total Issues] DIE (ZIFE ENFERA. BIBR SN & DX«
FRITOWTIE. "BIEDOR RETE DETE" XOR—U%S B LTS,

9F 3& 7~ DR &

Fortify Audit WorkbenchTl&. 8 % . 21— (&fth O E ICE F TESHKLS. — BRI
MEDTIN—TEERRICLET. zEX L BRIEIYE TR TLWSREZERG R
TOMBEZEERRICTEES .

O CcCategory Primary Location

O Insecure Randomness €) WeakSessionIDjava: 77

FE R R O RE DR R A EICONTIE, "HE DR REEDHEE" RON—25 R
LTSN
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Application Profile] #4 7A45 v RS 8 ¥ D7 )r—anN\—23uIxt LT
B EDKRTERENTEET
1k I 1=f5 8 D =

7;%_’7—*”/3‘// \—2aVITEE AL SN EZER T T AICE ROFIEIHE
LET .

1. Dashboard] Ea—Z7=I& Ppplications|Ea—T. BB DT7I)r— a2\ —23
DDIN—2aVEEIRLET .

Fortify Software Security CenterhSE R L1=/3\—23> D AUDIT]R—C 2R EE
ER

2. 7IVr—2308\—232Y—)LiN\—T. PROFILE]#2)vILET
APPLICATION PROFILE] #4705 h B E. ADVANCED OPTIONS]47A
EET
FvIRVIZADT IZ8H5 [ssue counts by state, based on current selections]
(2. BIR L7 TVr—2a0n\—2a T E {4 TN TLST—EAR—X A DIE &
L HIIE L BEUHIBR SR E OB HAR REINFET

FBRLEDIVEEUN L RRSNAIESh-RE DR ICIH EZEZE X
FA. EAE Ik SN f-f B AE R LI=D1)LF vk TERRITHEOTL
A58 TH. LN B ORITEFTNZET .

3. 8how suppressed issues] FryIRVIREEIRLET .
4. APPLY]. CLOSE]DIEIZZ)VILET .

(| Category Primary Location
[0 <Cross-Site Scripting: Persistent \ s WSDLScanning.java: 221
[] Cross-Site Scripting: Reflected SearchStaffjsp: 11

ZNT. AUDIT]R—DIZIE. Ik SN[ BT RTHR RSNET. Primary
Location] 5| . it Shi=& B RE TSI 7 hMT ITBNET

HI PR Sh7=f E DK =

Fortify Software Security CenterC7y7HO—K LfzXFv it B BAv—T b e LLAT
D5 1T TR DHvof=h, &% #1 OfE R TH O THRE - @ HEI R ShET S
TIVr—2a0n\—U a0 THIBR SN B ER T 3512 ROFIEIZHEWVET .
1. DPashboard] Ea—Zf=(% Applications| Ea—T. B I D7 T)r— 33 —23
DDIN—U IR EFRIRLET

Fortify Software Security CenterAME R L1=/\—>3> M AUDIT]R—DZ#FAEE
9.

2. 7IIr—au\—232Y—)Lin—T. PROFILE]Z2)voLEd .
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Fortify Software Security Center

OWASP Top 10 2021

RWI-1.0

Mote: This report calculates counts based on issue priority. Issue prionty is initially set
based on the raw scan information. However, reviewers are able to modify the original
issue priority based on additional contextual information. If the issue details section is
included in the report, it will indicate the issues where the original value has been
changed.
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WEEB-INF/src/java/com/order/s Sink: java.io.FileInputStream.FilelInputStream() SCA
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WEB-INF/src/java/com/order/splc/ConnectionFactory
Java:2e
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(2 % B L(Not Predicted) | #EI YL TLE T

6. THAEHELELMERSA4S. EMTEE(Exploitable)] . XU R4 H (False
Positive)] . IRIEN TET SN TS T7IVr—2 3Vt LTHE BT HEHZLAIL
[ZERELET

FEELEMENEEZS GGRE 95I1FE. B F 0l 88 (Exploitable)] F7=I&

PS4 H (False Positive)] &L Tt Il SN AR B D AME 2T . IRIB ISR &
HHRERDICUEL. FTTIAWSDEFELEMEBI%)ZFAL. HE(ITEL

THRELFT.
7. BR¥TFE(SAVE)] &0 )vILFET .
S RiE®H

"F Bl AR —ZDLNT R—U 371
"Audit Assistant®i% & " ~X— 376
") —3 1\ —2 a1t 3 AAudit AssistantA T 3 D B R—379

Fortify Audit Assistant®Ds% & DE

Fortify Software Security Center{ > Xk —)L&E/\—23223.2.0LL B (Z7v T L—K L
=1 . Fortify Audit Assistant 23.2.0LA[& TEN{E T AHLIIEZRE T AL ELHYET .
Fortify Audit Assistantl&. 5 2t £ (G2)F Bl TP UANE I SN TEY. Fortify
Software Security Center 23.2.0LL £ TE R §5:=HI2HE T

Fortify Audit Assistant~®MFortify Software Security Centert # 5 #1 35213

1. G2F AL —E 1D LA R LET . BMITOLTIE, T 8K — 0 & A
PA—SES LTI

A%E: Fortify Audit Assistant 23.2.0&YAT D/ \—2 30 THE B SN =T Bl 7R
o —(3fE FH TEFH A Fortify Software Security Centerz/\—32,23.2.0LL
LIZ7YTIL—F3%E F1H R (GRS —IEE B cEaBYET . Thi
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(FT7VvTIL—RhICHIBRESNET . G2IU P U THETHEH LLVF AR —
ZIERTALEINHYFET .
2. OpenTextDAY5T. & B (Administration)]Z2')voL %3 .
3. ERAT. B&E(Configuration)]%%')v2LT. Audit Assistant] #2')v7L %
EE

Audit Assistant] R—U AR RSN FET

4. Audit Assistantz# $) 1Z9"5(Enable Audit Assistant)] FvoRvIREA I
LFET.

5. KU —DE $7 (Refresh Policies)] R22 %0 )voL . SR EEZFRELET .

Audit Assistanth 1IE L<E% E =15 E.  Audit AssistantD7R!) S —DE #
(AUDIT ASSISTANT REFRESH POLICIES)] 21K ohF kSt [ B #HITRL
Ih L E£L f=(Refresh was successful) | EL VDA vE—U AT/ R ENFET . T,
SSCOFTARTOF HR)—m—ELFES. OKIEVIVILET .

6. 74/l DF BIRS —(Default prediction policy) ] RV AT, TIAIEELT
FERTLIRIC—ZEBIRLES . FRIRI—ZET7ITVr—30 3 —230(2E| Y H
TIHRWME S . CCTERLETIHUVAMERENET . RTF(SAVE)1 20w L
F9.

7. (AF2aNTIVT—2a0nN\—Da L RLTT BRI —%& E TEDLIITTBIC
X, BT DTFIVr—303—2300OR)—%H 3129 %(Enable specific
application version policies) ] FTv RV REAUIZLET .

8. (AT av)TOP Yk N DXk B & O & [TFortify Audit AssistantTF 8l Z B &)
B8 B 951215, B 5% ifl%EH #1293 %(Enable auto-prediction)] Fxv%
RYOREAVIZLET .

9. (AT av)Fortify Audit Assistant TF AIHEZHRALATIZE B1HI I15E A 951
(X. B & A%HE % IZFS(Enable auto-apply)] FTvI RO REAUIZLET S

Audit Assistant®{E
R Dt 3> TlE. Audit Assistant7—o270—0OE ZE 2DV TERBALET
Audit Assistant7—49 70—
Fortify Audit Assistantz{& fi L1=7—2270—I&R DESYTT
1. /\—23223.2.0L LIZ7YTHL—K LT-# . Fortify Audit Assistants% E&=FE #L

F9 . EFEHMIZDOLTIL. "Fortify Audit Assistant®Ek & DE #" Bl DR—2%S 18
LTSy,

2. Fortify Audit Assistant7h b ZERBLET .
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a. https://analytics.fortify.com(Z#& B L F 3.

B

Fortify

Audit Assistant

Forgot Your Password?

opentext

b. WhovhkhibE TIH? (Need an Account?)] U oED)woLET .

Fortify Audit Assistant77>k D% 3R (Request a Fortify Audit Assistant
Tenant) ] V1R DR RENFT

c. &#t1EMEA L. BB (Subscribe)] REEHvILET .
B DEZEDNTE T & IZFEFA—IILBEEET

3. Fortify Audit AssistantlZB4' /> LT, 12 L DOF AR —FERLFET. 3

[2DWLTIE "F AR —DE & ~A—U 37225 B LTS,

4. Fortify Fortify Audit Assistantb —7> % B & LE T . 55 #ll (CDLVTIE. "Fortify

Audit AssistantZ2 & F —7 2 DEL1F" XR—379%5 B L TS,

5. Fortify Software Security Center®Audit Assistantz% & XR—I . R DF B %

ETLFET.

« Fortify Audit Assistant~D¥# # 5% € HLUTARL. RIS —DFE i
(REFRESH POLICIES)] 4oL T. F74ILk OF A1) —(Default
prediction policy) ] VRAK IZ[EZB & A A LFET .

o TIAHILDF BRI —ZHEELFET

o (AT 3V)Audit AssistantT. >k B & DR 78 ZFortify Fortify Audit Assistant(Z
BEMISEELTPFRZERTESLILET.

o (AT av)Audit AssistantT. hRAZLAY(ZF B EEB BRI (S8 H TEDELS
[TLFET

FEHMIZDULVTIE. "Audit AssistantDE% & " R DR—U %S BB LTSN,

6. Fortify Software Security Centero7I)r—a0n\—oavERE . & #H D5
2 B & X¥vo%Audit AssistantiSEE LET . CORTYIENRL—=2% | LIF
[EnET . FEMICOLTIE. "Audit Assistant~ Dk L—=25F—E2MEE" ~A—2
389%% BB L T,

7. Fortify Software Security Centerhis7 ) r— 33— 3 % B &, Fortify
Static Code AnalyzerR ¥+ 4% & ZAudit AssistantiZIEE LET .

8. Audit AssistanthFE i x5 T L=6. E R AL . B EITSCTHRELET.
9. {&IE Sh1=#E B #Audit AssistantiTEE LET
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DAV TIE, AET—H%EE  H1=IFortify Audit AssistantZ#E G L . T—5%
E{E L. Audit AssistantDfE R ZFE R L. B ELEE T REEETHH EITDLY
TEHRBALET.

S RiE®H

" 3B AR — DT R—U371

"% AR —DEE" R—U372

"Audit Assistant®z% E" T

"TIVr—avn—Cav DB BERAEE B TR ERA HITTH R—I381
IR=DDNAZT—ALBFEEHNITT B

"Audit Assistant~ADk L—= 9 F—2 D% (E" R—°389

"Audit AssistantE & DFEER" N— 386

Audit AssistantD% &

Fortify Software Security Centerl&Fortify Audit Assistant&3t [Z# 8E L . Fortify Static
Code AnalyzerDRAFv> 4% B TR SNi-[E EHE Difi 55 14 THOIMNEILEFHIET T
DITZILBET .

7)/r— 3> TFortify Audit AssistantZ{§ Fi 9% &5IZFortify Software Security
Centerz &% & 9 4IZId:

1. & & LL TFortify Software Security Center|[ZA4 /2L . OpenTextDANYAT
& B (Administration) | Z:& iR LET .

2. ERAUT. B&FE (Configuration)] Z:E R L THS. Audit Assistant] Z:E R L
F7.

3. XORTEHBATALIZ. Audit Assistant] R—C THREZLET .
J4—ILK B BiEA

Audit Assistant R YDT7r—ILR B T BIZIE. SOFVIRVIREF
EEMITS [CLET .

(Enable Audit

Assistant)] Fv

aZZS

* Authentication ~ Fortify Audit Assistant/mM5E 1§ L1=3R5E~ —Y> %2 ZIZBE Y
token fT1FET. = OmM B FIEIZDLTIX. F—220W 5

7 3% (How do | get a token?)] ## IR LE 9. Ff=(%.
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% 50 | T3 7] RE T ASHYET . Fortify Software Security Centerl&, 1—Hh3
ﬂ’Uy—@E%ﬁ(REFRESH POLICIES)] &4')v99 51U <. Fortify Audit
Assistanthio5Z (TER 537 LLVRIS—%#& 5E LE T . Fortify Software Security
CenterT12LL L OE GRS —DMEH ENDE TDOR)O—hoEE Sh
=R —~DIIE LT HER T T—IIDR REINFET . T0H% . & L& R
—EHAIL. ZDOE D LE B EYTTEET . Fortify Software Security
Centerl&. REL I T—TITEELEERICEDWVTGRID—ZFE#HLE

ER

6. Default prediction policy] JRAk 5. TRTHOTT)r—30n\—2avVISER T
5F BlR)—DA R EEIRLFET . (R —(IFortify Audit Assistant TE & Sh
F9)-

7. FRAIR)—ETT)Vr—30n\—2aVLANLTIEEL . T4k D7 O—13)LF
AR —ZEEEZTIEEIE. BEOTIVr—avn—0a00R ) —%F
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E: 7TV N—Sa ORI —IE. IV anTOTrAL
(APPLICATION PROFILE)] #4705 Ry AMSIE TE TEET . FIEIZDLY
T, "7V r—30\—23u(2x § HAudit Assistantd T av D& E " R
DR—2FS LTS,

8. kB & MR %8 ZFortify Software Security CenterT B 8j) &4 [ZFortify Audit
Assistantl i 1§ L CER @ AT O b &5I1CT 512, BB FPRIZENICTS
(Enable auto-prediction)] F=yoRVIREAVIZLET . TN . FTIITr—3v
70774 )JUAPPLICATION PROFILE)] 91> R ohvs, 7Ir—iavn—o30 8
LICZZOBBEZANITT IR ELIHYET . (BB FRIFEEEDFEMIZOLTIL. "
EBATVAIUEDEEF A [ZDLNVT R—U91%5 BB LTS,

FCCTEHPREAEMITTIESE. BEFREZFERTLIETIN—
2avnN—23vm FI)r—arTa774 JUAPPLICATION PROFILE)] 54
TATRVIRERE. ZCTHEEBFREEMICLES.

9. Audit Assistanth ] &8 & 5T {ifi 9755 #7 fiE Ol FA 3 AT L2 K DAnalysishR#A
LAJEIT LTEMICTSICIE. B BiE A %% %123 %(Enable auto-apply)]
FVIRVIREANLET . TDk . PTI)7r—3>T0T74 )Y APPLICATION
PROFILE)] 94 R os, 7V —Sa3un—Sau CEHIZC D BEE A S (2T 5
BEHhHYET

Enable auto-apply €)

A\ Before you use this feature, you must map Audit Assistant analysis tag
values to S5C analysis tag values. To start, click here.

FCCTERERAEZAMICTISS S B EREERISETI N T—
2avnN—23vm FI)r—3rTa774 JUAPPLICATION PROFILE)] 54
TRAJRYIRERE. ZCTLEEBBEREZFDICLET.

EE B 8#E RA#EEEE A 950112, £ Audit AssistantD H1 2T DIE %
Fortify Software Security Center Analysis# 7B 12972 B NHYFET .

10. B B8 A %H 33 5(Enable auto-apply) | FTuoRyI XM AUIZL THY.
Audit Assistant% #T 24 DIiE #Fortify Software Security Center AnalysisZ 1 [Z
FAZRYIL=LME & (X, EBb(here)] )% 9')vo LT HhRA LA (Custom
Tags)] R—T(Z# B L. "Fortify Software Security Centeri A% LA E ~DAudit
Assistanty #t 2B DTIE " R—U 382 B SN TS F B IZHE LVET .

1. B&EF(SAVE)1 &2V )vILFET .
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Fortify Audit Assistant&#ft & 9 4I1Z1&. & #) [TFortify Audit Assistanti2 i b —0> %
NETILEIHYFET

Fortify Audit AssistantZ2 5 k —V2 % F 951215

1. Fortify Audit AssistantiZAJ 4L %9 .

OpenTextDAYAT. & E (ADMINISTRATION)] &4, F—HY
(TOKENS)]#ZERLFET .

N

3. F—U2(Tokens)]R—LT. #EMM(+ADD)]1 %5 )vILET .
4. B AT(Name)] 71—ILRIZ. E R THIN—IoDEFTEA A LFET .
5. BRTF(SAVE)] &=V )vILET .
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=522 DR BlZHBE1—TAaV (@) &7 )vILET .

o
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eyIhbGeci0ilIUzUxMid9. ey IpYXQi0jE20Dcy 0T
IzNDAsImp@aSI6IjYyN2M5Y 2R LIWMM3MjAENDFiM
SBAMIVELTc20ThwY 1 LOWMxMST s ImVA4cCIENZI2
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CLOSE

7. F—2U2(Tokens)] 4 KOT. b= 7FAEFZERLTaE—L. LS
(CLOSE)] &#49JvoLZET .

aE—L 7=k —Y2 % AL T. Audit AssistantEDffi & 58 ELFET . ("Audit
AssistantMik & " R—376%5 B L T2,

T I)r— a0\ —2av 2t §HAudit AssistantA 7L 3> DR TE

Fortify Audit Assistant% % & 9 3% 12 $ € D7 TVr—30i\—23> Ok ) —%
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8.
9.

10.

T)r—arTAudit AssistantZ{E F 9% &31ZFortify Software Security
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SR LTSN,
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VavEBRRLET.
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THMITZOTWSIGE & IZDH. TIVr—23on\—230F AR —E18E
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TLERTEHEIITZZSOTSIE & IZOAE A TEFET . ("Audit AssistantDEx
E"AN—U376F5 B LTIZEWY),

. RYTEINT-HRBLETE (ZF A E HFortify Audit Assistantl Z&-TH & B (238

AandL5295I12i%. B 8hilli A%HE %<9 %(Enable auto-apply)] Fv¥
RVIREFNILET

B R (APPLY)] &0 )vILET .

Fortify Software Security Center[ZkY. CNHDA T av DR FEEZ T DAY
UMK TEINET. OK]EVIVILET .

CLOSE]#7')voLFEY .
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& 12 & HFortify Audit AssistantZzs% E L. BEI@EAEATLEARTEIICL. E
I8 (Administration)] Ea—® $h A% LA%4(Custom Tags)] o avTE Y T54(4<)
BT I4— IR EIVTLTHDEE . I—FIIEFE D7 TVr— 301\ —2avITxt LT
BEERAEEMICTEET.

BEIERETIVr—30\—23 0 THE I IZLII5 & | Fortify Audit AssistantZ{#

FALT#H 2T OB IR 95 F Bl Z=E K 95&. Fortify Software Security Center
DNENLDTF Bl ZHRFZLATEISERLET -

Fortify Audit Assistanth’B B 8 [ChRA LA TEZR 8 1558 9 5&. ZDR 8 D=8
[ZIRFE SN A2 T—4RIE. FnhFortify Audit AssistantiZ&->TE B Shi-CEFRL
F9 . hRALATE DIEIZTL—0/IME TR R SN T, 1—H(IFortify Audit
Assistanth®ZDR BB % F Bl LI=-C L& R TEET

TI)r—30n\—av DB EE R EE 12T 512
1. Fortifydwaih—k o, BENERAZE MITTET7TVr—2301\—2300)0)

TERLET.
AUDITIR—=2IZ&, 7IVWr—2aon—2aV IS E AR N — BE R RSE
ER

2. R—UAYHET. PROFILE]ZV)vILEY .

APPLICATION PROFILE - LOGISTICS 2.5 x

ADVANCED OPTIONS CUSTOM TAGS PROCESSING RULES BUG TRACKER APPLICATION SETTINGS

AUDIT ASSISTANT TRAINING AUDIT ASSISTANT OPTIONS

[0 Show suppressed issues

O Show removed issues

O Show hidden issues

Use short filenames @)

Issue counts by state, based on current selections:

Hidden issues: 0 Suppressed issues: O Removed issues: O

Issue count totals (A given issue might be counted in more than one of the following states):

Hidden issues: 0 Suppressed issues: 50 Removed issues: 0

CLOSE

3. AUDIT ASSISTANT OPTIONS] Z:Z#RLFY -
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APPLICATION PROFILE - LOGISTICS 2.5 x

ADVANCED OPTICONS CUSTOM TAGS PROCESSING RULES BUG TRACKER ~ APPLICATION SETTINGS

AUDIT ASSISTANT TRAINING AUDIT ASSISTANT OPTIONS

Default prediction policy @

Generic

O Enable auto-predict @
[ Enable auto-apply @

CLOSE

X BS & DR 78 #Fortify Audit AssistantCE 1M IZSE T 51215, BEIFR%E
A $ =9 B(Enable auto-predict) ] F=yI RV IREAUICLES . (B 8 F B D
HIDWTIE "EE TRV DE EFAIICONWT' R—U9125 B LTS
LY),

Enable auto-apply] F=yoRwIREAUITLET S
T4V DENEE T RIVZYTEINTLVELME & | Fortify Software
Security CenterDZDFE R ITH THZE HER RLT. EEEFICHULEHEDLD
#OET.

APPLY]Z&0')voLZFET .

Fortify Software Security Center T. B2 E #R F I ONEIDEHE R T HEIAY
UMK RINET

OK1Z&9 oL ZET .
CLOSE|#27')vILZEY .

S RinH

"Audit Assistant®E% & " R— 376

Fortify Software Security Centerh X2 LR 1E ~DAudit Assistant73 #7 2
JiE D<vELT
Fortify Audit AssistantZFortify Software Security Center&— % |Z{88 Fi 3521,

Fortify Audit Assistant5* #7 271 ') Xk 24 7 DFortify Software Security Center/1:X
BLBGE 2T 50 B NHYET . Fortify Audit Assistanty 4t 21E [£. Fortify
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B=HITHETE 53 #T (Analysis) | ARALATIZRYT§5IELTEFTH. TOE D
1=OIZR DURS BATDHRR LA EEIRTHIELTEET .

Fortify Audit Assistant®Dz% 7 B 12 B &% F 25 %129 % (Enable auto-apply)]
FyIRwIREFUIZLT=15 & « EDFortify Audit Assistants #t 29 TEE R 24 TD
HRALATEICBEBMISER T500%. AAISEA T5IELTEET .

A HRALABTEZFEE L L TULELE & (. {E % 4F A L TFortify Audit
AssistantlZvy T4 B H £ ZDLVT, "HAZLAGEDE " R—2285%8 B LT
LTS T4k D 53 #7 (Analysis) | HRZ LB T HE 5 TE R LT-hRE LA
SEFERLTLSE A (X COEIaVDFIBIZHREVLET .

Fortify Audit Assistant%* #1 21 %)X~ 24 T DF ortify Software Security CenterX

RLARTE 2T B2

1. OpenTextDA=a1—/\—T. & (Administration)]Z=7JvIL%ET .

2. ER(UT. FvFIL—r(Templates)]Z0)voL. HRHZ LAY (Custom Tags)]
=)\ILETS .

hRB LAY (Custom Tags)]| R—UITHRBLATMN—E R RENFET .

3. BEEREITHIIDITEIIVILETS .

IHBRRAINT. 2V DEMIAR RSINET .
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MName Deszcription Type Extensible Restricted Hidden Requires comment

The analysis tag musf be set for an issue to

be counted as 'Audited.’ Fortify recommends
Analysis & LIST

that the auditor set the analysis tag as the

final action during an issue audit.

Name
Analysis
Description

The analysis tag must be set for an issue fo be counted as "Audited.’ Fortify recommends that the auditor set the analysis fag as the final acfion during an issue audit.

List Values
Value Description AA Mapping AA Training Hidden
Not an Issue
Reliability Issue
Bad Practice
Suspicious
Exploitable

Default Value

Issue State

Not an issue Open issue
Not an Issue Suspicious
Reliability Issue Exploitable

Bad Practice

4. BEEOATET. EEEDIT)]ZE7)VILET.
TORRBIZ.T—TILNDED #wE(EDIT)] 74V (@)BR RINET .
5 E®D wEEDIT)] 7ML (@) &' )vILET .
{iE ;& 71 (ADD VALUE)] #4745 RYIRA R RENET .
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ADD VALUE *

Name ¥

Mot an lssue

Description

AA Custom Tag Aufo Assignment ¥

Nof an Issue

O Indeterminate (Below Mot An Issue threshold)
O Exploitable

O Indeterminate (Below Exploitable threshold}
O

Not Predicted

AA Training Classification for the Custom Tag's Value *

() Skip for training
(@) False positive
() Suspicious

':::' Exploitable

n order for Audit Assistant Training fags fo function, the custom tag used as the Audit Assistant
training tag must, minimally, have one of ifs list values mapped to 'Exploitable’ and another list
value mapped to 'False Positive". You cannot map a single list value to both, so you will need to

choose two different list values to map from the previous screen.

O Hidden

6. Fortify Audit AssistantZ{& Fi 9~% & 5IZFortify Software Security Centerh‘i% & &
. BEERAAE ST E . {E 0. M (ADD VALUE)] #4704121%
AAHRAZ LAY DE 8 E| Y T(AA Custom Tag Auto Assignment)] £33 &,
hRALAGE DAAR L—=2% % 8 (AA Training Classification for the Custom
Tag's Value)] 292 3av bRk R ENET S

7. $ILLMEA PASRRLAT DE B E| Y2 T(AA Custom Tag Auto Assignment)]
3> MAudit AssistantDF BIHE &— BT 515 & &, ZDFVIRVIREFY
(9% &, IR LT-Audit AssistantDF Bl B (CZDURM EHAE B ISy TSNE
. IhIZKY., 7TVr—2a8 =230 PAZ7PAIV] D Audit Assistantt
3> (Audit Assistant Options)] 733> T B Bi#i A %% %h1=9%(Enable
auto-apply) | #E IR L TSI RTOT7IVr—aun—oav(cx LT . B8 E
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8. Fortify Audit AssistantET LD L—=J B IZH LIMEZE R 35156 13, PR
A LAJE DAAL L—=,% %> $8 (AA Training Classification for the Custom Tag's
Value)] 293> TIUARIVEE IR LET . Fortify Audit Assistanth L—=2%
BODEBE T BIZIF. D EKEL2 DDA E #Audit Assistantk L—=24%4Z
IVTTELELNHYFET . 1D1% [2#% H (False Positive)] Fortify Audit Assistant
fL—=258512yTENn. £31DDYR M E (L B A Tl #E (Exploitable) ] Fortify
Audit Assistantt L—=25 3512207 SN2 B HHYET .

9. BMDIRMEZETYTTBIZIE. RATVT6 ~ 9% #URLFET .

10. Fortify Audit Assistantt L—=743%5122v 79 516 B h\$H5 T NTDVR B ZHR
SLE Ao, ERAAPPLY)]Z2)v9LT. BRFE(SAVE)]EZ0)vILET .
S RIER

"Audit Assistant®E% & " R— 376
"HARLAGIE DB " R—2285

Audit Assistant®fs £ DOk =2

Audit Assistant| X v fE B 1% 1 L. Audit Assistanth s 28 DEE i A52 T L1=5.
TOEREHR TEFT .

Audit AssistantD#E Ra &R~ 95121 RDOFNEIHELET

1. 7IVr—a0n\—230® AUDITIR—DITBELET .

2. EEIBHRBEERRITBICIE. Fortify Priority] JASU>% . Group by] JRk .
HEY Filter by URRZFERLFET . ("T4/LF12HE D #E DFE =" R—U339&"
DVERVIEW] &YV AUDIT]R—UIZR R T AREE I AN T 5" R—2
341%S B L THEZELY),

3. MET—ONT.IIN—T&BRLIEE X JI—TZRFEALT. JIL—TIEF
NTWOEERTLET

4. BEZEBLTHEMZEZRTIBICUE. TR DZETETE0I0ILET.
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O  lssue Name Primary Location Analysis Type Criticality «  Tagged e Ww =

O | Path Manipulation EightBalljava: 12 SCA High Exploifable *

LCXTL I @ COMMENTS & HISTORY | % ATTACHMENTS

EightBalljava Q

AuDIT DETAILS RECOMMENDATIONS

AAAAAAAAAAAAA
AAAAAAAAAAAAA

COMMENTS

uNDO

5. AnalysisZT B LUV TIT)r—arnN—oav|TBE T TN TLSZ0M DHRA L
BT AT, BRAUIZIFRDLDNR RENFT S

« AA_PREDICTION - Audit Assistanth\fE] @8 IZEI U2 TH-E AR BEE L ~NIL.
« AA_CONFIDENCE - Audit Assistant®AA_PREDICTION{E D1E #& 1% [Tx ¢

SHIEHE M . ThIL. 0.000H%51.0000% B OfE TR SN H/N\—ET—UTT .
f=&ZIE. E0.9941%. 99.4% DIEFELNILERLET .

6. & AT gt 3l A% R SN T-AA_ Prediction{ &— 9515 & (£ hRR LAY
B DUARNHS. AASET (X S T AIEZE IR TEEFT . ThUNDE S (L. Bl D
HRALATEEEIRLET

7. BAVE]Z=7UvILEY .

SRIHW
"BEETYRAVN DT R—TU 371

"AFvUiE R DEE" N—T350

Audit Assistant®k L—=>%41Z2L\T

A—HE REv 48 R O B ICE B E AMT of<R E 2 A L TAudit Assistantz
F—=20TEFT. I—THRBTEINL—=2FT—3%FE A 52 LI2&Y. Fortify
Audit Assistantl&. I—HDIRE RN TEITIN TS T TVr—2 35t LTRYIE
TEAEEDEWFRIZTAET. I—UHNEETHIT 2L BEEFEHADRT VS
RIZEDVWTE B BLVEF E SN E THELART—ETY

T74ILk Tl Audit Assistantk L—=2,%4%(Audit Assistant Training Tag)] &L T

th DHRBLBTHERENTIVEME S . TAUARELAESH Audit Assistanth
L—=2%%%(Audit Assistant Training Tag)] £L TE& € S ET

b L—=24FT—3%Fortify Audit Assistant|Z2 it 9% & 5(Fortify Software Security
Centerzg% & 9 <3
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 Audit Assistantk L—=2%%4%/(Audit Assistant Training Tag)] &L TfE A §5HX
ALRATEEIRLET . TIAIL D 17 (Analysis)] hRAZLATHEFER 50, B
D TR LIZATEEIR TEET . ADRALZTEER LELME & | Fortify Audit
AssistantTIE TS/ YA HME R SNET . F#M (SDULVTIE, "Audit Assistantk L—
=GR DER" TESRLUTEZSL.

o HRZLAJIE ZFortify Audit Assistant®Db L—=2 25 12wy TLET . SE#ZD
LYTIZ. "Fortify Software Security Centerh A2 LR {E ~DAudit Assistant? ¥ %
TEDTIELT" R—382%5 BB L TEELY.

o bL—=2%FT—A%Fortify Audit Assistantl S3E{E LET . sEMIZOLTIE 1°—
Dl Audit Assistant~Dk L—=20 F—2 0% {5 125 B L T,

S RER
Audit Assistanthk L—=2%%% D& iR

Audit Assistantk L—=2%45%4 ;& iR

Fortify Audit Assistanthk L—=_%7%8% % 9 4 &ZFIZ. Fortify Audit Assistant®k L—=
DOIERTEINRILATEER T I EINHYET . ARILATEERLGWNE S
(F ToA<IVATIMERSINET

Audit Assistantk L—=45% 5% # R § 5215

1. & #F &L TFortify Software Security CenterlZ0%' 4L . OpenTextMAYA T
PFUsr— 3> (Applications) | 2 IRLET .
2. P )r— 3z (Applications)] R—U T, 7IUr—2aun\—Ua & E R L. &
RendA=a—hn BEE(Audit) | ZERLET.
EE & (Audit) | R—U AR RENFET .
3. EEAudit)]R—2T. YRIPS/IUPROFILE)] R2HERLET .

P71 4r— 32 Fa 774 JMAPPLICATION PROFILE)] #4 7O5 Ry 2 h\%k &
NFEJ .

4. PF)r— 3 FaT74JUAPPLICATION PROFILE)] #4705 Ry X T, B
AR LAY (CUSTOM TAGS) | # R IR LET .

5. B #7 (Analysis)] HDRB LA EA—FDME B LT-hRA LB T EE TT—TILHR
TENET . Audit Assistantt L—=2%4%(Audit Assistant Training Tag)] &L
THEAITDIHRILATEERLET

6. AARL—=245%% DR R (SELECT AA TRAINING TAG)] REEI)vILE
ER

Audit Assistantk L—=2732 5 DE R
(SELECT AUDIT ASSISTANT TRAINING TAG)] #4704 WK rSnET .
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BIRUFARZLATHNL——U A ITERRE SN TOVELMES . DMARL—Y
525 ME IR (SELECT AA TRAINING TAG):Z R RvoRIZIE #k 8k 5E (Not
Set)] LR RINFET .

7. AAR L—= 535 mR IR (SELECT AA TRAINING TAG) | :Z IR RVIR%ED )y
L. BIRARVHIZRDY R hibAudit Assistanth L—=53 5L TE R 5 HA4%
LATEEIRLET .

Audit Assistant~Dk L—= 45T —2 0% {5

R OF g TI&. §FFf DI=DIZk L—=FT—2%Audit Assistanti HEE 575 & 2D
WTERBALET . LLET D/ \— 3> DF ortify Audit Assistant Tl Fortify Software
Security CenterIg £ hoER & ST —R2ITRTE R LI, GIETILONL—
Tt=IfE AShFEL Tz, /\—3223.2.0LL £ DFortify Audit Assistant Tl Fortify
Audit Assistant TT—4%E >T. REBE R TE TSN TWSTINr— a3V T5KY
EHECHEEOEWVWFRETAET. I—NEETEIT 2 EEFHDRTY
UMERICEDVTE R BIUEF ESNHEE THRLAZT—ETY

T A4k TlE. Audit Assistanth L—=25 35 hR ZE IR h K 5% % (Not Set)] IZER TE
SNTWBIG A . TF5A47VHRE LAY HhFortify Audit Assistantk L—=254%'EL THE
RAEh%xd.

kL—=2%4F—4%Fortify Audit Assistant| 3% 15 3751213

1. v asR—K (Dashboard)] hio. B B DF7T)r—30n\—avIth—y IIVEE
hET. 7o a3oA=a—%KRRLET. FOT7IVr—230n\—2300 BE
(OVERVIEW)]. P—T7T42777k(ARTIFACTS)]. E&(AUDIT)]. =X FL>
F(TREND)] R—U%EERLET .

2. I — 30— 3 Y—)Ln—T. UAIPLIUPROFILE)] RaL %5151
ES I
3. PFUr— 3270774 JUAPPLICATION PROFILE)] #4704 Ry X T\

Audit Assistantk L—=2%(AUDIT ASSISTANT TRAINING)] #9%& 5 )voL &
ER

3¥: AUDIT ASSISTANT TRAINING]4271% . & ¥ & H’Audit Assistant&
Fortify Software Security Centerff & &% E L1235 & [CDOA KR R INFET .
Audit Assistant®z% 5E DFE # IZDLVTIE. "Audit AssistantDEk & " R—376
%5 BB LTS,

Data last sent for training] 24—/LK IZIX, 7T r—>30n—Cav0bL—=2
JT—3hRBRISEESINB FLHEZ IR RINET

4. FILWLWL—=2JT—3%%E$5I21E. SEND FOR TRAINING] #0')vIL %
EE

FL—=%5 A OT—528 # 3% {§ (Data last sent for training) ] 74 —/LK A3, 3]
EOHBTEHINET.

5. hL—=U 5 T—4%%ET5E. FL——UF R OT—43 5 #& % {8 (Data last
sent for training)] 74— /LN [CE SN -A BEAR TINFT .
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6. FPFUr— 3 FOT74IUAPPLICATION PROFILE)] #4704 Ry R % L E
ER

7. TIIr—2a30n\—2 32 Y—)LbiN—T P—T427JF (ARTIFACTS)] &51)v5L .
7v7O—k O RT—2X(Status)] 71—ILRE A FE T (Complete)] [TAE>TLNSME
INVEFERLET

MENTET LS. EEAUDITR—CTHREEZR R TEET . FIBIZOWLTIE.
"Audit Assistant®iE R O R " R—386%5 BB L TS0

EHRIE®
"EER TIUREAUNTDONT R—U 371
"TI)r—avn—a DB EEREE B F RIEE MITTES X—381

Fortify Software Security CenterTM4 0—/\JLI% &

Fortify Software Security Center 11— 4> 2 7x—XMD T B8 % 7. OpenTextA\y
FNT0—\)L &5 (Search)] ZA—ILR ISP ERATEFY . CCTANITHIRBENF
&, TRTOT7TVr—230n\—230, B Lik—b . 3AVR . B&UP1—HISE
RAEhZFd.

3 8 FARYHRIL. Fortify Software Security Center®twk 778 [Z Enable

global search] A& IR SN TULVDIE & [COAH R RSNFET . FMIFIRICONT

[%. "Fortify Software Security Center®#] [B] 5% & " X—71%5 B L T=SLY
50—/3\)L Bearch] Z1—ILRE#FE R T 521 ROFIBIZHELNET .

1. EDE2—HIBTHILDT. Bearch| RVIRIZBREBEXFHNEA D LET.

PLICATIONS REPORTS ADMINISTRATION

EXPORT
SSSSSS .. .ice: Use of a System Output Stream

.ice: Use of a System Output Stream

.ice: Use of a System Output Stream

COMMENTS Consistent usage of system.out sho. ..
Consistent usage of system.out sho. ..

Consistent usage of system.out sho. ..

ALL RESULTS

Fortify Software Security Centerld. #& & X F 5| IZ— ¥ 3 55 #] DL DOHDIE
BZATIUR ISR RLES . 7IVr—>avDN—avdb R RSNET

2. VAFSNTLWRREDEB ISR IHICX. . HBEVIVILFET .
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Fortify Software Security Center(d. I8 B #&k R LI-UE £ LFYTEH1—H 1>
RAITT—REFAEFT .

3. TRTCOBRRERDIRNER TITHICZE. —ERTRINTWBIEB DT IZHD
See All Results] &7')voL %7 .

P17 6 DR R

DASHBOARD SCANS  APPLICATIONS REPORTS ADMINISTRATION

ISSUES Missing Check for Null Parameter

Redundant Null Check

Null Dereference

See All Results

xR INi-HE R SR RE #E R 95L&, Fortify Software Security Center T*} it: 95
N=23R—=UNKRIREN. BEDOTIEL—DEBEINET.

See All Results] & iR 975 &. Fortify Software Security CenterT Search
Results] R—U MR RENFET . CIhn. BEORDO—HERET/ILEL—ICER
LCRAKZSENTEET . FIhD. hext] BKXU previous] R BBIEFE AL T, T
DEEBRER—DIIR R TEET,

FEEEORBBRICE, BIBR. FRT . FEHNEShE-EENEFENET
EIRL-E B A AUDIT] R—=DICR RENGMG & 1§ 7TV 7r—avn—2ay
DR TFZEEZFTVILT. ADVANCED OPTIONS] 4T CHE I 757 hE %)
[T7EoTLVHAMEERL . HlBR . ER T BEUHIIESh-REZRRTLES . FIE
[ZDULVTIE. " 78 DR R B’ E DX TE " N—360%5 B L TS,

#l: 1—JDrR %
DASHBOARD APPLICATIONS REPORTS ADMINISTRATION a o

USERS Homer Simpson (homer)
Bart Simpson (bart)
Marge Simpson (marge)

See All Results

RININFERIAIANDI—HEERLIER . RELGHFAZEFOTLSEE.
Fortify Software Security Center® & ¥ (Administration)] Ea—Ta1—%7hook D
HMARREINET.

T RT D% R %K R (See All Results) ] & iR 975 &. Fortify Software Security
CenterT & & #& B (Search Results) | R—U MR REnET .
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Search Results Simpson “

Home
Bart
Lis:
Mai

SRR

" Ppplications] Ea—moDT7 T)r— 3 b7 T r—2 30\ —03 0 DR ER " R—D
261

Web7I)7r— a3 DR EE % 75 T I2DT

8 32 B 1% 53 #7 [ Fortify&Sonatypeht [F] B F L 1=H% 8k T9 . SonatypelZ&k->T
Web7 7 )7r—avIB LT LM ZEND TIVT—2 3> DIZRINAD—E THSH
EREN D BHEIE BICANONET . Chld. EEICRE M FEEIAYIREFEUE LT
DHY. A—HHVHEIE B A S HBE R EIAV IR TR ZE T B EEEHF ] LI=DhvEH
BrLEST . Chld. A SNBSS L Ta—RICEIZHESB EIHEINEIDLERLE
T WEEELTIE. BRI B EICER ISR EEZ (TOTULNEIIEH B
LET . BIZ7TVr—2a30 D430 avZFDIR IFE DA &I 35
ZIFTIEHYFEEA-

SonatypeTl&. i 55 OH DI R—F M. TvTIL—K 1] #E THE 55 1 Oz
N=230hH5IERELET . HEEE (X BB FELEFAVINDEREESTAAHFE
9. Fortify Software Security CenterTld. ZODE & 23 (TH Y. COBR B HAMEUSH &
Nt=0hv, FIEA—FHEE TEA ANCOEBISELIEAEIIEHEELETT. B
#HNE U S35 & . Fortify Software Security Center TIXIMIE UH LiF &1 &5
JUF IFLET . A—FDHIE B A DD IE LT-15 & .« Fortify Software
Security Center TI&T &l {1 7] B | E5NIUTF TLFET . Sonatype T—2 % E L1-#&
T TIVr—23uHFHETHIENFE A SN TME FE &4 DA—T Y —RavR—%
Ubh%E. BA RN O AELAUR—R U KYBLEB KM ICTYTIL—R TEE
9. Web7T)r—a0a—KR (T3t 3751 52 & 14 2 it RFv &R 179 5L, Fortify
Software Security CenterlZ&R R SN AFE R HMNE LA LLFET.

W BT OEH

Web7)/r—ar T 22 B 1% 75 #1 #E i 952X, Fortify Software Security
Centerdfth (TR DDA E TY .

» Fortify Static Code Analyzer
« Fortify Software Security Center Sonatype 7545 1>
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TS5T4%800—R LTHRE §55 %20 TIE. "Sonatypeft R EFK =T 57
&H®DFortify Software Security CenterD# fig" R—175%% BB L TZELY),
» Fortify SourceAndLibScanner

SourceAndLibScannerzE 1§ 9521,
https://marketplace.microfocus.com/cyberres/content/fortify-
sourceandlibscannerlZ79t AL TFZELY,

SourceAndLibScanner®V Ik Dz 7EH . BEPY—ILDA AR —ILELWMER A
;% 122U Tl SourceAndLibScanner1—7 )7 412/ S\ r— SN TULVB[ Fortify
SourceAndLibScanneri—HHAK &5 B L TS,

TIVr—av O RERBEILTH— RET—07
D_

SourceAndLibScanner

Results.fpr Results.zip

Fortify SSC

TIVr—2a | TRBIERXvUAE R E/DATYIIRDEEYTY .

1. Sonatype 7551 %50 A—R L TAV AR —ILLET . ("Sonatypeft R &% 7~
9 BH1=8ODFortify Software Security CenterD#E fi§" X— 17525 B L T=&
LY),

2. ( DPENSOURCE]IR—CTOM) B E MR T OBREHE RIS FNLERE
B %% 9°5IZI&. SourceAndLibScannerzfE A L T7 ) r—av DA —T)—R
O R— b DI 55 1% 288 5H 23 BSonatype X v EETL. Web7T)4r—
232 \— 3> DF ortify Static Code AnalyzerR¥+>%%E 1T L . Fortify Software
Security Center Cf& & OFPRI7AIVET T )ir— 301\ —2avIT7y7a—k L&
9. FEHICDOLTIE, "Web 7T r—S 3> DB B S T ISOLT BT OR—S %
SR LTSN,
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3.

4.

SourceAndLibScannerZ{# Fi L TFortify Static Code Analyzer R¥v> % 7=
SonatypeSA 7SVRFvEE TL THS. & B ZFortify Software Security
CenterlZ7vy70—k 957 i& OF #l (CDULVTIE. [Fortify
SourceAndLibScanner1—HH (K %5 BB L TEELN.

Fortify Software Security Center Ci& & DZIP77A \WVET T )r— 32 \—3avic
7y7IO—kFLET.

Fortify Software Security Center Tf& & OFPRI71 V&8 & S =7 I)/r—3
VIN—=23uT7yIE—R LET

SourceAndLibScanner# kU Fortify Statics Code AnalyzerTld. AZ—7>Y—Xa
UR—R U DIt BT S TR E T ERELET.

#E: SourceAndLibScannerz s Fi L TR i St f=Fortify Static Code
Analyzer R ¥+ 12k >TH ShIZEN 1= % (L. Sonatype Dt H 5 R D3>
TXANTOHEKRTY . COFER. AUDITIR—UTTIAILL TIEIER I
BYET

#r—*) —Z (OPEN SOURCE)] R— MMk B %85 & LET . Sonatype®
BElE EEAUDIMIR—UAnEETEFT . L. HEEM LB R X

#—7>—Z(OPEN SOURCE)| R—C TOH KR Tah. BUHLEH
(Invoked)]. fil# =] B& (Controllable)] . &1 §E#(Evidence)] 74—ILK T
RINFET.

A—T ) —RAT—E2DITHXR—F

F—7 > —ZavR—+ Uk (OPEN SOURCE COMPONENTS)] R—U (&R R EN
AT —AT—BELHV ARt T I

1.

Fortify Software Security CenterC7 )/ r—avn\—23> DA —T2 ) —RT7—4
E7vIA—R L&, FOT7T)r—a0n\—230 0 —Toy—RaviR—3y
k (OPEN SOURCE COMPONENTS)| R—U I 8ILFET S

2. CSVOIHRAK—k (EXPORT CSV)] 4475 Ry REBIZIE. #F—Toy—&

> R—*%2k (OPEN SOURCE COMPONENTS)] 7—JILOL T EHRA—K
(EXPORT)1&#2vwoLES .
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EXPORT CSV

File Name *

MNotes

CANCEL

D74 L4 (File Name) | RvORIZ, £ L THCSVIFAILDARTIZA ALET .

. (A7 3Y) Notes] RV RIZ. B SNT=T7A JUBE B T (FH5AEEA HLET
SAVE] &0 )vLFET .

IHVAR— SR E=R T THICIE

a. OpenTextDAYHT. [7R—bk(Reports)] &)oL FET .

b. F—RIZZ#K—k(DATAEXPORTS)]#7£45voLET .

c. ERDODT—TILT. TVRKR—INF=T7AIDITICTh—YIVEREBLT. FY

oO—R | 7A4avEE 0 )vILET .
R DCSVIFAIUZ, A—T)—RT4—)LK B <engine_type>.<field name> ELT

RITSNFET . f=EZ (K. SONATYPE. cweurlhS Bonatype CWE URL] Z74—/LK (5t s
LTWET.

CSVI7AILDEI R SNAFETREFSNAHBERE THI2E. "OITRY D 1—5DEK
E"AR—=UA3B[ZREH SN TS FEES BB L TS0 Tho®DLR—k QT 74Uk
DA ERIF2E TT.

o gk w

Fortify Software Security Center&Fortify Weblnspect
EnterpriseD#f &

Fortify Software Security Center&Fortify Weblnspect Enterprise[ I8 % [Z#f & S,
AEVU R EH B TEFT. EEH L. 2 —H /22T —AHhBWeblnspectE 8 X
XU DEREEIETHELTEET . CDEYI 3 TIL. Fortify Software Security
CenterWeblnspectD#E B8 #Fortify Software Security CenterlZF& 7k 3574 3% 1220
TERBAL . B R¥v % E K 95 F lE ZFortify Software Security Center® 11—+
~LET.
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R

Fortify WeblnspectTl&. RF v R (#ER T —HEEBE T I)HNFPREX TRES
. A—HIZFNn%EFortify Software Security Center[Z7v7O—K TEET ("AFv>
T—T4 770k O7vITO—R" R—319), Fortify Weblnspect®f] 38 DF# (L. ZD
fth DT FZ4H(Fortify Static Code Analyzer’: &) TR Dhvof-ff 78 2R TR S5 [E &
LIFZ L EBYFES.

B E Fortify WeblnspectZFortify Software Security Center&1E & (Tfi & 97512
[E. Fortify Software Security Centertt—/\&Weblnspectt—/\MDif] A [ZJavasy
RALIRIBZE TIEBEINACASIBAEZE ZMVAN—ILT DL ELHYFET .

CODE 427 NERA2Z$H5 DOverview] oo avIZlE. R ICEA T2 HIIVERE
[mplications] 7 avhk mRENET . Additional References] 7 3 (Z1E.
FERAAEEGEETEISBDIRANMNRREINET.

FRORAUIZE RDOBFBHRERIRTEINET .

URL: i 55 14 A¥& H S f-Web YAk R—

Method: I 2 [Z{ff FH SN HHTTPAY Wk (GET. PUT. POST% &)

Vulnerable Parameter: fifi 55 75/ \5A—32 D4 Al

Attack Payload: ffE 53 4 & 37 51=-0IRM/O—KR &L TRHE A SN S o)La—F

CDEBDTIZHSD Request] 7 avIF TNz ER AR RSN HEHE
FRENFT. Response] L avIZFE R DG E AR RSN, FJHDE R X
AT (I 3 B

FE S B INNAFI)TAERIEK E DGO KBER ZB)T—4ENE ENTNSIEE
[X. Response] 73> MT &8IZ Download Response] R2HikK R E
. INLDIG B ETXANIT7A/ILTHAYO0—K 3 5(21E. Download
Response] #7)vIL%ET .
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O | Cross-Site Scripting

hidden_AdminControl.jsp 'WEBINSPECT

Critical

49 COMMENTS & HISTORY @ ATTACHMENTS

© SUPPRESS | | T GETTRAINING [ € >

Vv Overview

Cross-Site Scripting vulnerabilities
were verified as executing code on the
web application. Cross-Site Scripting
occurs when dynamically generated
web pages display user input, such as
login information, that is not properly

svmlidatad allawina an attackar to

Vv Implication

XSS can generally be subdivided into *

two categories: stored and reflected
attacks. The main difference between
the two is in how the payload arrives
at the server. Stored attacks are just
that..in some form stored on the
target server, such as in a database,
or via a submission to a bulletin board
or visitor log. The victim will retrieve
and execute the attack code in his
browser when a request is made for
the stored information. Reflected
attacks, on the other hand, come from
somewhere else. This happens when
user input from a web client is
immediately included via server-side

scripts in a dynamically generated

ponl e Vlin mmman
¥ Additional References

HP Cross-Site Seripting Whitepaper ™
http://download.hpsmarfupdate.com
Jasclabs/cross-site_scripting.pdf

OWASP Cross-Site Seripting
Information
http://www.owasp.org/documentation
/topten/a4.html

Microsoft
http://support.microsoft.com
/default.aspx?scid=kb;EN-US;
4252985

Microsoft Anti-Cross Site Scripting
Library V1.0
http://www.microsoft.com/downloads
/details.aspx?familyid=9a2b9c92-7ad .

>

Steps] #71d. ATvTH\Weblnspect®ft & 771 IUIZE TN TNSIE S 12D

HMERATEFT .

URL: http://fomcatss.spidynamics.com:80/riches/pages/common
fhidden_AdminControl.jsp

Method: GET

Vulnerable users

Parameter:

Attack Payload: users: 12345%3csCripT%3ealert(64872)%3c%2fsCripT%3e
V¥ Request

GET /riches/pages/common/hidden_AdminControl.jsp?actions=123458&message=1974&users=12345%
Referer: http://tomcatss.spidynamics.com:80/riches/pages/comnon/hidden_AdminControl.jsp
User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 5.1; SVI; .NET CLR 1.1.4322)
Accept: */*

Pragma: no-cache

Host: tomcatss.spidynamics.com

X-Scan-Memo: Category="Audit"; Function="createStateRequestFromAttackDefinition”; SID="D
Connection: Keep-Alive

Cookie: CustomCookie-HebInspect74567ZX283F9C295F5541D79D520A8096293A15YAB29 ; ISESSIONID=C

V¥ Response

HTTP/1.1 260 OK
Date: Thu, 15 Sep 2011 16:46:10 GMT

X-WIPP-Version: java / 1.0 / tomcatss 5575
X-WIPP-RequestID: fcd7ba7f-5c93-484b-807F-67F11698778b
Content-Type: text/html;charset=IS0-8859-1
Content-Length: 961

Vary: Accept-Encoding

Keep-Alive: timeout=15, max=1

Connection: Keep-Alive

<form method=get action="hidden_AdminControl.jsp’>
Shell Command<br />

<input name='actions' type-text size="80"><br/>

<input type=submit value='Execute'><br /><br />

Automated shutdown message (sent to everyone by default)<br />
<input name='message’ type=text size="80"><br />

<p><i>Send to Specific Users (semicolon seperated list)</i><br />
<input name='users' type=text size="88"/><br/>

<input type=submit value='Broadcast Alert's

<hl>Emergency Broadcast sent to users:</hl><pre>12345¢sCrIpT>alert(64872)</sCrIpT>
</pres

<h1>Transactions reported from database for account <i>12345</i»</h1>

<br f><¢br /><bsDebug Code</b><br />
<i>Note: This code should be removed once debugging is complete for bug 192203 (inspec
Account Number <input name='acctno’ type=text size="15"/>cbr />

<input type-submit value='Retrieve’>

</Form>

B 50 O Hl Lt REHOR T
BRI EMOFMEFEREEERTIT DL BEY—IWA—TRDOLTH

e )ILET
* Openin new tab #
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Issue Name Primary Location

AbstractLesson.java:

Poor Error Handling: Overly Broad Catch 420
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~ org.apachestruts/struts2-core

File Name sfruts2-core-2.5.10.jar Category Vulnerable 0SS : CVE-2018-11776

Evidence View CWE CWE-20

Invoked Yes Controllable Yes

eeeeeeeeeeeeeee
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v DEBRICKED
B - -

Version

Priority

[[rerresno | [ @ export | [ pownioaossoms |
Type License
npm unknown
npm unknown
npm unknown
opm unknown
npm unknown
npm unknown
opm unknown
npm unknown
opm unknown
npm unknown

5. [Ceomworoseon=J7RAZH VI T jsonT7M IV ERFELET .
6. TXAL I T2 TjsonT7A ILEBIZ=. Software Bill of Materials% & ;R LE T -

[=] owasp-nodejs-goat-with-vulns (1) json m|

31513 "scors": 5.0, ~

31514 "severity": "critical”,

31515 "method": MCVSSv"

31516 b

[
mscore": 7.5,
"severity": "high",
"method": "CVSSv2"
b
"ewes™: [

31526 "description”: "Prototype Follution in ylSn\n\n### Overview\n\nThe npm package "ylSn' before versions 3.2.2, €.0.1, and 5.0.5 is
vulnerable to Prototype Pollution. \n\n### POC\m\n''‘\nconst ylSn = require('ylén') ();\n\nylSn.setlocale('_proto_'):\n
y18n.updatelocale ({polluted: true});\n\nconsole.log(polluted); // true\n'*'\n\n### Recommendation\n\nUpgrade to version 3.2.2,
4.0.1, 5.0.5 or later.",

"recommendation™: "7,
"ereated”: "2020-11-17T13:15:00+00:00",
"published”: "2020-11-17T13:15:00+00:00",
"updated": "2021-06-14T18:15:00+00:00",
E naffects": |
H [
"ref": "cpe:2.3:ariylsn:3.2.1:
F }
r 1
Eoon
B 1
mid "CVE-2021-29940",
"bom-ref": "CVE-2021-29940",
s
: "https://nvd.nist.gov/vuln/detail /CVE-2021-29540",
"name": MNVD"
1,
"ratings": [
H [
"score": .
"severity": "critical",
"method: MCVSSvE"
E 1,

31550 1{

31551 "score": 7.5,

31552 mseverity": "high",

31553 "method": "CVSSv2"

31584 - b

31585 ,

31556 "eowes": [

31557 4
"description”: "An issus was discovered in the through crate through 2021-02-1% for Rust. Thers is a double fres (in through and
through and) upon a panic of the map function.”,

31560 "recommendation”: ",

31561 "created": "2021-04-01T05:15:00+00:00", v

JSON file Ln:1 Col:1 Pos:il Unix (LF) UTF-8 INS
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T T—ILDE R EESTRTDOIRIDELT

AEXrUERDEYv LI

T T—IADEAAETT ) r—230 =230 DEIYE T,

I B :

o A—HIE, BYLY TONE=TIITr—a0n\—2 30 DRAFUE R DH
X)L TEET .

o A—HE, LB T—IUBEIYE TOR TS T IV r—aw—oay
DHEE|YLY THIENTEET

ScanCentral SASTT—2DXK 7~ . FOvA—K . LU EE

FIr— 30\ —2avIZE YUY TONTULVEN a5 R =,
ScanCentral SASTT—4MD&K 7~ . #ovA—F . BIUVEHE
il PR -

o I—HIX. BIYY TOHN=T7IVr—2au/\—2 30 DAFT YU E R DH
EX o)L TEET.
o A—HIE, T T—)UZEIY Y TOMTWA T )r—aun—oay
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DHZEENYE THENTEFT .

THR—  TIVr—avn\—avCEYE TonTUWVEWLWDITER &,
D ScanCentral SASTT—32 DX '~ . §o0—F . HELVEE
HIR:
o A—HIF, BIVH TON=F IV r—2a0n\—2av DRFv B R DH
EXVvIEILTEFY .

o A1, YT IUTEIYE THRTWST I —awi—Say
DHEENYZE THIENTEET

FARE TI)r—30 I\ =203 ([ZE Y Y TON TV WD I TERR =,
ScanCentral SASTT—4%#&XrLFET .

% Fortify Software Security Center®% Bl AE 1T TEAHT7 I ava R I 5ICE. &
DF IEIZHEVET .
1. OpenTextDAYAT. & B (Administration)] Z:&RLET
2. ERA(UT. p—H(Users)]. & Bl (Roles)] DIEISEIRLET
Roles] T—7)UZ. A—HIZE| YL THIENTEDTRTORE DR IR RS

nFEy.
3. HEDRETL—HYAERITTEETILaVEITRTRTIDICE. Z0E B DT
20OLET

ScanCentral SASTAF v E 3R Dl OF =

ScanCentral SASTREX VU ERK DFEMEZRTLET .

B O—R o T0teR%ES Bk 3 57=8ICFortify ScanCentral SASTZA >
Ah—IL. B FE . BIUE A TH55EITDULVTIL. [OpenText™ Fortify
ScanCentral SASTA Rk —)L. & E . BLWMEHHARI1ES BB L TSN,

1. OpenTextDAYAT. BCANCENTRAL]%%voL. BAST]4J&ZIRLET.

R¥vE R (Scan Requests)] R—U (2, TRTORFvUE R EZhTNDEE
HA—ERRSNES,
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opentext- | Fortify  Dashboard  ScanCentral

e
Job toke

£718.

1995..

fdod.

8a7l...

9402..

fo7d...

n

74116 B

L3045 1

..1ds8d By

58432 By

.3ebal Iy

L4T6C My

12

11

SAST  DAST
Build ID Application version = Submitter = Hostname = Pool Queued Time Completion Time
eightball qaprague  ga-csT-wik2 Default Pool 00/27/2022 5:46:27 AM  00/27/2022 S:47:02AM 4
eightball qaprague Default Pool  09/27/2022 5:39:11 AM -+
eightball qaprague Default Pool  09/27/2022 5:38:07 AM +
JavaRegexTest2 abeh qa-csr-wik2  Default Pool  09/26/2022 2:48:31AM 097262022 2:49:21AM 4
Js_express LKrupa Default Pool  09/22/2022 9:24:37 AM +
js_express LKrupa Default Pool  09/22/2022 8:34:31 AM -

Al RE 1E DHDHAF YU E R DR E (LR DEEYTT .

Filter by All Statuses

v

Invalid

O Pending

(O scan Running

O scan Canceled

® Scan Completed
O Scan Failed

O Scan Faulted

QO Scan Timed Out
O Upload Queued
O Upload Canceled
® Upload Completed

Q Upload Failed

AEVUERODE DR

BLFEI.

2. (AT av)B1E DK
2% ¥ (Filter by) ] Rk Hyistk

N
7]
o

EZFEEE T DI h—YINERB A T—37(aUIF%

BICEDVTR RENFEEREZT VAL ETBHICE. DL

BEERLFT .

3. TZERBEL. BE DAXYUICEH TEFMER T IAICE. EDITEYIVILE

ER
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@] 1995...f3045 By 5 eightball qaprague Default Pool 09/27/2022 5:39:11 AM *

Submitter IP address Scan arguments
PRIORITIZE SCAN @
-scan

15.137.1.174

uvuip @ SCAversion®  SensorIP address @  SensorsJVI il Pool @
22.2.0.0104 Default Pool

4, AXNYVERDAEMEIIVAR—LTBIZIE. ROFIEIHFEWNET .

a. EXPORT]UARRMS. FPR]IZZERLTREYU TR DHoME 55 1 DHS
FPRO74A )L?_IOZ?I{—F 950 LogZERLTRIYUHLOTT7(IVETY
AR—kLET .

b. THORR—FENF-T7MILDEFREEELET
5. R RINI=-T—42%E # 3 5IZIE. REFRESH] %4y L %Y.
S RIER

"ScanCentral SASTRX VYU ER DB LB T
"ScanCentral SASTRAF VU E K DFvo )L R DR—D
"ScanCentral SASTEUHEHR DR R" X DR—2

"ScanCentral Controller{g g M3k """ R—414

ScanCentral SAST AF+ E 35k DI 5L IE 5L 1 (+

5 E DAFYU T—IUE B DRX v ERAENYE TONTEY., TDI5MD1 2% D
FTRTDERKYEICETLEVMGE S TOEKREEBELT. ZOT—ILDP3T
Fa1—DEEIFBELFT

AF VB R (TE K IR 2 DI

1. OpenTextDAYAT. BCANCENTRAL]Z2')vILET .

BAST]IR—UHEAZE. RI¥vUER (Scan Requests)] 2T (CF RTDAF U E
KON—ERRINFET.

2. EAID D1IV2E & (Filter by) ] URR A5, B & (Pending) ] & IRLFET .

& 5 & (Priority) 1 5l A D F L. AFx VP3N EITSNBIEFERLET. -
DEEDINESWNFEE, T—ILH TRV UDNBRLKEITEINET . =LA L B E I
10@0_):(#@% K(E. BLCT—ILA DE &£ E I 20RFVYUER KVETIZETSN
9.

3. ROWITNAERITLET
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a. BYICETLEVDATYWEROTEERLET.

O 1995...f3045 by 5 eightball qaprague Default Pool  09/27/2022 5:39:11 AM +

uvuip @ SCA version @ Sensor IP address @ Sensors IVH D Pool @
22.2.0.0104 Default Pool

b. RO % IE {4 13(PRIORITIZE SCAN)] Z4voL %Y.

F=F R ICETLEODRAFVYUE R OTOR IR ICHAH LR EXE ()0 )0
THELTEFY .

ScanCentral SASTAF v E R DFxvo )L

B O—R o T0teR%E S Bk 3 57=8ICFortify ScanCentral SASTZ# A~
Ab—JL. BTE . BEOE H I35 % 220 TIE. [Fortify ScanCentral SASTA >
Ah—IL. BB E . BLWMMERAHAR]ES B LTS,

& 8 b DScanCentral A v B R X wILTBIZE. RDFIEFEERTLET.

1. OpenTextDAYS T, SCANCENTRAL]Z2)vILET .

BASTIR—UABIE. R¥WUE R (Scan Requests)] # 7 IS RTHDRFYUE
RE—BRRINFET.

2. BAEDKEICEDVWTRIRSNIZEREI VAN E S BIZIE. Filter by] URb
M5 Pending] #:ERLET .

3. FVUEILNTHREBEPDRAFVYUERDITEZRHALES
4. AT D CANCEL SCAN] &7 JvILET .

Fortify Software Security Center|Z. Z 3K OF v tIVEFHE R T 5A0E—U MK
RENFET.

5. ¥ )L EHERLET.
6. BcanRequests] T—JIUZR REINDT—FEE #HT5I2IL. REFRESH] %%

JyILET .
ScanCentral SASTtHE # DR 7~
ScanCentral SASTEUHDIK BE L7 OTAETAICEA T AR EDFHRER RLET .
X B O—K 5 TOERES B 1k 3 57=8IFortify ScanCentral SASTZ A~

Ab—IL. B’ TE « BIUMER F575EI12DLVTIL. [OpenText™ Fortify
ScanCentral SASTA AL —)L. R E - BLWMFERH AR I1%ES B L TS0,
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1. OpenTextDAYAT. SCANCENTRAL]#7')vILET
2. BAST]#J%EERLET.
3. ZEIDRAT. Bensors] ZEIRLET.

Filter by All States i Filter by All Pools v Search by hostname “

Last Controller Contact Start Time
O stale

02/16/2022 12:50:23 PM 02/16/2022 3:32:32 AM
) Shutdown scheduled

O Inactive

4. WHEDKE( U717 (Active)] . BE7HT1F(Inactive)] . ErL\(Stale)] . &1z
(X R &1 vk #792(Shutdown scheduled)])IZE DWVTR RS d o951
IWALIEB T B(2IE. D D1V & (Filter by)] URN WOk BEZEIRLET
( FRTOIR BE (All States)] KT 74/ TT).

Filter by All States ~  Filter by All Pools v Search by hostname “
_ b3
Unassigned Pool

Default Pool

5. FNEFNEIYY ToONET—IUZE DO TR REIN-tEHEI/IILZNIE S B[
(%, 2%& B @ Filter by] YAk 55 Unassigned Pool] . 4 Rii ff &7—)L. Ff=IZ
All Pools] (T74ILM)Z&IRLET

6. ITZEHL. toHIBILFMERTI DI ZDTEIIVILFETS .

Hostname s Pool IP Address Last Seen Start Time
© ZZpayoung0l Active Unassigned Sensors Pool 127.00.1 02/05/2020 10:03:31 AM 02/05/2020 9:20:09 AM
D &
eaeac-
starttime @ Sensor data expiration @ Last Controller contact € Last activity €
02/05/2020 9:20:09 AM 02/12/2020 10:03:31 AM 02/05/2020 10:03:31 AM workrequest
[i] op: m & [i] hi [i]
Windows1G 100 . amdés
anananan o Total memory @ ilabl [i] state @
11856@ZZpayoung0l 342GB 12 Active
Job Token Build ID Status Queued Time Start Time Completion Time
@  €1081226-4c49-45f8-bfbc-ee76elbcaScl  nullpointer Scan Completed 02/05/2020 9:38:21 AM 02/05/2020 9:38:22 AM 02/05/2020 9:39:04 AM

& Rin®
"ScanCentral SASTRF VU E R DFv )" 7 DR—D
"ScanCentral SASTRAF v E R DFEMOR R" R—2409
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ScanCentral Controller|& R 03 &
ScanCentral ControllerDiE iR~ LET .

X BRI TO0ERES B 1L §57-80IFortify ScanCentral SASTZ A~
Ab—JL. BB E . BLUMEA T 55K IO TIL. [OpenText™ Fortify
ScanCentral SASTAV Rk —)L. B E - BLWER AR 1ZES B L T,

1. OpenTextDAYAT. SCANCENTRAL]Z%#2')vILET .
2. EAlOR/4>T. fvka—5(Controller)] &R LET .

opentext | Fortify  Dashboard ScanCentral Applications  Reports  Administration

SAST DAST

Scan Requests SSCURL ©
https://ssc1l-pn-r-mysql.prgga.hpecorp.net:8443
ScanCentral controller URL @

Controller https://qa-cs-r-ctrl.prgga.hpecorp.net:8443 fscancentral-ctrl

Last poll status @ Last Controller poll & Last poll time & Controller start time €
Sensor Pools

Available 10/19/2020 4:22:14 PM 10/19/2020 4:22:14 PM 10/19/2020 5:47:45 AM
Max file size for upload @ Controller disk free @ Controller disk used

43 GB 248 GB 008

Sensor shelf life @ sensor inactive delay @ Job expiration @ Job clean up period @

im 1h 7d 1h

SMTP host SMTP port ‘Outgoing email address €@

qa-sh-mail.prgga.hpecorp.net 25 scancentral@microfocus.com

SSC lockdown mode € Pool mapping mode € Controller version

False Enabled 20.2.0.0033

3. RRSNDBEZEITOVWTIK. H|R 7M@) 2T )VILFET .
SREK

"ScanCentral SASTRAF v E R DFE M DX =" RX—409
"ScanCentral SASTRAF ¥V E K DF v )V R—2412
"ScanCentral SASTEUHE ;DR K" R—2412

Ok A—S0E Ik

ROFIRZEFEALT, I O—S%&/Z6IF IE TEES . 1=12L. BT P DRFvY
FREFTHHIC. FTAMO—"SFRTFERITTHTELFortify TITEGHE R L E
9. ("ScanCentral SAST Controllerz{® 5F E—F (298" RDR—U S B L TS
LY.

AU A—5ZF I THICE. ROFIRIHRELET .

1. Ak O—50 1Rk —ILENTLVAIVE 1—43 T, Tomcat®binTAL Ik JIZF &
LET.

Windows AT LDIE & :

OpenText™ Fortify Software Security Center (23.2.0)



A—HHAF
% 162 : Fortify ScanCentral SASTMD{& FH

cd <controller dir>\tomcat\bin
Linux> AT LDE & :

cd <controller dir>/tomcat/bin

2. ROWENIOIATRFEAALET.

Windows> AT LMDI5 & :

shutdown.bat
Linux> AT LD & :

./shutdown.sh

& RIER
"ScanCentral SAST ControllerZ{& sF E—KIZ9 3" T

ScanCentral SAST ControllerZ{& 5F —KF 1295

ScanCentral SAST Controller£ZE R vk 823 5E. oY TI TIZH B S TLY
BARIYUDK HNDA BEE HHYET . ZDKS7%:[E 78 % (A 8 3 BI1ZIL. ControllerZ
BRFE—FRICLET . 2D . ControllerldOZ5A 7 MoDEF LW ITER E3Z (44
(137, Fa—ITA-TWBTaTdFx o HIEIYY TEE A

ControllerhMR 5F E—R IR Eshi= . Lo H IR ER TR DORX Y ERE T LET
A F LWL RFvU 5 114 (FFEEA. ControllerzB EREILE T 5L o UHE
EEATREITGYES.

R DF g TlE. Controller®ZR sF E—KRIZ3 3 A& ITOLVTERBLET .

B E ControllerZ{R 5F E—F 29515 & . Controller(&/\—3221.2.0LL[% THS
WELIHYET .

Controller&{® sF E—F 1295

1. & 18 3& &L TFortify Software Security CenterlZ04 4> L . OpenTextDAYAT
SCANCENTRAL]&#2')wILZET .

2. SASTR—UDERA2T. fivka—5(Controller)] &R LET

3. START MAINTENANCE MODE]#%2')vJL%EY .
Controller(Fortify Software Security CenterMb R 5F 3K 52 (TH Y. £ 9HR
FrEE T LTSS & [E. ControllerE—FK AACTIVEMSWAITING_FOR_
JOB_COMPLETEDIZZE HYFEF . D37 EBINTULVEIMNE S . TR IXE %
ACTIVEMSMAINTENANCEIZZE HYET . —DBE /= T. ControllerZ& £ (2o v vk &
DUTEEY .

OpenText™ Fortify Software Security Center (23.2.0)



A—HHAF
% 162 : Fortify ScanCentral SASTMD{& FH

DR ET IS I

ZDtH 3Tl ScanCentral SASTEUHEL v b AUV 1T THA % F=l&
AT a—)LEh1=E—K %Fortify Software Security Centerhs vk 8929 55 i%
[CDOWTERBALEFT -

BE OUkO—7ShRFE—F D5 A& (1RX—2 DI ScanCentral SAST Controller
& 5F E—FK(Z9%1"ScanCentral SAST Controller&{® 5F E—F (233" Bl DR—
%% BR). Fortify Software Security Center1—H /2271 —Ab Y% bk
AL B EIETEERA. Fi=. Fortify Software Security Center1—H (>4
TI—AMS o HED Ik BV BI2IE. B D/N—230h21.2.0LL & THD
HEIHYFET .

A7 LR & B L5
TOTATIE e v b T BHITITROFIRIHELET

1. & ¥ & LL TFortify Software Security Center[ZA%5 4> L . OpenTextMDAVAT
SCANCENTRAL]#2')voL%ET

2. BAST]HZTDENRAVT. Y| EEIRLET.
3. B T—TIUT. ROVWTIIEETLET .
o Db ALY HEUHDITEREL. SHUTDOWN] 20w oLEYS .

o Swub AU H1DL E DY DF IRV REAVIZLT. SHUT
DOWN]#5vILET .

#F: BHUT DOWN]REUHE ) [T7EoTULVELME & [F. R DEBR &8 DF]
BEMEABHYFT .

o LIH/IN—U30h21.2.0KYAT

o EUHIET TITZvwb Ao ENTINVS
o OAVFA—SHIMRSFE—F

o EUYDETITATETES

b AOULI- U DRRFYUERETLTVWDIE S . DY) State] DIE A
Active] hv5 Shutdown scheduled] IZE HYUFET . RFXvUNTE T 35E. HKEH
[hactive] [CZEHYUFET .

ScanCentral SASTavk O—S%F R SF T MSHIBR T 5
AUk O—5F R SFE—F ol R 5121

1. & 1 3#F LL TFortify Software Security Center|ZA4 4L . OpenTextMAYF T
SCANCENTRAL]&#2')wILZET .
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2. SASTR—UMNERALUT. AYFO—5(CONTROLLER)] & IRLET .
3. END MAINTENANCE MODE]&2')voL%9d .

BRIF®

"ScanCentral SAST ControllerZ{® 5f E—F 295" R—2415

"IV A—5DOF L R—T414

ScanCentral SASTEH7—)LIZDULVT

Fortify Software Security Center—/ \AFortify ScanCentral SAST&fE & S TULVS
HE.EBE . I~y FEteFa)Tq)F L EEORE(IE ST Uy
T—IL EE (ENBE DT IN—TEE R TEET . ThoDTIL—T1E AFvUE R
DAY IER E TEFET .

THT-VEFERTHE AFVYUERICHLTER T Y& M IChl# TEx
I . U HTILOERBIERITRLETS .

o LHDALEA—TAUTRE N (B ATIDYAR) R DNTT—ILEERL. £<
DAEVEL B LT DRAXVYVEREINODOT—)UEIVE TET .

o AR DF—LFELFEERIEDODNTT—IIEERL. V—RADD EESNBILET,
HEF—LNITARTOEUHEEE LY., th DF—LOGEFE SN RAFYUERE
TavLY g BT EMHELNEIILET .

RXVYUBER DT IVT—230n\—2avITEE A+ TN TLSIE & . avbO—31EfE

FA 1] & 45 27— L% Fortify Software Security Center[ZlB & LFF . AFvUE R

WNTTVT—2 30 \—2 a3 TR E A+ (FMTULVELME & . ScanCentral SASTOZ4 7
VR TIEERAF YU ERISHLTEE DY T—ILEE R TEET.

3 T4 TlE € HIEETHIT4T I >THS 1688 8 (78 )% IZHI B shE
T CODTIAHIVNEZZE B IS5 % DEHMIZDLTIE. [ScanCentral SASTA Y
AR—IL. BE . BEMMERA AR IES BB LTS,

EEFADEFT—)L

Fortify Software Security Center(Z(. R EIYY T HT—ILETIHILE T—ILENS
2DONEBEFHAEHTILDRAEBEINTOET . FHILLEFK SN YIRTHEFE
NERE|YY TEOHT—IUE. e DT—ILDOEF YT —ILEL THEBEL ET

Use unassigned sensors] FTy Ry IAME R SN TLDIGE . TIAHLL Y
T—ITIEREVY T YT Y EFERALET . SO Y T—)UZE. 5 E
DEHT—IUE| YL TOHNTULVENDRFT YU E R KNE FNTLVET .

SRER

"ScanCentral SASTEUHT—I)LDAE " R DR—
"ScanCentral SASTDEF 7] " R—408
"ScanCentral 7—/LDH| f&" R—421
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ScanCentral SASTtHT—)LOE B

Fortify Software Security Centerty—/\A'ScanCentral SASTE#E A SN TLNRB &
(F BT —ILEER LT, ARV BEREZ—INITEFT

F B O—R o T0teR%E S B 1L 3578l ScanCentral SASTZ A2 Ak —
UL R BEWME B 954 % 12DV TIE. [Fortify ScanCentral SASTA 2 Ak —
L. ERTE . BEWMERAAFIES BB LTSN,

LB YT —IVEER T 5ICE. ROFIEEZETLET.

1. OpenTextDAYS T, SCANCENTRAL]Z&ERLFET
2. BAST]#J#ZEIRLFET.
3. ZAIODRAT. 8BensorPools] ##IRLFET .

Bensor Pools]| R—2(ZIE. TIHILL T—ILEV AT LE [ZHE B Shi=FDith D+
HT—ILh—ERTINET.

¥ T4 T—IUZE BT —ILZEI Y Y TORTULVEWNWTRTOT Y
F—a\—o3ohE EnEd.

4. FLWT—ILDOME B (CREATE NEW POOL) | #4750y REBILKIZIE: #8r
LLYF—J(+ NEW POOL)] &)oL FT .

=

F LLYTF—)L(+ NEW POOL)]RE AVE 3 <12 5T LVS15 & (% Fortify
Software Security Centerd a2k O—JI3EFE SN TULVEWIEEE KR LET .
CORFUHEE SN [TIE->TULVSI5 & [X. BCANCENTRAL SAST
CONFIGURATION] £% & %HE 52 L E£ 9 ("Fortify Software Security Center|Z§
[+%ScanCentral SASTE=AR T DFH E" R—U132%S 1R).

5. FERI(Name)] RyIRIZ. HLWVT—ILDZHIZEA D LET . T—ILE DRI D
X ZF [EUnicode R F THOIL BELBHYFET (N X F FIIKRXFDa~ z. Fi=
(30~ 9).

6. (A7 3>) Description] /RuVRIZ. 1 LWLWT—ILDER B (TR \TaFE =X B #) %
ABALET.

7. BlYH TONTULEWEYEFH LWV —ILTE A T5I2(E. Use unassigned
sensors] FTyIRwIREAITLET .

;¥: Useunassigned sensors] FTyoh v A=A IZLTEH. oD Y
[FF LWLWT—IUZE| VY TShFEEA. TOR DY, T—ILTIEEIY Y THATL
BIMER AR YEF A TEES . 2 HEEIVE TONTULVEWEET
ER

FE N DOT—ILTRKX10E DL YEEH TEES.
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Sensors] T—7 UL L DT—IUE| YL TEATLWSELHBEE D, VAT LA
A DT RTDEYDHRAN B N—ERTIINFET ((RRME DHEICHIERED
FAAUIE YT —IUZBIYE TEN TSI EERLEY), B HIZBE 3 51F
WMERTTHICE TOTEERIRLET. HH O £ HEH (Sensor
information) ] £/ aviZld. U HICEAIAERFEHR (LU UMREZVE Toh
TWST—IEE)N—BERREINET.

Sensors Sensor information

Q Sensor state ® Active
ga-cs-r-wrkl & Fesanedio Test
. Hostname ga-cs-r-wrkl
O ga-st-s12-izkl
IP address 15.137.1.242
O qa-cs-w-wrkl Total memory 8.2 GB
O ga-cs-r-wrk2 ] SCA version 22.1.0.0105

O ZZstefaiak0l

8. "EDEVHERERTHICE. ROLEIZHIR RARVIRIZEDRANEZA N
L. ®&F(FIND)] &V )ILFET .

9. FHILLWI—IUTBIVY TEHER Lo YDF VIRV IREAUICLET . $TITEIYE T
SN TWSEYDFVIRVIREFUITT HE TDEHIFREEIYE THNT
WEST—ILhoB B EhET .

TIVr—2avn\—2a0&T—)UTEIYS THICE. ROFIEEETLES
10.

Versions] T ADD]#%7')voL %9 .

P — 3N —S 305 4R (SELECT APPLICATION VERSION)] 447
4RI ZRD PFIUAr—3(APPLICATION)] RA(E BT SHT—JLIZ
YL THE7IVr—ava&IRLET .

S—C3(VERSIONS) | R (b ) (2l BIR L7 TS —av DF AT
DT ITATEN=DahP—E R REINFET .

c. BIRLETZIV—2avDREBEDETHTAITN—2aE—ERRTHICIL.
Show inactive versions] FrvowIREAUIZLET .

—ERRINTNDTANTO/N—230EH LT —IUTE YL THIZIE,

Belect All] FTyoRo REAVILET . £5TIHL, 7T —Lav—Ya
O Ty DHEEYE THITF, N—2avf O OF oI v IREA VI
LFET
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SELECTED VERSIONS | RAU(B)ISB IR B N—ER TIhFT.

e. BMlOF7TVr—23>DN—230EaZOT—)UEIYE TAHICE RTvTb~ d%
BURLET .

f. SELECTED VERSIONS] R MoT7 T )r— 3 \—2a3 %HI R 9512
. FIVr—30 % O IZHASHFE T4 () &) ILET .

g. DONE]Z7)vyoLFET .

CREATE NEW POOL] #4705 Ry X T. BAVE]|ZV)vILET .
Sensor Pools] T—JUZFH LWIT—ILh—E R RShFEd . XD Pool] 5l (I, &
FNDtEHOH LWVT—ILEE—ERRINET.
T—IUE. WOTHIRE F-IEHIBR TEET
S HRIF®
"ScanCentral 7—/LDEI & " & DR—2

"ScanCentral SASTHEHFE R DR R" R—U412

ScanCentral SASTEH DT —/LE TOFS &)
ScanCentral SASTtH4&27—)UE TH 1 S5

1. OpenTextDAYAT. BCANCENTRAL]ZERLFET .

2. Fortify Software Security Centerh’ScanCentral SAST#& kU ScanCentral DAST
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Provides a standard identifier for policy-based requirements that connect high-level policy expressions and low-level

O DisAcCl2 Issue Reports
p
technical implementations.
Addresses DISA compliance based on STIG violations in the application and provides information on where and how to
O DISASTIG Issue Reports fix the issues uncavered. Provides information on the technical risk posed by unremediated issues discovered during
analysis and provides an estimate of the development effort needed to test, verify, and fix these.
Name Category
DISASTIG
Description

Repart Engine
Addresses DISA compliance based on STIG violations in the application and provides
information on where and how to fix the issues uncovered. Provides information on the
technical risk posed by unremediated issues discovered during analysis and provides an

estimate of the development effort needed to test, verify, and fix these. Template

DisaStig.rpidesign

Parame ters
Name Data Type
Options Single Select With Default Value
Application Version Single Application Version
Detailed Report Boolean
Categories by Fortify Priority Boolean
Key Terminology Boolean

DELETE DOWNLOAD TEMPLATE “

Addresses FISMA compliance related to FIP5-200 through controls specified in NIST SP 800-53. It details policy
O FISMA Compliance: FIPS-200 Issue Reports violations and provides information about where and how to fix uncovered issues and covers the technical risk that the
izzues pose and an estimate of the development effort needed to test, verify, and fix them.
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R 5Lk —5 > %Fortify Software Security Center1—H A2 71—AM4E B 9751213

1. FortifyR—IUAwA T, EHE (Administration)] Z:EZRLET .

2. ERAUT. B—H(Users)] ol avxEHL. F—V2 B E (Token
Management) ]| #E R LFET .

3. F—Y & ®E(Token Management)]V—)L/\—T. §#H (New)]&2')vIL T,
F—2>DYE Bk (Create Token)] # A4 7ATRVIRER EET .

4. k=254 (Token Type)] UAL Do, MERL T B —D2DRAATEEIRLET .
FERATABEREN =D AATDIVANER R TBICIE. "AT R SA b =D %4
g 5" R—2436MF &5 B LTI,
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Token Tvpe * AnalysisUpload Token @
AnalysisUploadToken - Max Usages: Unlimited
Exgiration @ Max Days to Live: 90
| % 05/05/2021 12:17:45 PM This multi-use token specification is used to facilitate authentication to Software

Security Center (S5C) when a user wishes to programmatically upload a Fortify

project report (FPR) to an application version for multiple uploads, and list all

Description *
application versions associated with the user.,

Create Token] #4 7RI RYIRIZIX. FIR L=k =02 24T DER B HE Al dR
AR TREINFET
5. EMHRIALUFaO—LEFHALT. b= DH R AT NBBZIEEL
F9. (BRI IEELI-BFOREDFZIZZREINET )

B TIOAITIE AEAROE . BIRLIF =V 2/4T I LTE G
RRXBRISZEESNTT . ChEeEnLYURT OB TSR E THE F—I2D
AR TIELLGYFT . .

6. Description] /Ry XIZ. FTLWW—I2DER BRI DRBEEA HLET .
7. SAVE]Z0')wILET .

Create Token

Token Type * 1
oken Typ AnalysisUpload Token @
AnalysisUploadToken - Max Usages: Unlimited
Exgiration Max Days to Live: 90

This multi-use token specification is used to facilitate authentication to Software
Security Center (S5C) when a user wishes to programmatically upload a Fortify
project report (FPR) to an application version for multiple uploads, and list all

Description *
application versions associated with the user.

FPR uploads

You have successfully created a token. Make sure to copy the value as it will not be visible again.

The encoded token below can be used with the 55C REST api. Iy
MTec2NzNkMGQtMjgyZCO00TVILTgOMDQtNzY2Z TVhZ TIYWNI
Use the decoded token below with Fortify Static Code Analyzer applications such as Audit Workbench, IDE plugins, and utilities. I

17673d0d-282d-495b-8404-766e5ae%each

Create Token] #A4 7RI RV RIZIE. F—IUDE & IE R SN=CEEMLED
A=K RINET .
8. *tE—COTFE T IvaA—KRFETa—FKREShf-b—ooXF 5 H#aE—L TR
7L EY . (Software Security CenterlZIZChHDIE R (FHE R TINEEA).
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Token Management “

Metrics & Tracking O Username = Description Remainin gUse Type Creation = Expiration Days to Live

Templat a
cmplstes O paul E:’E;E‘ﬁ:ﬂ";%3‘;2;5”5;‘”";5 Unlimited ScanCentralCirlToken @  02/04/202109:36:20PM  05/05/2021 02:25:22 PM 900

Users

oap O pau FPR uploads Unlimited AnalysisUploadToken @  02/04/202107:30:43PM  05/05/202112:17:45PM  89.9

Local

Roles

Token Management] R—U[ZIE#F LWL —OUh—E R RENFET .

AIR AU —I 5 TS
ORURSAUMBR— RS T BIIE. ROIARUREEFLES.

fortifyclient token -gettoken <token name> -url <ssc url> -user <username>
-password <password>

RDOTNZ, FIRTTEELL <token_name> AT a3 ERLET .
FFav % BH
AnalysisDownloadToken I—USNIFER I7MIVEFOO—R T 5

AnalysisUploadToken AFv4E B % Fortify Software Security Center [
TvIO—RLTC7IVr—avEz—ERTTD

AuditToken HWEDEX1)TREICE 55 ZA—~L T,
BRI EERTS

AutomationToken AT A—HIEF A S TWBIZEAEDREST

APIZURRAVN T RT D REEIR I LFET .
EHPMTEHETOERISELTVEY.

RAEAE: EHIR
RRXADHR: 365H

EE CON—OUMMRETETIOEREE B SN
SERAEVDHREE 255, APIDE A PE
LAZLME R DURIZER 5T =6, ¥ 5l 735E
EEHOTh—o DX TR T D0
EAHYET . CO—I D E L E A%
ERfEL . BB DURIITH TR B E (H DLy
TEDENEARZHIPR T 5L RELET
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% 19$ fits nIE ~ 7/

FFav & 84
ClIToken Software Security Center & 5 B2 #ft & 7554
VEDEEERREICT D

PurgeProjectVersionToken  §RTODT7F)r—avn\—23>DYRNETOGS5
LTEKRL., 7I)5r—3av\—2 3% Fortify
Software Security Center HM5/\—Y TEDKIIZT
%)

ReportFileTransferToken — R IZIZB B ROUTRIZKY . BEFDLR— D
fits nIEé*LT_t J‘/EIJW _Co)grj./l:l I*%__’"jﬂ'\ I“?—
blfileTokensTUR KAV EFE AL T, TRISA
BIERR SNhET S

ReportToken A—YHRDILETEDLIITG5:
REINEZLR—FDIRLEER TS

LAR—FIDIZE DWTRFSNLR—FEEKR T
>

RESINFLR—FZHIR TS

¥ E D7 TVr—a\—UavZBE ff 1Toh =
REFHLR—FDIVRFERT

wLOLKR—bZER TS

ScanCentralCtriToken Fortify ScanCentral CLI'Y—)L&{E B L1
ScanCentrali& 1§ D=

ToolsConnectToken Mk —%>% . Fortify Software Security Center&
¥ %% L =Fortify Static Code Analyzer7 )5 —3
>(Audit Workbench. IDEZFS5 1> . 2—F4)T+)
THEALT. AFvUiaROXENGEER. €
IE.7yJO0—F%&LET.

UnifiedLoginToken [FEAEDREST APIND 7 RH VA BE I/ YE
. 1IBREDEWVNEITEHIEARRTT.

BEE—O 0%, 523 A LFFIZWEB-INF/internal/serviceContext.xml TE BN FE
ER
SHRIEH

"fortifyclienti® 5if b —2 > TMDaysToLiveDIg TE" X—442,
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:L—*fj]'fh
FTI19E: FREE—D>

Bt nIE ~ _g/é%ﬁ % -d_%)

HoWBHE—I DA BEUVILFERN—IVDENHARELEE TEFI . (BEH
HIEHRERN—IVDEMHARELELTEOIELTETIA F—IUITE TS
fth DIFEFHREE EE AR HLETEFEA)-

AL = DFBAZEERL. RILFRERAN I OR DR ELEE DL

1. FortifyR—UAwA T, B (Administration)] Z:EZRLET

2. ERAUT. B—H(Users)| U avEEEL. F—U % E (Token
Management)] &R LFET .

F—5> % I (Token Management)] R—2 (2l £ B LI RXTDO—oh\—
ERXRTINFT.
3. MEITIN—VTRERIDITEIIVILETS.
TIEEREAINT, F—IUICEA T8 IBERARTEINET .
4. EDIT]1Z=2)wILET .
5. EIRMBZEAAN—VCDEMNHAREZEEITHICE. BRHR]IT.H
LoAavba—)LEo oL T Al OEMEREEELET.

F:TIAITIE. B EAR OE (. BIRLIb—0284T71 L TR G
EANBRISZEINTT . ChEENLYRT OB ISR E THE F—I0D
AR FELGYES .

6. SAVE]Z2')vILET.
S RIER
"ER nIEI\_a/EﬂEEk_j—%) /\_/434

& alk b —o > DHI FR

4+ g‘ ng_nu n.l.TZ k _7>\ if:'i{ﬁ FH -G%fd:<7‘;'3f_nu n.l.TZ k —7/’(1_"#] %-d—%)' . ’k
DFIEZEITLET

1. FortifyR—UAvA T, & (Administration)] #Z R LET .

2. ERAUT. p—4(Users)] v avxEEL. F—U2EH (Token
Management)] &R LET .

F—>>2 & 18 (Token Management) | R— (2IE, £ L= RXTOL—ooh—
EXRTINFT.

3. HIBRTBr—0>DFvIRVIREAUIZLT. DELETE]&0vILET .
Fortify Software Security Center G, b —V> DI R EHE R T AvE—UHR RS
nFEY

4. OK]ZEDIILFET .

SRIEH

"RELN =V EE R TR N—T434
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< £% A: fortifyclient 1—7 1) T4 DfE FF

—Dto 3Dk EVITIE. Fortify Software Security Centerfdl] TA IV /b FtFa
7128 % 9 51=8IZ{F A T %Fortify Software Security Center®fortifyclienta<
R4 A—T4)T4(WindowsS AT LDI5 & [Efortifyclient.bat)[ZTDULNTERBEAL
EX P

F: DB ALK T, <ssc_install_dirslEFortify <version> Server WAR_
Tomcat.zipZ7AILEH H LI=TaL IR JERLET .

ZDEHI VT ROMEYIIZDOWVTERBALET .

fortify CleNt O B L 439
fortifycliemt IS4 T b ATV EINTA—BD—5& 440
TITO—REBEER = (TDUNT oo 441
fortifyclientZ R S b — 2 D— & 442
N = D A 443
FI)VT—30 8 —=230D— B R IR oo 444
FTIVT—23N—=230 DI L 444
FPRDTZ YT O—R IZDUNT oo 445
FPROFATIUA—RITDUNT 447
OUTIVINVR DA IR—N 448
B AR IPAINETIUO—R B 450

fortifyclientM= {4

fortifyclient Z{# FH L TRAFXYU#E R (FPRI7MIVETYIO—R THI2IE. B 5D
Fortify Software Security Center /> A2 AMURLEE 2 TLNT. R DLThhERE -
TUWVEITNIERYVERA.

e fortifyclient AYURSAVA—TA)TA T E SNIREZEIT TETLHETOE
fR %#F D. Fortify Software Security Centert—/\_t Qa1—H7hook
e fortifyclient EREE+—2>

DAV THREATHSEYY:

Fortify Software Security Center URLDE FE IZDUNT . 440
fortifyclienta BE b — 440
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fortifyclient 547U b AT 3V ENSGA—2ND—&

Fortify Software Security Center URLMD?E € 2D\ T

(FEAEDfortifyclientaY R IZ[EFortify Software Security Center URLAYE EnE
¥, fortifyclient|ZfE &t bFortify Software Security Center URLIZIE . TR—+ & &
EOVTHRRN1\R/ssc/ Dl A =& HELELHYET . Fortify Software Security
Center URLDIE LUV K (TR DELYTT .

http://<hostname>:<port>/ssc/

-
o EI—bTFTI)r— 3 MI5 A http://www. company . com/ssc
o IL—bTFTVr—a D5 | http://ssc.company. com

FE:COHAR Oa—K HI TlX. <ssc_url>lE. COMEYYTEHRATBHESIZ, IEELWL
2 R DFortify Software Security Center URLZZR L TLVET .

fortifyclientz® §lf k —0 >

fortifyclient EREE~—V2 % E B 3 5&. RYUT SOt XH Fortify Software
Security Center D1—4H8 &/ ART—FZBA M HILE AR EEE 1T TEDHLIIC
BYET . Eﬁ 77 O Fortify Software Security Center 1—57h9 k D& & & R & {E
ALT. & nE ~ _7/€1lﬁ W'Ci’;?ij'

BAL—IUE b= FER T AL DTHIUREAT(EEBE . X2 )T1)—
F.Ir—Tv  BEREB)DISEZH A LET . fortifyclient HNFREEL—I % FEHL
TR E£E 17§ 5&Z. Fortify Software Security CenterhM@ % k—V % ER T
BIE=OIFERLE7AOUR L DT ICATLETS

fortifyclient 7547k AT 30 E\TA—2D
-5
fortifyclientAYUR &/I\GA—RZF—BE KRR T DL ROFIBIZHRELET .

1. AR SA2hS, <ssc_install_dir>/Tools/fortifyclient/binT4L Ik JIZF
FLET.

2. AR 7ar Tk Tl fortifyclientlEA ALET . (Windows> AT LDIE & (X,
[fortifyclient.bat]EA I LET).

Fortify Software Security CenterTlX. YR & XT3 B DR X FENLFEMN
XAl EhEd .
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J7D }\DL. nIE}\_gyl:OL\—t

77 O—kFBEER—I2I2DNT
fortifyclient@M7vIA—K BB EE k —YI12&kY. FPRAFortify Software Security
Center|[Z7y7O—R SNBEZIZTH IV BEUNRT—REREZRE T ENTEET
DI aVTIHRBATEHNEYY:

fortifyclientZ{# A L1=7vIR—REBEEN—D2 DB 441
fortifyclienti® &F b —2> TdMDaysToLive D5 &

fortifyclientZ{E A L1=7vyJO—K R —0> DEL 15

TyIO—R B~ —OIE. Fortlfy Software Security Center® & I
(Administration)] E2a—ASER 15 35 H\ for‘tlfycllent’éﬁ BLTRETEXT . X
DFE B TIE. fortifyclientZE AL T7YIO—KR B F—I FWMF THH % (2D

THBALFEY. & E (Administration)] Ea—hok—I0 £ R $%7 E ITDLVTIE.
Bits nIE ~ _OJEHE FJZ Té" /\_V434€% EE L/—C<T_él:\

fortifyclient ZE A L TH T 7v7O—K k=0 FM B 3 5I12F. XROEDHDHE
T9Y.

» Fortify Software Security Center ®URL("Fortify Software Security Center URL®
EEICOWT" I DR—2FF )

e fortifyclient 77t Ac—02%{E 9 54E R 1% 5 Fortify Software Security
Center A—H7hHk

fortifyclient 2 L TE M 7vI0—F ~—0 ZWM B 352

1. <ssc_install_dir>/Tools/fortifyclient/bin T4LIZRJIZFEEILT. XD~
REETLET:

fortifyclient -url <ssc_url> token -gettoken AnalysisUploadToken
-user <account_name>

ZZ T AnalysisUpLoadToken [&. KX F LN FZX FI 95 fortifyclient 7V
JO—K+—OUEF TY.

2. TOVTR AR R ENT=S. <account_name>DINAIT—KEA ALET
fortifyclient CT— AR B RZ X Dk —U DR REINFT .

cb79c492-0a78-44e3-b26c-65c14df52e86

RENFb—00FTXA D74 )UaE—LFET

fortifyclient Th—%>%{# B L T Fortify Software Security Center 0% #§ %5
EETELIMNEIMNE. -user/ \GA—RIZKUIE E SNIzA—FThoUk DHER 2 LT
BRLUEY.
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fortifyclientf2 ik F —V>D— &

fortifyclients® & b —~ > TdDaysToLive D1 T

"PyIA—RFREE R VU DNT" Bl DAR—U TE B LT=&IIZ. fortifyclientTIE,
EBTA—YT7HAIMNERER T IENTES — VUMY R—F ENTNET .

-daysToLive/N\oA—AZFE AL T, IEE LB #ARR B LI [Tfortifyclienth—%
UDEARR UINITAE B &SI E TEET . ROATUR Ol TIE. -daysToLives/\TA—
AEFERALT. 2B RICEAR U NITED— 0 FEMETIH EEZRLTVET .

fortifyclient -url <ssc_url> token -gettoken AnalysisUploadToken
-user admin -daysTolLive 2

ZZT«ssc_url>lZ. Fortify Software Security Center{ > AZ ADURLER LET
("Fortify Software Security Center URLMD1E 7€ [CDULVT" R—I440%5 BB).

daysToLive/N\TA—RIIK X F LN FZERK fI| I 51=8%. £ 58 OB DXIICIEFHEIZA
NTBLEIHYFET .

fortifyclientZ2 &E k —V>D— &

Fortify Software Security Center® ¥ & (X, fortifyclientZff B L TT XT®DFortify
Software Security Center1—H7ho Ut DFRTORFEDTIAN—I % —E &
R CEET . fortifyclientA—T )T« TI&, Fortify Software Security Center777
b B FLIETHIUNEELRIUZESDS =2 DURE DI IVAY T EHR—b SN T
WFEEA-

IRTCDT7 VAN —E R KT BICIE:

1. <ssc_install_dir>/Tools/fortifyclient/bin TALOUFJIFEELT. REE1T
LEY:

fortifyclient -url <ssc_url> listtokens -user <admin_account_name>

ZZT<ssc_url>lE. Fortify Software Security Center{ > X2 AMDURLZEFE L
("Fortify Software Security Center URLD1E 7€ [ZDVT" R—T440% 5 BR).
<admin_account_name>|¥Fortify Software Security Centers I8 & L AN)LD1—H
THIUEDBARITY .

2. FAVTRDR RTINS BB EFLANILDI—FTHhOUEDISRT—KRE#AALE
EE

ZDA—T4)T41E. TRTDfortifyclientFBIAF—I>DID. FREE .. EKB. B

SEREE IR ERLET .
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k= DESNE

=0 DENE

& B L= —H 214, Fortify Software Security Center1—H A2 71— AHSHEI R §
AH, invalidatetokendAVY R ZEEITLTEINIZTEET .

Fortify Software Security Center1—H A2 7x—XMok —I %BIBR 35121 XD
FIEIZHE LETS .

1. FortifyR—IUAwA T, & (Administration)] Z:EZRLET .

2. ERAVT. b—H(Users)] oL av2EBRL. F—Y & E (Token
Management) ] #E R LFET -

3. F—Y & (Token Management)] X— T, HIR 5 —IU AR RSN TLY
BITED)IVILET
THAERREIN. F— DEMIAR TEINET.

4. DPELETE]Z2')vyoL%E9d.

Fortify Software Security CenterT. k—7>DHIBREH R TH5AvE—UHNR RS
nFxEd.

5. OK]#2'JILZFET .
AR SAUALEETF DRREE S —V B ITTBITE ROFIEIHEVFET .

FEEBEIRADYICCORMEEERITTEEY.

1. <ssc_install_dir>/Tools/fortifyclient/binTAL OB ELET .
2. ROOARNEETLET.

fortifyclient -url <ssc_url> invalidatetoken [ -invalidateByID

<token ID> | -invalidateForUser <owner> | -invalidate <token> ]
_CT
<ssc_url> Fortify Software Security Center/> X2 ANDURLEFER LFE
g—

("Fortify Software Security Center URLMD#g E [22L\T"
R—U440%S 1B)

<token_ ID> BNTBDN—ooDDERLET .

<owner> = OB BRI —HERLET .

<token> B|YPIZTH—I DR FIERLET
SHEE#R

"RIEN—OUEE R TR X—T434
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TI)r—3on\—o3 o D—E R

I r—aunn—2avD—E R R

fortifyclientZfE L T. ¥ € D7t A+ —Y%4E Bk Fortify Software Security
Centerd 51=0OIfE R LI=7AOU BT OERTEST7 I Nr—30nN—oa0 % —&
KR CEFET

FEBBLALDI—HE, $ATOT7ITVr—23un\—2aVaR R TEET
TXaT4)—F O1—HE. B R DMER LI=7TVr—avn—oay, F=3779
TREEN EINFTIVT—230 N\ —D3 R R TEET . Ir—CvH LU
REBTHIUNDA—HIF TORAAF AT SN TWNST IV r—avnN—oavER
TTEFEY

Dty avDARIRERTTHICE. FTT7VIO—FRIAL—VoZMBTILE
BNHYET . ("7 ITO—F B R =T ZDNT R—D441%5 R).
FTI)Vr—2aV i@ Al F . 7IVr—av g . BRUOTITVr—3un—o30DURN %
WG TBI2E. ROFIEIZHELNET .

1. <ssc_install_dir>/Tools/fortifyclient/binTAL OB ELET .

2. ROOARNEETLET.

fortifyclient -url <ssc_url> -authtoken <token> listApplicationVersions

ZZT<ssc_url>lE. Fortify Software Security Center{ > X2 ZAMDURLZEFE L
("Fortify Software Security Center URLD1E 7€ [ZDLVT" R—T440% 5 BR).
<token>ld. B % fortifyclientEBEE M —P2TY . =\ -user/\TA—RE
- P_;_S sword/ \TA—2%F AL T, —Y7HVUFDERIFREETE IHELTE
F9.
=D FE R LIz A—YTh IOV T ORRTEDTRTOT T )r— 30\ —23012
DULVT. fortifyclient A—TAUTAIZIETFTT)r—3208—230ID. & Rl BXUE
SN—ERRINFT.

T r—9\—230DiN—2

€ DB F LYRTICREYEN-F TV r—230n\—2av D RTODT—T4T7I %
N—UFBIE ROFIRIHELET S

1. <ssc_install_dir>/Tools/fortifyclient/binTALIEJIZFEENLET
2. ROOARNEETLET.

fortifyclient -url <ssc_url> purgeApplicationVersion <app_ tidentifier>
-scanDate <MMDDYYYY>

ZZ T<ssc_url>lE. Fortify Software Security Centerf > A% AMURLEE L
("Fortify Software Security Center URLD3E 7€ [ZDUL\T" R—2440%5 18).
<app_identifier>|&. -application <app_name>-
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FPRDO7+v7O—K [ZDL\T

-applicationVersion<version name>. FEf=I&-applicationVersionID <id>%F

LFEI

FPRO7vw7O—K [ZDL\T

A—HIE FPRERX O7TVr—avn &R 7714 )Vém HA 89 |ZFortify Software
Security CenterlZ7v7A—F LET . ThEFTSICIL. § % DAL b —U F A —H A &N
AD)—RZFERATEET . COEIPavDEEYI T, BEE—02%F AL TFPR%
TYIO—R 35 EITDONTHRALFET . 1—HE &/ \RT—F OfE A HI DL TE,
"FPROAIA—R [ZDNT" R—2447% 5 B L TIZELY.
FortifyclientD7Y7A—K 7ot Xk —YTlk. RV)T+%{# A L TFPR%Fortify
Software Security Center|Z7v 70—k 9" 5[ 2. AccessUploadTokenk =2z fFE AL
TA—HYERBREBLET . XT38 T 5012 TOERR—I2D
DaysToLive/\GA—RZE A THELTEET

F:COEH A THBAITLSFIBEEERITIBICIE FTRIEN—VEWMB T 50
BEHAHYET ("TYITO—R R R —IU(DNT" R—D441F5 ).

RDFEVITHBEINTNSA EDWIThhEE AL TFPRI7SIVET7YIO—K TE
9.

TIIVr—2 3 3 5l F %E A LI=FPR77(JLO7vy7O—K
TI)r—308 Ex—2a3EE A LIEFPRO7AIILO7Y7a—K 446

TI)r—a # Rl FE2E R L-FPRI7AIILO 7y 0O—
o

7 I)r— a3 Bl F Z14E F L TFPR%Fortify Software Security Centerl 27w 0—
Fe5I2iE. ROFIEIZHVET .

1. <ssc_install_dir>/Tools/fortifyclient/binTALIMJIZFEENLET
2. ROATREEFTLETS.

fortifyclient -url <ssc_url> -authtoken <token> uploadFPR -file
<fpr_name> -applicationVersionID <id>

—_T

<ssc_url> Fortify Software Security Center{/> X2 ZAMURLEZR L
EXS
("Fortify Software Security Center URL®D#5 7€ [ZDLVT"
R—TA440%S 1)
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<token>
<fpr_name>

<id>

& shixfortifyclient7 T Ur—avk —oo %R LET
FPRI7ZAIDIIVNRER R ETDIL R FERLET

Fortify Software Security Center7 )r— 32 /\—2 3>
Al FERLET

Fortify Software Security Center7 ) r—>a i bl F &M E 355 & 12DV TE. "
TI)Vr—230n\—230D— B R A—T444F S B LTS,

TIVr—av8 EN\—23%F A LI=FPRI7( LD T

Ja—k

TI)r—av g E\—2 3% F B L TFPR%Fortify Software Security Center7 1)
r—avn\—23V Py a—R I 5IE ROFIBIHREWVETS .
1. ssc_install dir>/Tools/fortifyclient/binT4L ORI ELET .
2. ROATFEERITLET
fortifyclient -url <ssc_url> -authtoken <token> uploadFPR -file <fpr_
name> -application <app _name>, -applicationVersion <version _name>.

—_T

<ssc_url>

<token>
<fpr_name>

<app_name>

<version_name>

SREK

Fortify Software Security Center{ > X% AMURLEZ
LEY

("Fortify Software Security Center URL®D#5 7€ [ZDLVT"
R—UA40%S )

& shizfortifyclient7 74— 3k —oo xR LET
FPRI7AIVDIIVINRER Bl EEDIR R FERLET

Fortify Software Security Center7 7 )r—av& &k L
EXE

BELE7IVr—3 % 123 G 9 SFortify Software
Security Center7 74—\ —2avEx &R LET

"I )r—a % B F EE A LI-FPRO7(IILO7y7O—K" Bl DR—
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FPRMAT™O—K [ZDLVT

FPRMDOA ™ O—K [ZDL\T

fortifyclientZ{# A L. Fortify Software Security Centers# Bl F F£=(&7F)— 3
UN—U3VFRELT, FPREAVO—R CEET . ZOEIL VTR A AEDHESE
FRALTFPREZ4O0—K 3 A5FEICDWVTEHRBELET .

PRI —O FFA—T R EN\RT—FREE A LTFPRE4 O A—K TEET . 2Ot
923 DREVI TR A—H R ENRT—RZERA LT, FPRES O O—K 355412
DWTEHRBALFET . BEE—o>DFERHIZDWTIE. "FPRO7YITO—K [ZDLVT"
N—D445% 5 B L TIZELN.,

DAV THRBATHREYY:

TIIVr—a B Al FE2FERLTFPRERDVO—R S5 447
TIVr—308 EN—2a3 & F A LTFPRESA ™S O—R S5 448

TIVr—aviE pl FEE R L CFPREYUVA—K 9%
fortifyclient Z{# i L CTFPRZ74 /L% Fortify Software Security Center ~. 77
F—av#i A FEER LTIV a—R 9IS
1. <ssc_install_dir>/Tools/fortifyclient/binTALIRJIZFEENILET
2. ROARIEERITLET
fortifyclient -url <ssc url> -user <Username> -password <password>
downloadFPR -file <FPRname> -applicationVersionID <1id>

__T
<ssc_url> Fortify Software Security Center{ > XA ANDURLEFE LE
T
("Fortify Software Security Center URL®D35 7€ [ZDLVT"
R—=T440%5 )
<Username> FPRO7AINEE LTIV r—30n\—2avITF IR TES

B % & LL £ DL A)LDSoftware Security Center7 o2k
D1—HBERLFT.

<password> FPRIZAINEE LTI VWr—230n\—23 TR ATED
B % & LL £ DL A)LDSoftware Security Center7 A2k
DINRT—R =R LET .

<FPRname> FPRIZAILDIIVINAEL Bl EEDHL R FER LET
<id> Fortify Software Security Center7 74— 32 /\—2 33
MFERLEYT
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Fortify Software Security Center7 ) — 3V il F &8 955 & 12DV TE. "
TV r—avn—oavm— BRI R—U444%5 B LTIZELN.

TIV)Vr—av8 EN\—23%F AL TFPRZ4A D O—
NS

FPR% Fortify Software Security Center 7 7)o —3>/\—>av|2, 7I)r—i 3>
BEN—CavEFRALTEIYE—R T B

1. <ssc_install_dir>/Tools/fortifyclient/binTALIRJIZFEELET
2. ROOARIEHEETLET.

fortifyclient -url <ssc url> -user <username> -password <password>
downloadFPR -file <fpr_name> -project <app_name> -version <app_

version>
_CT
<ssc_url> Fortify Software Security Center{ > X2 AMDURL%E
#LFET
("Fortify Software Security Center URLOD$g 7€ 122
WT" R—D440%5 BR)
<username> FPRI7AINEE LT T Ir—Sav—SavIsr 4R

TE5E % & UL £ DLAJLD Fortify Software
Security Center 7hOU b DA—HEZEXRLET S

<password> FPRI7ZAIVEE LTI Vr—30n\—23 79X
TE5BF & LL £ DLAILD Fortify Software
Security Center 7h2 b DINAT—R &R LET .

<fpr_name> FPRIZAIDIIVNRERA BT EZDIL R FERLET

<app_name> Fortify Software Security Center7 JUsr— 3 2 %
zLFET

<app_version> 6% LI=7)5— 3> I2x4 it 9% Fortify Software

Security Center 7/ r—>30n\—o30% Rk LET

A TIIINIR VDA R—k

Fortify Software Security Center O #i B H7R—k O— IR &L T 1DLL L DR E T
TU—hFEFLR—tEEZE LEX2IT1aVTUYNIR I . zip T7AIVE TR R
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FINEHAM IR SINFET .

X : Fortify Software Security Center Tl&, A>T YIN\UR JVEAVR—k§ 518
DFBEE~—D>DfE A EYR— L TOEEA-

L TYINUR JUE Fortify Software Security Center [T/ 2 AR—k 3751213, R D /E
ZLFET

1. <ssc_install_dir>/Tools/fortifyclient/binTAL OB ELET .
2. ROATLEETLET.

fortifyclient -url <ssc_url> -user <username> -password <password>
import -bundle <bundle _name>

where
<ssc_url> Fortify Software Security Center/> 22> AMURLEER
LFEY
("Fortify Software Security Center URLMD#g E [2DLT"
R—T440%S 1R)
<username> fproFAIVEE LTI )Vr—3nN\—2avIT7 A TE

BIx— vl £ DL ARILD Fortify Software Security
Center 7hO Uk DA—HBZERLET

<password> fproFAINVEB LTI )V r—aunN\—2au|TF )R TE
B33 —T vl £ DL ARILD Fortify Software Security
Center 7HOUk DINRT—R &R LET .

<bundle_name> ATIIINIKR I zip T7AIVRA YRR F)NDTILIAR
2EXRLET.
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e -~ N A\
BB R IPAMIINESIO—FT 5
BEBRRTIFMINETIO—R T BHIZIE:
1. <ssc_install_dir>/Tools/fortifyclient/binTALIMJIZFEENLET
2. ROATLEETLET.

fortifyclient -url <ssc_url> downloadAttachment -file <destination_
file> -attachmentId <Attachment Id>

—_T

<ssc_url> Fortify Software Security Center{ > X322 XM
URLZFRLFT
("Fortify Software Security Center URLMD#g &
[ZDNT" R—D440%S 1R)

<destination_file> A O—R ESNTF-FPRI7MILDIILINZRE R LE
_d—

<Attachment_Id> Ao O—R 5K T IT7MILDIDER LET
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1 EB: INThSVhTST 4 D B,

Fortify Software Security CenterTl. S &8 D/NTk VX T RT LEDT & &Y
R—rLTWET . ZO#E & IZ&Y. Fortify Software Security Center1—+&Fortify
Software Security CenterDff B %85 & § 505 R T/\JZAJ(CRE R TEET . 171
B s TlE. Y RTAldJira. Bugzilla. ALM. & UAzure DevOps Server&ffi & TEE
T (HR—k SN TS E D/ —2 a2V T, [Fortify) Ik 97 AT LE 4]
FFRaAVRES B LTKESW). K1 TH ONTESVAL RTLEFERLTWSIE S
(. ZOVRATLRAISFHLWIZVAVEER TEES . COEI2aV T, #FHLLV IR
IVNITZTAVEE R BLUVRBTAA EITOVTHRBALET.

X ZOHAK BELUFortify Software Security Center1—H A2 7x—XTld. /3
J1ETRBa 1 EVSHE IR LE R TERASINET.

BE MBOITSTMEER T RIS BRI Sh TS TSI/ TIVERE
FTARCELEBLHBELET . ST IUERDTALIMNIIZHYET .

<ssc_1install_dir>/Samples/<BugTrackerPlugin_Name>

Do arTlE. ROMEVIIZDONTEIRBALET .

B D 451
OVTR—RUR DU T 452
B B 452
TSTADA YR EAT YR O=)IU 454
PIUgIn Helper . 459
T B 460
(R R R T LR 460
INTRSUNT ST A DT INGG o) 460
HRBIARLIZING S S h—T S04 DR 461

{2 F 1

Fortify Software Security Center®& B & &L T, "/ \Jk ZvA—D# & 12DV T R—
C169MER A IZHE T B E DT TVNVr—23an\—2 30 TER 3859 8 /T 5vx%
GO AT LR TE TEFET . Fortify Software Security CenterTl&. R L=/ S5y
H—IZHBERRB R T /ISA—FT—ILE R RSN, ChoDEETI)r—ay
N=23 0 UTIB TR ELES . /NI SVh—REBRE/\SA—IDEDOE K%
TARLIzB(#A T ay), Aa—UH7T)r—2 30 n\—2av DR EOJIR & 950
2. ZDEZEFER 5T IN—XIZREFELET.
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aVR—Rok Dy 7Y

FI)r—2a30 I\ =233 92/ %& E TH1—H(X. /\ T+ Zvh—I2ad4L.
INTRSYH—TINTINGA—RIAR B SNDDL B DI —IRIEZA D LFET . LED
INGA—RERIZIE. 7). BREBA. ERXRELANL, AV R—R B EDIE B #E H5
CENTEFET .

T4 T—LT—ITIE 1NThS9X T I\SGA—2DE B 73 8] @ A HR—k Sh T
WET . I—FDISSA—RBEEZLE R §5E TS5TA(VTEEIMRE S, FHTLLWRK
BIRTEIFIN/NTINSGA—EDYRSHIME R T REITHEVET

NTHURH ShEE. BIEISH §5/ T IDINT—SN—RISRFSNFT . 0% . 1—
FIETSTAVTIRESNDN ER N\ H%FE R L TNJ I B TEET

INTHERE THA—THIoREINERBERITT—\vlaviZkEmSN. R Lty
AV TEESNETIT—2auIsat T2/ THEMASNET.

o] O
aAViR—xR b DY TYD
INTESINTSTA0IE. HE S HIDEEFE AL TR ik TES. WL LIzarR—Rk
_Ga—o
ROKFERT/INITSVATSTAEZELET
o JS54 L. fortify-public-<version>.jarTE & SEUEE 1 SN B/\T1)vIAPI
FEREITOIDLEIHYET(LH).
« Apache Commons Logging (A7 3Y)
« Apache Commons Lang (¥ 7<3>)

FEIDEINVRTLEFERALT, BEM ARV R—R UM ZEILS TEFT

X IS GavaEE/ S — O ~ADIKFE B B AHDIEE . TSIV FEE (L.
W B ifjavaEE jarg TS50 M B DS T SVISRITINVR LT 20 B RHYET .
Ft=. SN0/ \WWr—U BNIREMGH] A TEHIK TR [TIR 7 LAV TZELY.
javaEEE®Y a—)UdJava OTIEIEHE R LG UFEL . CDELIE/ \wr—2 (2,
JAXB APIE KL UE % | javax.activation. javax.annotation. javax.transaction.
javax.xml.ws. H XU CORBAR E D/ \Wr—U V& FNET .

==+
R

TS554 27— LJ—5% % B 5 Fortify Software Security Center /A— 3> Tl
FTRTDTSTA2H com. fortify.pub.bugtracker.plugin.BatchBugTrackerPlugin
ABTI—RERE LTV ELIHYET . SERDV)—ATH ATTREITGSE A E
Y R—bZ2R A TESELD REVFRT
com.fortify.pub.bugtracker.plugin.AbstractBatchBugTrackerPlugin #3535k 95
CEERGERELET.
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oo gk
EKIx

LL T IZ7R 9°BatchBugTrackerPlugin{ >4 27x—X(&. BatchBugTrackerPlugin Dk 5§

HRETY .
public interface BatchBugTrackerPlugin extends BugTrackerPlugin {

public void addCommentToBug (Bug bug, java.lang.String comment,
UserAuthenticationStore credentials);

public Bug fileMultiIssueBug (MultiIssueBugSubmission bug,
UserAuthenticationStore credentials);

public java.util.List<BugParam> getBatchBugParameters
(UserAuthenticationStore credentials);

public boolean isBugClosed (Bug bug, UserAuthenticationStore
credentials);

public boolean isBugClosedAndCanReOpen (Bug bug,
UserAuthenticationStore credentials);

public boolean isBugOpen (Bug bug, UserAuthenticationStore
credentials);

public java.util.List<BugParam> onBatchBugParameterChange
(java.lang.String changedParamIdentifier, java.util.List<BugParam>
currentValues, UserAuthenticationStore credentials);

public void reOpenBug (Bug bug, java.lang.String comment,
UserAuthenticationStore credentials);

}

LT IZ7R 9°BugTrackerPlugin{ >4 27x—X[&. BatchBugTrackerPluginOR—X 1>

BII—ATY(RAEMEZHERIHOITFEICER).

public interface BugTrackerPlugin {

public boolean requiresAuthentication();

public List<BugTrackerConfig> getConfiguration();

public void setConfiguration(Map<String, String> configuration);

public void testConfiguration(UserAuthenticationStore credentials);

public String getShortDisplayName();

public String getLongDisplayName();

public List<BugParam> getBugParameters(IssueDetail issueDetail,
UserAuthenticationStore credentials);

public List<BugParam> onParameterChange(IssueDetail issueDetail,

String changedParamIdentifier, List<BugParam> currentValues,
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UserAuthenticationStore credentials);

public Bug fileBug(BugSubmission bug, UserAuthenticationStore credentials);

public void validateCredentials(UserAuthenticationStore credentials);

public Bug fetchBugDetails(String bugId, UserAuthenticationStorecredentials);

public String getBugDeepLink(String bugld);

}

TS5A4AYYR EAY YR O—)L

ROFRIF TZTAVTHERATEIAYI EO—ILE—BERRLTOET.

AR E-IFa—)L

requiresAuthentication

getBatchBugParameters

getConfiguration

2t B

DA YR TIE TR SYFX TR DIHIZT
L—LD—INA—HIZERIBEREERT I
BEAHDIGE [TtruehREINFET . BZo<EK
15 AN TS TSI AUDR| DA H=X LZE{FE FH
LTERBREMBITHEE L. T5T510H0)
TIAALTIFEIEREA T/NT R SVF TR
TLENEETHEEEMRE. (FITE (Ttrue, HHR
SNFET . AYYK H¥false, ZIRLI-IZEE . VAT
LIFTSTAA VIR DTRTDH
UserAuthenticationStore/ N\ToA—4[Z DL\ Thull

ZELEY.

TS5AIU—LD—9(2&koT. T3T40h\y
FINGHRAE T D= BITINTINGA—=E2 DY)
AZERIG T A=OIERSNET . TIHILME
FrFnulfEZFIEELET . COAY YR HEVH
SNBETZ TSTAVAVREVRT
BugTrackerPlugin.setConfiguration
(java.util.Map) AV YR BIFE U INET . /35
A—ZBEIRYRS ETTHILE & BEHNT RSy
XUV RTLTHEMGERRDIRNERET
HTET BT AFT .

TS24 I—LT—II&E TOAV R EFERAL
T ITSTAVEEFITA—HIR RSN DE M
(B9 HART—2EMEBELET. RYMEIL. &
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AR E-ITa—IL

setConfiguration (call)

testConfiguration (call)

getShortDisplayName

getLongDisplayName

gllxl

BR

ETEBICEIOLELGERZRETS
BugTrackerConfig4 7> ok DURLTY . &
15 B & A—H (27— RDOTF AR RYIRIZ
HIELTWES . £IEB OEIr—ILR I TF
AR RYIRDTIHIN B ZEE E 3 51=0IfE A
SNFET .

TIVr—230\—=230DING s SVF TV RT
LEERL. EEEZTHIN—RIZRFLIE.
FTRTDTSTA2EDE % DOYELY DR IS
setConfigurationd—/LAMTHNFET . 2—JL
T RITSNDEELEFERALTISTIVDERTE
ZHRELFET

T59427L—LT—I1&. setConfiguration
O—)LaE AL TLLRTICER & SN=ER E 2T Ak
I BT=8ItestConfigurationd—)LZEFEHLE
o COAYYRIK. R TE SNT-ER E 5F il 2= A
LT/ SUR TV RTLEEVR L. AT REZIR
DIREELET . COTSTAUDRIAEZVLELE
ELEE .. —TERBRITA—FHEITy
FEINFT.

getShortDisplayName AV WK (. TS5 10 D5E
WRREBFRIGEEIFERAINET . COXF
F & ¥ AR B N\T VAT ST A DR

[ZANTHE=OIFERINET

E = Fortify Software Security Centerh g
w2 TINTSvh—a—FREhRET
AXLTH ALTZTMU95RE E=HERAT
BIGEIX TSTI1DEWNERREEEEREL
BTSN (BEHZRDIZE RUOE
RALEELGVEIITL TS, ) A Y
EEISADEREERTIEEIE T5T
AVDRTBILEERTILEIDBYFET .

getLongDisplayName AWk (X, 5% & MoELFL
F2INTR VX IO AT LODEBMIDES OEE
BRIGEIERAINET . COAYINIE, F=&x
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AR E-ITa—IL

getBugParameters

onBatchBugParameterChange

gllxl

BR

. A—(\TFS9X T AT LDE ¥ 1 R
EFANTBESITKRDDAVvE—C AR TSNS
BEIERINET.

3 & Fortify Software Security Centerh¥g
I 29T ING s Svh—a—KREFHRET
ARLTH ALTZTMU05REEERAT
BG5BTV DENRRBELEEL
BOTLZEL. (BEHZEFR DI RUOE
TBBEBLBVKSICL TS, ) ALY
EEIFRADAFEERTIHEE(E. T57
AVDRTRBILERTILEIDBYET .

getBugParameters AV R L. A—HIIR R T 5
INTINGA—BITA T AT —3%RLET .
Fortify Software Security Centerl&. R D32D
INTINGA—RRILTEYHR—b LTVET

o BugParamTextl&THF R RUIRIZE i Sh
EXE

« BugParamTextAreald#g 1T DTFALRYY
RAZEBmIN. BE (/N DOHREBIFERSIN
F9.

« BugParamChoicel& R IZE L ENFT .

o issueDetailZA TV I(ZIE. —HH\T%E
OS5 8k LESELTULBEI B DEE A E &
NEFT., TIAHILTIE. SRAPELE. ZD
A Y I B AN I VAVAY VAT
A—RMER E SNnET . pluginHelperTIR # &
NIZAN—ZF R BESNT=TIHILE DINT
SHEBAEER TANIS—AYIR DHYET . (
"Plugin Helper" R—2459%% B8 L TLf=&
LY).

A—YNA—HFA B TI—RAT/INGA—EDEZE
ZBELIGE . COAYIRIEIEFH INHERY
ARZEIBLT. D/ AYFINTINSA—ZEIEL
FF . COAYYRHIEVH SNBFTIZ. T4
AVARZIAT
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AR E-ITa—IL

gllxl

BR

BugTrackerPlugin.setConfiguration(Map)*

VIR DR R INFET . TSI A1\ INTGA—4

(dDBugParamChoice.getHasDependentParams()

B D truel R E SNTLSIEE . 1—F104%

T1—R[E T/I\GA—ZENEE SINS-UIZZD

AU DEUH ENFT S

HEREIR:

o RFINGA—BERF DB /INTINFGA—ZIHL
TEITLET.

o NSA—REHINUIIZEHBHEE (EIRLL)
F. BT I E L TEELN.

s BIRMNIEDDHEE T RYVRSD/INTA—4
EZnulliZER & 9 52EEmNIELTEELY,

o HLLWNSA—RZEM T BRI, /TA—EH
FTTIZRYJAM R RSN TLVELAEREL
TLE=ELY,

« REALGIMGEE [FnullZiRLFET

s ROWTIhADAEZEZFERALET .
e currentValues/\DA—RZZ B L TGRLE

ER

s BREINTLEIED/INTGA—AEINCRYEE
BELET. RIATIC ESERVANEE
ELFT.

onParameterChange TS5 42 IL—LT—4I%. hasDependentParanms
ER—IENT=INTINSA—EDIE
(BugParamChoice” 5 Xjavadoc5 IR )Hh'%E &
=N ABT-UZonParameterchange AV Yk I U
LET . COAYIRIETILa0%EERITL. KRS
BINTINGA—RDFHLWVJRRERLET
RDIARSAVNITERE L TEZELY,

o KRTFINGA—BEFE DR INTINGA—RITxEL
TEITLET.

o NTA—REHNUIZE HBHEE(EREL) .
SN LTS,
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fileBug

gllxl

BR

o BIRNMNLE HBBE X RYURF D/TA—4
EZnulllZZ% & 95 &% NG LVTLIEELY,

o HILLVWUSA—RZEBMTHHIIZ. RYVR+ZE
FvIL T FOINSGA—EHT TIZE T TLY
HUOHESRLET .

o ZEEALMG A (FnulFRLET

o MDWIThHAhDAEEFALET.

e currentValues/\OA—ARZZEBLTGRLE
j_o

s REINTLDE D/INTGA—AENCRYEE
BELFET.RIATNC ESERVANEE
ELFT.

CDAIIRE S EBNTE VXTI AT LITN
JHERELET . SN f-BugSubmissionA TP x
GhIE. TRTONTEHMERELET

bug.getIssueDetail (YA TP Ik &
bug.getParams () AT I %FIE LLEX Al L TL
12&LY, bug.getIssueDetail (YA TP ok (LR
REDEEMZEIRL . bug.getParams () AT ok
(FA—TDRE TH/\JN\GA—FEZRLFE
ElE

O—HHME & AT BE 1/ N\ 85 A—AREL TBUg
DescriptionZ:i& il L1=15 & (&,
bug.getIssueDetail ()4 T xHk M5 TIFAL,
bug.getParams (YA T Ok hio/\JER B &
JyFLET . fileBugAIL ok DR WIE X
bugldTH L EHHYFET . bugldaFEAH TS
L. fetchBug AR TNTETTyFL .
getBugDeepLink AV WK TTA—T)UO%E R T
CEEE

ROMJIZTOERTEDE S .
BugSubmission.getIssueDetail(). DFEY
getLastBuildWithoutIssue().
getDetectedInBuild(). &KUgetFileName()
FEBEEIOREZEEITLEYS.
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Plugin Helper

AR E-ITa—IL

fileMultilssueBug

fetchBug

getBugDeepLink

gllxl

BA

TR SUX GO RT LI T2 B ORI EE
BO/NTETFAILET . COAVYIR AU &
NBRT TITAVAVRBVAT
BugTrackerPlugin.setConfiguration(Map) X
VUR BNEURE ENFET .

HREEIE:

Fortify Software Security Center(d.
MultiIssueBugSubmission.getIssueDetails

OZFERALTMEL-MELRBAZTIRELE
9. A—HIE ChoDEZEIEELFEEA.
BLRPAZNTINSGA—ZELTEMLIE S
(& I—HEE LIEZEF 55
bug.getParams ()ZfE A LET .

YRR IIZ7 R TES5 & L.
MultiIssueBugSubmission.getIssueDetails
()PgetLastBuildWithoutIssue()-
getDetectedInBuild(). S KU getFileName
OF4—IRZEZFERLTERE VDR H %EE
TLET.

ZDAYYR L. BE DINTRATF—ERETTVFS
BI=OIERAINET .

ZDAIYRIE NTADTA—T I OFER TS

E=OIERENES . NI SVADTA—T I
ZHR—FL TV & [ nullZiRLET .

&/ $TA—BE LU OYHR—F YFROF M= TIE, /$TYvIAPI javadocES B

LTSN

Plugin Helper

& & Sh1-=-5AXAbstractBatchBugTrackerPlugin ik 3§ Sht=/ T s SvhFS554
DOSAMG & L. 7 #E Snf-A2/\—BugTrackerPluginHelperH#| eI 8 TY . =
DNVIN—ATO O EFERALT. /\GA—2DR R . TIHINMEDA—R A E ., SHE

[ERI BTV NEEE

TEFET. FMIZDL\TIE. javadocES B L TLZE

W TSV TLTOERRKRBHERLET.
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TS5 E

IS5 ELR—TAUTEBEE ITFT UL TRTDISTAVAI IR TRDA &%
FERALTHNZRA0—LFT

o A—HAR W TELTS—IUF
com.fortify.pub.bugtracker.support.BugTrackerException ZRAA—LFT . =&
ZIFENGERTE NIRRT RTLOGE LATIT—. NI VXTIV RT L
DEZFLETT . COBINEELIF—AvE—FA—FITE YR SN ST, 1—
HIZH M OFTNIEAKR HoNFT .

o« NIRIVRVT VAT LISESNIZE B BERAELZWNEEITRY.
com.fortify.pub.bugtracker.support.BugTrackerAuthenticationExceptionZ X
?L;Lé_ié' - COFI S DFER ELT. Frovladhfo\ Tk Svh—E K IR HAVITS

o NERHI 4 DIF & [E RuntimeException F=IZFDHITHSRERO—LFET .

[EFRT—FL X

Fortify Software Security CenterNoT 57 A2 IL—LT—IDINT R SVAITEIE TS
(BLUNTZvATONAFERIET AN ENHD)TRTONYTLUANILE K T,
setConfiguration N E U ENFET . TSTIVAICRETILELHIKE(X. D
AR DR I B EBDATY . HEME L /N\ThSVATSTA DN ER AL 2 oh
[SEATEFET . SO RS, TRTDTZTAIUE UL LIFRT—FLATHHIEM
RoHonFET

TSTAVAVARAVATIE, IKEEEHEIF LY. R ER UV=FEICLEZY. 5T O UH
LRV ZE A LIYT B LIETEEEA. Software Security CenterTld. 75
TANRER AR TIZVAVAV RV RE Ty alLYB R ALEYLERA. B U
3:'._ LIEITH LUK BB ZRAE. AV YR AR T 3 5RI1IZ0)—T VI T2 BEHHYFE

NI SUNTSTAL DT 18

Apache CommonsDRYJEE 8k (XTSI 1V THR—L S TWVET . £ R onJlL.
<fortify. home>/<appcontext>/plugin-fr‘amework/logsi'\\»rl/7|* R D771 )L
plugin-framework.loglTB M ESNET . TRTOHIS (XB B IOV IR ERINFE
3. IDER DTS5 1o7aP ok hidTomecath—/ TS LT T35/ DUE—+T
INVTERTITEHIELTEET .
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HABZIA XL/ \T ks Svh—T55 14> DR

NRIRAALI=INT s S h—TST A1V DR B
HREARA AL\ SUh—TST A VBB T BICIE. TITAVI9SREFDIRTFE DS
AFTRTEE L IARZEIRLET.

RITRT DI 1N Svh—T5514%Gradle TEIR T 51=0IF R THX9VTD
5 T,

apply plugin: 'java'

'1.8'

sourceCompatibility

targetCompatibility '1.8'

dependencies {

compile fileTree(dir: 'lib', include: '*.jar"')
}

jar.enabled = false // TI74ILk MIEosgi jarZEIREIZER TN EIIHYFELA-
clean {

delete "${projectDir}/dist"

}

task pluginJar(type: Jar) {

baseName "com.fortify.BugTrackerPluginAlm"
from sourceSets.main.output

destinationDir = file("${projectDir}/dist")
manifest {

from "${projectDir}/META-INF/MANIFEST.MF"

}

from(projectDir) {

include "plugin.properties™

include "plugin.xml"

}

into("1ib") {

from "${projectDir}/1lib"

include "*.jar"

exclude "fortify-public*.jar"
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HABZIA XL/ \T ks Svh—T55 14> DR

}

}
build.dependsOn(pluginJar)

H & Fortify Software Security Center H42 £ 35 Y2 T I/ \J s Svh—a—K%h
REARARLTH. RLTSTAV ISR EERTHEE (X TZT100E LK R
£ EEBLGEVTLZE. ThiE NI T =R T TL— T I—T D4 filI1fE
AENnEzd. (BEHZRDIZE. RLDRTELEHEEBLLGOKIITLTZELY, )AS
;? HISADLZAEER 5 E(E. TSV DRTBLERETLILEHLHY
FTRTCDONT V=TT DR FEEREELIATIVEEIRTEHHEICD
L\TIE. <ssc_install_dir>/Samples/<bugtracker>/README 774 ILES BB L TLT=
= AW

S RIER
"IND S SYHTSTADE " R—2 451
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autoconfig 77 JLZ{E B L T. & BA 8l [ZFortify Software Security Center®i% & % B
)1k TEFET . ZDOT7AIUZIL. Fortify Software Security Center®z&k T I #t 72 & {8l
m (2R3 5 t0arhE TN TLVET . autoconfig 774 JUIE. Fortify Software
Security CenterdY ALk 7T T—h BLUVA VRN —ILA DR TE E—F UK LE
R TAHET. BEHEBZRIAEICLET . autoconfigd7 ILEE B §5&. b7y
TUF—F DT RTOARIVZB B L TEET . Ik TYT PR —/\DE S
FFICCDT7AIVERIRL . AR —)LE K EBELLET.

7¥: datasource.properties 77 IELV— E DT—FR—RXT74—)LKR (21,
secret.keyZ7M UK F I HE B L SNF-ITUMUNE FNTLET . LTADT,
Fortify Software Security Center{ > XA REZAE1—2E TR EIT515 & (&,
TONTAT7AINEITTIEE Ssecret . key I7M IV BN T AL EHABHYFET

Fortify Software Security Center®% T Z B #11L 97512 RDF B IZHELET .

1. TXRANITFTARZERBAE. <app_context>.autoconfigEl\ DB BT DI7AIVEERLL
F9 . " T<app_context>%. Fortify Software Security Centerh\E Bl s 577
Yr—,3H—/\aTF A T (fortify . homel A L SN B TAL IR DA FiT)-
T7ANE ETTVr—2a a0 7R B E— B L TULVE TR UEE A(Fortify
Software Security CenterMi5 & [E<app_context>.autoconfig). ==L, ROOTO
UTXFR D5 A (E5) 4 T (_default_.autoconfig).

2. RMIE H F<app_context>.autoconfigZ7AJUZ. YAMLE: X T:EMLET .

F:EHATEITEIR—RIVCUDTNTADHEIAE—L . & T/ T DFEI
(2857w 1EE 5 (#)ZHI bR L TSN,
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appProperties:
# <fortify.home>/<app_context >/conf/app.properties®DTO/\TA%T
RTCEOHET - # fBl: host.url: 'http://ssc.example.org:8888/ssc' #
searchIndex.location: '/home/ssc/search_index' #
host.validation: false

datasourceProperties:
# <fortify.home>/<app_context>/conf/datasource.properties®70/\

TAFETRTEHET . # f5l: # db.username: ssc_db_admin_username #
db.password: ssc_db_admin_password

# MSSQL database # jdbc.url: 'jdbc:sqglserver://mssql-
host:1433;database=ssc_db;sendStringParametersAsUnicode=false’

# MySQL database # jdbc.url: 'jdbc:mysql://mysql-host:3306/ssc_db?
sessionVariables=collation_connection=1latinl_general
cs&rewriteBatchedStatements=true'

# Oracle database # jdbc.url: 'jdbc:oracle:thin:oracle-
host:1521:ssc_db'

dbMigrationProperties:
#BE B TAN—RYMTL—3vATL—ava B HMICLET
migration.enabled: true # AT a3 TREIAIL—LavERBEREETE
LZEY # migration.username: ssc_db_admin_username #
migration.password: ssc_db_admin_password

seeds:
# INRERBICE BV RIBARICEERELET -
'/home/ssc/bundles/Fortify Process_Seed Bundle-2023 Q1 <build>.zip'
- '/home/ssc/bundles/Fortify PCI_Basic_Seed Bundle-2023 Q1_
<build>.zip' - '/home/ssc/bundles/Fortify PCI_SSF Basic_Seed Bundle-
2023 Q1 _<build>.zip' - '/home/ssc/bundles/Fortify Report_Seed_
Bundle-2023 Q1 <build>.zip'

3. 7 I)VE&<fortify.home> (Windows RTLDI5 & %USERPROFILE%\ . fortify)[Z
RELFET.

4. fortify.licenseZ7AIDAE—%E<fortify.home>TAIVAIZERE LET .

5. Tomcat—/\EEHLFET.

6. <app_context>.autoconfig77A JLZE R ¥ L T. Fortify Software Security Center
ZHEEELFET.

B 8 5% & Mix % [Z. Fortify Software Security Centerl&#H $h 4 5% & Fvo Y L&t

i:_;: . autoconfig.checksumZ’A/ T4 DIE &L Tversion.properties 77/ JURTEL
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Fortify Software Security Centeri2 &) L f=&E(Z<capp_contexts.autoconfig 774 JLHY
FELTWV=SEE .. BEERTE FoVITLHIETE SN, version.properties 771l
[ZRBFEINTVSFoVIHLEL R EINET . Fouo LA — B LAELME & | Fortify
Software Security Center(d#% £ B 815% E 23£ 1TL . autoconfig.checksum{EZ 5 $7
LFET.

il 5HDE H TH B 5% T hik Bt 9B &. Fortify Software Security Center(d{R 57 E—
K (version.properties 774 LM (maintenance.mode=true)lZ5% & 41, X [E] DH—/\
R ENF ST 2 B B3R T AGE §il RITSbhevk TyT o —R hR RSNFET .

FvIFLIZIER DA B HIE ENET .

« autoconfig appPropertiesMS>NHE $h 4 T0/ T+

« autoconfig datasourcePropertiesM>MNAE 1 T 0/ T4

« & %h7rautoconfig seeds oD T 71 L4

e conf/app.properties 77/ LA DT RTHTO/ T«

e conf/datasource.propertiesZ7A LA DT XTHOTO/ T4

dbMigrationPropertiesDT A/ NTAIFF VI HLIZE ThFEFA.

Fortify Software Security Centerld. 52 £ (5% E SN TULVELNME & [CDA. T2 B &
5% T #E 1T LEJ . Fortify Software Security Centerl&. Fzv7HLh— B LA LA
TNUN IR EBFADEEICDABEEBEHREEETLET

BE2BHRTETIK ssc.autoconfigZ7MILDER E I ZR LT —ER—ADIAT
L—2avhRyTan. ) OREB /AR L —R B (FRFYTEINET
autoconfiglZ&k TRt SN B/\UR LDV —F LI (5| EF SR ITSNFT .
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% Webhook R4 A—K [Z[ER DT1—ILE A& FNTULET .

o events - WebhookA AUk YR (F A=A IZEE T 51E $R)

o sscUrl - —/\OURL7FL X

« webhookld - B8 & { [F5417-Webhook ID

o triggeredAt- RAO—R AME L SNFz(E L S T—AR—XIZRFSNi)B

151 -
{

“events”:[

{
“event”:”ANALYSIS_RESULT_UPLOAD_COMPLETE_SUCCESS”,

“artifactld”:1,
“projectVersionld”:1,
“filename”:"file fpr”,

“username”:"testUser1”

}

1,
“triggeredAt”:”"2020-08-21T12:19:24.5024+0000",

“sscUrl”:"” http://localhost:8180/ssc”,

“webhookld”:1
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AN RAO—k

gvents] ZLAIZIE. RIZZRBATEIEBR DAV RLO—FBA BSINFET . K1Y
MMZIZARUSBATIZDLNTER BT D gvent] I4—ILK BHYET .

FEREADDTLAITNDDARUS DADBYES « AU DEH (FHR—F S
nNTHWFEEA.

F—T4270F7yFa—k R4O0—F

T—TAT7IR ARV BIZE B ENF=RAO—F [Z[E. ROT—ILKHAE ETNTULE
ElR

e artifactld - 7v7A—K &Shi=7—T«1F77k DID
o projectVersionld - 7—T 42797k 7vFO—K Sht=-7F)r—32/3—2 30 DD
o filename - 7—T4279k 27144
e username -A Rk ZE7vJO—K LI=1—HYD1—54%
o event- 7—TA 77O TYIO—K ARV DEAT
ABDAREE 7Yy TA—R ARUKRALT:
e ANALYSIS RESULT_UPLOAD_COMPLETE_SUCCESS
« ANALYSIS RESULT_UPLOAD_FAILURE
e ANALYSIS RESULT_UPLOAD_REQUIRES APPROVAL

* ANALYSIS_RESULT_INDEXING_COMPLETED
R
{
“event”:” ANALYSIS_RESULT_UPLOAD_COMPLETE_SUCCESS”,
“artifactld”:1,
“projectVersionld”:1,
“filename”:"file.fpr”,

“username”:"testUser1”
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T—TA477ILTYTA—R TR BSNI=AA(O—F

T—T47797yTA—K TR BIN=R/O—
o

NhlE. 7—T47700 7yTO—K RAO—K DL sk #E e THY . KR I 51— ERE
OAVRNZEH B T 5=0DE N 71—ILK AE iin'cui@“

T4—ILK:

e artifactld - 7v7O—K SN f=7—T4777t DID

« projectVersionld - 7—T4 279k 7vFO—K Sht=-7T)r—32/3—230DID
o filename - 7—74 70 74 )L 4

e username - 7v7O—K 3 21— D1—H4%

« approvalUsername - & 82 9 51—HND1—H4

« approvalComment - & BB [TE S SN b4+

151 :

{
“event”:” ANALYSIS_RESULT_UPLOAD_APPROVED”,
“artifactld”:1,
“projectVersionld”:1,
“filename”:"file.fpr”,
“username”:"testUser1”,
“approvalUsername”:"testUser2”,

“approvalComment”:"upload has been approved”
}

Al Ok N\—o3oR4B—k

TIVr—230n\—23 ARV RIZE SN f=RAO—F [Z[E. RODT4—ILEHBEF
NTLET.

« projectld -771)r—3>ID

« projectName - 7 )r—3 4

« projectVersionld - 7)r—32/3\—2321D

« projectVersionName -7 7 )4r—>a2 1\ —o 304
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e event- 7TUr—3o\—23 AR DRAT
ANTRELARNINEAT
« APP_VERSION_ CREATED
« APP_VERSION_UPDATED

« APP_VERSION_DELETED
151 :
{
“event”:” APP_VERSION_CREATED”,

“projectld”:1,

L

“projectName”:”Test application”,
“projectVersionld”:1,

“projectVersionName”:"v1”

O o~ » O \ - . (o) >
JAV O N—D 30 TE IS =RAMO0—k
INFETaS I N—23oRAO—F DL R HEBETHY . ThHhIF-EEZH# A 957
HOE M Z14—ILE HHYET .

J4—ILk:

« projectld - 7F)r— 31D

* projectName - 7)4r—a> 4

« projectVersionld - 774 —32/\—232ID

« projectVersionName - 7/ )r—>30 I\ —2 324

e event- APP_VERSION_UPDATED

« changes- 77— 30n\—Da 0 CEBIN-AREE & T HEURL

AN A REZR{E

o ACTIVE - 7TUr—a03—230D bctive| RT—E2ANE B ESN-5E
COMMITTED - 7V 7r—avn\—oauhasvh #-3asvs @R snt-i5 &
PROJECT_VERSION_NAME - 75— aun\—oav g NEBSN-I5E
PROJECT TEMPLATE-fETVIL—hHAEEINIIGE

ATTRIBUTES -ESRRABZ B ENE ESNI-H &
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BART RS O—K AR Shi-TaS ok "—ay

e USER_ACCESS ADDED-1A Lt Qa—dhN7T)r— 320/ —2 30 (3B M
Shi-iB &

« USER_ACCESS_REMOVED - 1 A L £ DA—HHT7I)r—>30n\—23ohb
HIBRShi=15 &

e CUSTOM TAG-7IV5r—3/\—23 0 [CTHRALE EAE M E-ITEI R Eh
=35 &

e PRIMARY TAG-77U5—30n\—230 DTS4 39N EBIN-E S
51 -

“event”:” APP_VERSION_UPDATED”,

“projectld”:1,

o

“projectName”:"Test application”,
“projectVersionld”:1,
“projectVersionName”:"v1”,

“changes”:[“ACTIVE”,”COMMITTED"]

o] =L o > ~ > O : >
LLH] DA O—k hofE e Snf=-o0o ok
IN—23Y
NIE. TR O N—Da TR FH INRAO—F DL SR #ERE T . 0I5 & (. BE
BOT7TVr—oa3vn—Cav DR B R EEIF LLWFI)r— 30\ —30[2aE—
ENFET . CORAMO—RIZF FILWTFT IV r—2avnN—2av DR BTG5 57 T )V r—
2AVN—aVICEATHEMIE®RAE FNTOET.
T14—IUk:
« projectld - H 774 —3>MnID
« projectName - i 77 )/r—a> D4 Rl
« projectVersionld - (F) 77— 32/3—2321D
« projectVersionName -7 74— 3\ —o 3%
« previousProjectld - (3 )77 )r— 3> DID
« previousProjectName - (8)77)7r— 3> D4 il
« previousProjectVersionld - () 77)/r—3>/\—23>DID
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« previousProjectVersionName - (8)7 74— a2/ 3—23> D4 il
» event- APP_VERSION_CREATED
151 :
{
“event”:” APP_VERSION_CREATED”,

“projectld”:1,

»on

“projectName”:"Test application”,
“projectVersionld”:2,
“projectVersionName”:"v2”,

“previousProjectld”:1,

”n

“previousProjectName”:"Test application”,
“previousProjectVersionld”:1,

“previousProjectVersionName”:"v1”

o > o N3
Lih—k & i R/O0—k
LIR—b ARk BIZE SN fRIO—K TT .
T14—IUk:

« reportld - B3R S f-LR—b DID
« reportName - L7Rk—b & g% F IT38 & SN f=4 Al
« renderingEngine - LIR—k LAY T I DY
* reportType - LIR—k 24T
o event- LIR—kE ARV DEAT
AN FIRETR{E:
« REPORT_GENERATION_COMPLETE
« REPORT_GENERATION_REQUESTED
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15 -
{

“event”:"REPORT_GENERATION_COMPLETE”",

“reportld”:1,

“reportName”:"Test report”,

“renderingEngine”:”BIRT”,

“reportType”:”"PROJECT”

A—HRAO—k

A—SATHAINARUE BIZE R ShfR1B—F TY.
4—ILk:

e id-1—4ID

¢ username - 1—HN1—H4

e event- I—H ARk

USER_CREATED - Fortify Software Security CenterCi2 i T T4 T4
(LOCAL_USER. LOCAL_GROUP. LDAP_USER. LDAP_GROUP. F#f=[%
LDAP_ORGANIZATIONAL_UNIT)AME Bt st EL 1=,

USER_DELETED - Fortify Software Security CenterhoER 5 T 7474
(LOCAL_USER. LOCAL_GROUP. LDAP_USER. LDAP_GROUP. F#f=[%
LDAP_ORGANIZATIONAL_UNIT)H¥EI Br =t EL 1=,

USER_UPDATED - Fortify Software Security CenterCi2 i T T4 T4
(LOCAL_USER. LOCAL_GROUP. LDAP_USER. LDAP_GROUP. %#f=[%
LDAP_ORGANIZATIONAL_UNIT)AE #FranFxzL 1=,

LOCAL_USER_ACCOUNT_LOCKED

 userType - 1—HN2A7
AARBERRAAT

LOCAL_USER

LOCAL_GROUP

LDAP_USER

LDAP_GROUP
LDAP_ORGANIZATIONAL_UNIT
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15 -

“id"”:1,
“username”:"testUser”,
“event”:” USER_CREATED”,

“userType”:” LOCAL USER”
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A B ERICEIOIEMMERENIRELIE S L FF2AVNF—LIZE F A—
WEEE LB TLZEL K DHYIZ, hRETHR—k
(https://www.microfocus.com/support) 258 #& LN ==K & HR—FZ2Z (15 2ENTE
EX I

CDAVEA—BIZBF A—IVIFATUR HERE SN TUSIG & (. Bl OF Fa A b F—LAIC
EH I DIODI %D )0THE REDITIZUT OEFE/MMT LVRETEFA—IL
AR IODBHEET .

a—49 4K (Fortify Software Security Center 23.2.0)I<B8 3304 —F /%%
BFA—IUIT4—F/\wOZEBMLT, EEIEIIVILET.

BF A—IISATURHDMEH TELZWMGE & (L. BT DIE R EWebA—ILITA TR DFLLY
Ayt—212aE—L T. fortifydocteam@opentext.comlZ74—K 7 \wH% % 1§ L TSN,

BEHRODIEREZRHLLTHYFEY.
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